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1. INTRODUCTION

This getting started guide will instruct you thru the phases how to set up the Brady IRX200 and make the
required configuration to use the device over the Profinet interface. Brady IRX200 is designed to meet
the Profinet CC-B conformance class and can operate down to 1ms cycle times.
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2. NEEDED TOOLS, FILES AND ACCESSORIES

This section lists the tools, documents and accessories which are used or referenced during the phases
of this getting started guide.

2.1. NEEDED TOOLS

Below tools are used during the phases of this getting started guide.

e Siemens PRONETA 3.5.0.0 discovery tool
e Siemens TIA portal development environment V18
e Brady smart device control application

e CODESYS development environment

2.2. NEEDED FILES

Below files are used during the phases of this getting started guide.

Brady IRX200 GSDML file

e IRP_PLCopenXML file

e IRP_SiemensXML files

e TIA Portal sample project(s)
e CODESYS sample project(s)

2.3. NEEDED ACCESSORIES

Below accessories are used during the phases of this getting started guide.

e Power supply for the IRX200
e M12-Ato USB/IO cable
e M12-X to RJ45 ethernet data cable

BRADY Worldwide, Inc. | ©2022 All rights reserved.
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3. SETTING UP THE DEVICE

This section covers the setting up phase of the Brady IRX200 reader. Initial network configuration can
be done in multiple ways which are explained below.

3.1. POWERING UP THE READER

To power up the IRX200 device you will need to attach the 24V DC power supply to the M12-L 5pin
connector (FE-connected). Brady is offering AC/DC power supply adapter or power cable with stripped
wires as an accessory.

NOTE! Power supply is not included in the package. Needs to be purchased separately.

3.2. ACCESSING THE DEVICE ADMIN WEBUI

The Brady IRX200 admin web user interface can be accessed in two different ways, through the Ethernet
and the USB connections.

3.2.1. OVER USB CONNECTION

The device supports USB RNDIS and CDC-ECM profiles which allow to access the device’s admin Web
Ul through TCP/IP connections. When the USB cable is connected the IP address of the device is
169.254.0.1 by default. Typing that IP address to the web browser will open the login screen of the Web
ul.

NOTE! USB cable is not included in the package. Needs to be purchased separately.

3.2.2. OVER ETHERNET CONNECTION (NORMAL MODE)

By default, the network interface is set to DHCP mode, and the MAC address of the interface is indicated
on product label on the underside of the device. To access the Web Ul, you need to connect the IRX200
and the PC into the same local network having DHCP server.

The connection can be established by typing the IRX200’s hostname in the address bar of a web browser
if the network and host device support mDNS. The default hostname for IRX200 is:

e irx200-serialnumber

Figure 1. Connecting the IRX200 to PC via router with integrated DHCP server.

BRADY Worldwide, Inc. | ©2022 All rights reserved.
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When the IP address of the Brady IRX200 is known, typing it in the address bar of a web browser will
open the login screen of the Web Ul. Applications like the Brady Smart Device Control can be used to
discover the address.

3.2.1. USING BRADY SMART DEVICE CONTROL APP

Brady smart device control PC application is a simple tool which can be used to discover devices which
are connected to PC via USB or connected to same ethernet network as the PC in question. By clicking
a device in the list, a new page is opened which leads to IRX200 devices web Ul login page.

=) Brady Smart Device Control = O x

E M Brady Smart Device Control v1.0.5.0

Devices I

Devices found in network

P Name Interface
169.254.01 IRX200-K233700015 usb

Add Device

Figure 2. Brady smart device control application view.

3.2.2. OBTAINING PASSWORD AND USERNAME

The default username (“admin”) and password are printed on the product type label attached to the back
side of the device.

&2 BRADY B-IRX200-EU
S/N: K2345 Made in Finland

00086
IENTANATINININI Moder 1081-1A

P/N: NPP00001-EVU

Y5382973 UK
Article/Product #: 321713 CcA
ETH MAC: 00:21:AD:29:00:56 C€

ETH2 MAC: 00:21:AD:38:00:56
Username:admin Password:A2D3F4GH86 };(

Figure 3. Type label of the IRX200.
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Note that a security alert will pop up on the browser the first time that you connect to the device, as the
connection is forced to be secure. To make the alert disappear you can manage the security certificates
in the device’s Web Ul Menu -> Network -> Certificates.

3.3. SETTING UP THE PROFINET MODE AND IP FROM THE WEBUI

The Brady IRX200 reader has different operating modes; normal mode, OPC UA and Profinet modes. In
normal / OPC UA mode, the devices ethernet port is controlled by the Linux OS and Profinet
functionalities are disabled. In this mode, the legacy UHF RFID interface called NurApi can be used to
control the UHF RFID engine.

In the Profinet mode, the legacy NurApi interface is not available and control of the ethernet port is
handed over to the real-time OS running the Profinet functionality.

The operating mode can be changed from the device’s Web Ul. Menu -> Industrial -> Protocol. See figure
4 below. Note that reboot of the device is needed before a new selection becomes active. While
operating mode is Profinet, a Profinet specific sub-pages appears under the Menu -> Industrial.

Protocol settings

@ Dashboard

Mode

L system Profinet v
a8 Network

4 Hardware

282 Software

las Industrial

2 Protocol

9 Profinet

Copyright © 2022 Nordic ID. All rights reserved

Figure 4. Web Ul Industrial page.

From the Profinet Web Ul page you can see the basic information of the reader, set the station settings
and set the 1&M1-3 records. In addition, the IRP interface message byte order setting can be selected.

BRADY Worldwide, Inc. | ©2022 All rights reserved.
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<« (¢} A Not secure  192.168.111.2/admin/#/application/icss_profinet_frontend/

Identification and Maintenance Settings
@ Dashboard Vendor Info Station settings
Vendor Name Vendor ID Device ID Name
£ System
WH Brady N O6ae 0200 brady-in200
25 Network
1&MO Record Gateway address
4 Hardware
Order ID Serial Number
1081-1A K233700015 N
IRP settings
las Industrial
HW Revision SW Revision Device Type Message byte order
= Prok
e 1 v0.13 IRX200 Little endian
€ Profinet
1&M1-3 Records
Function Location
Date Descriptor

Copyright © 2022 Nordic ID. All rights

Figure 5. Web Ul Profinet page.

IP address

192.168.111.2

Subnet mask

25525500

3.4. NETWORK DISCOVERY AND SETUP USING PRONETA

Version 1.0

Another way to discover and set up the station settings of the Brady IRX200 over the Profinet network is

to use Siemens PRONETA discovery tool. To accomplish that you need to do the below steps.

o PRONETA - Siemens

SIEMENS

= Online: Show topology and configure devices
= Offine: show topologies
= Comparison: Compare online and offiine topologies

* Configuration: Adopt device names from an offiine topology

10 Test

* Forcing and monitoring input and output values of SIMATIC

devices

'f Settings

I Network Analysis

= Change PRONETA settings

Ever heard of PRONETA Professional?

9 Record Assistant

Professional

= Run acyclic communication via PROFINET

(read and write data records)

= Assign parameters to devices and read out information
= Analyze Ethemet frames with Wireshark

’ PROFlenergy
Diagnostics

%
:

= Detect status of devices
= Change mode of devices

= Check and export measured values

Learn more and try PRONETA Professional with a frae Trial license:

Www.siemens.com/proneta-professional

Figure 6. Siemens PRONETA main view.
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1. Connect the ethernet data cable between the IRX200 and PC. Set the PC network adapters IP
address to static and set the IP address and subnet mask. For example, IPv4 IP to 192.168.111.1
and subnet mask to 255.255.255.0.

2. Install and open the Siemens PRONETA tool.
3. Select “Network Analysis” from the main view.

4. The Brady IRX200 should now appear into view as in picture 6. By right clicking one can open the
menu which allows you to interact with the reader. From the “Set network parameters” you can set
the IP address and subnet mask to the reader. For example, IP address 192.168.111.2.

5. Optionally, with the PRONETA, you can also flash the devices high visibility LEDs to find the physical
device in question, reset the device settings and read/write other I&M1-3 data records.

ot PRONETA - Siemens - 0O x
Network Analysis TR ST H » Help ?
Online| Offline Comparison Configuration
% B
h Search for devices icalmer
Graphical View - Online Device Details: brady-irx200
A ~ Device
ME 5 o0——@ Mm
Name brady-irx200
Device Type IRX200
IP Address 0.0.0.0
Subnet Mask ~ 255.255.0.0
Device ID 0x0200
MAC Address  00:21:ad:29:44:4c
Role Device
Gateway 0.0.0.0
Vendor ID OX06AE
Vendor Name  Unknown (1710)
<@ start Flashing LED Status Unknown

+ Diagnostic Status

F‘@ Open Web Browser

u\f Set Network Parameters

Diagnostic buffer is not supported

nid582 [h’..‘ Reset Network Parameters

PRONETA

El

[~ T =1

f__) Reset to Factory

E—n Use as Starting Peint in Graphical View

Device Table - Online

[ oevice Type 1 s [Submet sk [ WA Address | ole” [ Contotr
bon[ w0000 L2500 Joomrmtzsac|omin] |

Unknown (17|

<l I [ |

Figure 7. IRX200 discovered and right clicked.
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4. IRX200 INDUSTRIAL READER CONFIGURATION WITH SIEMENS
TIA PORTAL

This section will guide you on how to establish a communication between the PLC and IRX200 reader
using Siemens TIA Portal and Simatic S7 series PLCs. Section 4.1 shows how to set up a new project
and import necessary files whereas section 4.2 explains the provided sample’s functionalities.

4.1. IRX200 HARDWARE CONFIGURATION

4.1.1. IMPORTING THE GSDML FILE

1. Open TIA portal (sample images are from V18).

2. From the options menu, select Manage General Station Description files (GSD) (Figure 7).

74, Siemens - C:\000_Projects\TIAPortal\20240206_Demo_withSingle\Demo_TIAv18_IRX200_IRP_IOMapy

Project Edit View Insert Online | Options |Tools Window Help

e &N Go offline

5 (Y E seveproject & iz | Y Settings
Support packages

| Manage general station description files (GSD)
Start Automation License Manager

_] Devices " Plant objects

%] Show reference text

g L] Global libraries

B Add new device Teamcenter
g Devices & networks
4 @ﬂ Ungrouped devices

5§ Security settings

I3 Cross-device functions
[g§ Commeon data

[Z]) Documentation settings
[@ Languages & resources
» (& Version control interface

v v v v w

- ”
» @ Online access

» [ Card Reader/USB memory

Figure 8. IRX200 configuration with TIA Portal - import the GSDML file.

3. Browse and select the GSDML file.
4. Install the GSDML file (Figure 8).

BRADY Worldwide, Inc. | ©2022 All rights reserved.
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Manage general station description files : X
Installed GSDs GSDs in the project

Source path: [ C:WsersINordicID_TIAIDocuments\IRX200_Libs120240401_v1001GSDML_20240401_v{ (=]

tent of imported path

M FFile Version Language Status I=
[M §GSDML-V2.43-Brady-RX200-20240401 xml| V2.43 English Alreadyinstalled

1. select correct GSDMIL file provided by Brady (correct GSDML
file is also available for download in IRX200 reader WebUI)

2-install

<] i |

] Delete IH Install HI Cancel |

Figure 9. IRX200 configuration with TIA Portal - install the GSDML file.

4.1.2. ADDING A DEVICE TO THE PROFINET NETWORK AND HARDWARE
CATALOG

After installing the GDML file, IRX200 is ready to be used in the project. To add the IRX200 to hardware
configuration simply do the below:

Hardware Catalog - Other field devices > PROFINET 10 - 1/0 - WH Brady NV - Brady RFID Readers
- IRX200.

Options

v ] Catalog

[ Filter Profile: | <All>
» [ Controllers
» [ Hw
> [El PC systems
» [ Drives & starters
> [ﬂ Netwerk components
» [ Detecting & Monitoring
» [ Distributed /0
» [l Power supply and distributicn
» [ Field devices
~ [ Other field devices
» [ Additional Ethernet devices
~ (@ PROFINETIO
» (g Drives
» [ Encoders
» (1§ Gateway
~[mio
» [ SIEMENS AG
» [ Turck
~ [ WH Brady NV
v [ Brady RFID Readers

Figure 10. IRX200 configuration with TIA Portal - hardware catalog path.

BRADY Worldwide, Inc. | ©2022 All rights reserved.
www.bradyeurope.com 12/87



&2 BRADY

Brady IRX200 - Getting started with Profinet

Version 1.0

As described in Section 7 there are 3 submodules available for IRX200 which are fixed in specific sub-
slots. These modules can be found under Module a Modular slot category.

&' 10pology view  |gfy NETWOrK view  |NT vevice view vpuons
J Device overview [
Y7 . Module Rack  Slot | address | Q address Type Mi i Catalog
v brady-rx200 0 0 IRX200 [Search>
i) g i bradyin200 [ Filter Profile: | <All>
Device Status 0 1 0.3 Device Status B
» i} Head module
v IRP 0 2 IRP =
~ 1§l Module
IRP Data IN 0 21 4.563 IRP Data IN e
v |l Modular slot
IRP Data Out 0 22 0..559 IRP Data Out [. Device Stat
vice us
v GPIO 0 3 GPIO module o mdule
GPIO input 0 31 1128...... GPIO input [l.IRP
GPIO output 0 32 20, GPIO output

Figure 11. IRX200 configuration with TIA Portal — Sub-Modules.

After adding the IRX200 to Devices & networks, then simply connect the IRX200 to the PLC.

PLC_1 brady-irx200 i
CPU 1511-1 PN IRX200 '
PLC_1

{PNNE_1} ‘

Figure 12. IRX200 configuration with TIA Portal - network connection.

4.1.3. DEVICE/MODULE PARAMETERS

After the project setup and physical connection, you can configure the device name, network settings
and module parameters.

To set the device name, enter the same name as configured via device’s web Ul or using Proneta.

4 w = P " L
t General I

Catalog information

v PROFINETinterface [X1] 1

General IName: | brady-ir200 !

Ethernet addresses

General

Author: | NordicID

v Advanced options

Figure 13. IRX200 configuration with TIA Portal - configure device name.

To configure the network settings, assign the IP and Subnet Mask, as they are necessary to enable
communication with the PLC.
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J General || 10 tags ” System constants ” Texts

¥ General
Ethemet addresses

Catalog information
~ PROFINETinterface [X1] Interface networked with

Subnet: \’Fl\}fl%)

w Advanced option:
Interface options
Media redundancy

: - Internet protocol version 4 (IPv4)
w Real time settings

10 cicle (® setIP address in the project

w Port1[X1P1R] 3
General IPaddress: | 172 .16 .4 . 110|
Portinterconnection | Subnet mask: | 255 . 255 . 252 . 0

Port options
Identification & Maintenance
TEE z »
Identification & Maintenance

[V synchronize router settings with IO controller

|| use router

Figure 14. IRX200 configuration with TIA Portal - configure the IP and Subnet Mask.

From the module parameters, you can set the PLC properties override enabled or disabled and select
the message byte order setting. If the device properties enabled setting is set to true, these properties
settings will override the settings made from the device’s web Ul.

<l i | >|]100% | s oty |
[d Properties  |*) Info @) [ 2] Diagnostics |
J General ” 10 tags H System constants H Texts
~ General M
Catalog information M=
~ PROFINETinterface [X1] Device Properties
General 1
Etheret addresses Device Properties Enabled: | True 2 [+]
~ Advanced options IRP Message ByteOrder: [elaa [0

Interface options
Media redundancy
' Real time settings
10 cycle
v Port1[X1P1R]
General
Port interconnection
Port options
\dentification & Maintenance |
Identification & Maintenance {4

Figure 15. IRX200 configuration with TIA Portal - configure module parameters.

NOTE It is necessary to set IRP Message Byte Order to BigEndian to be able receive/send data correctly.
This can be set simply from Module parameters in TIA portal hardware configuration as shown above
or, from the IRX200 web UI.

IRP (Industrial reader protocol) input/output module’s hardware ID numbers and allocated 1/0 addresses
can be viewed via device view.

BRADY Worldwide, Inc. | ©2022 All rights reserved.
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[& Topology view [gh Network view |[Y Device view |
d [brodyinaoo(waoo] |7 & ¥ (%]’ 4 | | Deviceoverview |
[l ... | Module Rack |Slot  |laddress Q address Type Article no.
» brady-in200 o o IRX200 1081-1A
= Device Status 0 1 0.3 Device Status 1081-1A
== o 2 3 1081-1A
IRP Data IN [ 21 4563 1 1RP Data IN
IRP Data Out o 22 IRP Data Out
— > GPIO 0 3 GPIO module 1081-1A
L GPIO input o 31 1128.1129 GPIO input
- . GPIO output o 32 1120.1121 GPIO output
P brady-n200 i
>
R ]
<[] [>] [100% > —% | <] i [>]
|'d Properties  [*i} Info )| 2] Diagnostics |
General 10 tags | Systemconstants | Texts |
[Show hardware system constandv]
Name Type Hardware identi. Used by Comment
@ bradyin200~IRP Hw_SubModule 265 PLC1
& brady-ir200~IRP~IRP_Data_IN Hw_SubModule PLC_1
& bradyirx200~IRP~IRP_Data_Out Hw_SubModule PLC_1

Figure 16. IRX200 configuration with TIA Portal - IRP module 1/0’s.

4.1.4. IMPORTING IRP USER DATA TYPES (UDTS AND ENUMS)

Version 1.0

Import necessary UDTs supplied by Brady for the IRX200 IRP. Correct UDT package is included in

software support package.

1. Go on Project Tree > PLC >PLC data types and right click and select Import from directory.

gy Devices & networks
~ [ PLC_1 [CPU 15111 PN]

[IY pevice configuration
%) Online & diagnostics

» g8 Software units

» [gl Program blocks

» [3 Technology objects

» s} External source files

» [ @ PLCtags

~ '/ PLC data 1

Add new group

B Add
B Add new data type

» [ IRP
» [iz] IRP
» [&] Proj o
» D) sys{ 2
15 Watch
e ol

g _?:(sz Compile »
o= & Goonline Ctrl+k
0@ oPcUA g - sine o
[@ webag ™ .
Startsimulation Ctrl+Shift+X

Ctrl+C

vyvvvvw

[, Device

Bty Prograt Gy Search in project CtrlsF
2 PLes
L PLCSUR 381 Cross-references F11
= ELCEH (2 structure

» [ Local

gnment list
» [ Distrib B
o Print...
» U
Tl Ungroupey & Print preview...

Crl+P
» 55 Securitys
» 38 Crossdevi  Addns

» :] Unassigne
» [g§ Common ¢ g Frope A

» |5 Documentation setiings
» fm Languages & resources
» [ 4 Version control interface

» [ Online access

» (i@ Card Reader/USB memory

Exportas SimaticML...
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Figure17. IRX200 configuration with TIA Portal - Import from directory.
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2. Select main folder to import all ENUMs and UDTs.

~ GSDML
v IRP_SiemensXML
— IRP_Enums
~ IRP_UDT

B L L LT

Figure 18. IRX200 configuration with TIA Portal - PLC UDTs Main Folder.

3. Wait for Import to finish and then Save and Compile to Project to confirm all the PLC user data
types were imported successfully.
4,

4.1.5. 10 MAPPING (GETIO / SETIO)

Input/Output format details are explained in section 7. Addition to details in that section, the IO mapping
and parameters for the TIA portal are shown in below tables under each module’s sub-title.

e Device Status Module

Inputs Byte allocation Description GETIO
Parameters
Device 0 Status Byte (* Details are in section 7) LEN: 4
Status .
1 Reserved for future expansion. Set to zero.
2-3 Number of messages on device waiting to be
read.

Table 1. IRX200 configuration with TIA Portal - Device Status input mapping.

¢ IRP (Industrial Reader Protocol) Module

Byte allocation Description GETIO_PART
Parameters
AckSendID 0-1 Device sets to match Send ID when ready to OFFSET: 0
accept new requests
LEN: 2
RecvID 2-3 Device changes value when new message = OFFSET: 2
available
LEN: 2
Reserved 4-7 Reserved for future expansion. Set to zero. OFFSET: 4
LEN: 4
8-9 Type OFFSET: 8

BRADY Worldwide, Inc. | ©2022 All rights reserved.
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RecvMsg 10-11 MsgID LEN: 552
(Msg Data) - .
12-13 Revision (IRP protocol Revision)
14-15 reserved
16-560 Payload
(details for different type of payloads are
presented in section 7.2)

Table 2. IRX200 configuration with TIA Portal -IRP input mapping.

Outputs Byte allocation Description SETIO_PART
Parameters
AckRecvID 0-1 PLC sets to match Receive ID when | OFFSET:0
ready to accept new messages.
LEN: 2
SendID 2-3 PLC changes value to trigger request | OFFSET: 2
execution.
LEN: 2
reserved 4-7 Reserved for future expansion. Set to OFFSET: 4
Zero.
LEN: 4
SendMsg 89 Type OFFSET: 8
(Msg Data)
10-11 ID LEN: 552
12-13 Revision (IRP protocol Revision)
14-15 reserved
16-560 Payload
(details for different type of payloads
are presented in section 7.2)

Table 3. IRX200 configuration with TIA Portal - IRP output mapping.

¢ GPIO (General Purpose input-output) Module

Inputs Byte allocation Description GETIO Parameters
GPIO Input 0-1 GPIO Input (* Details are in section 7). | OFFSET: 0
LEN: 2

Table 4. IRX200 configuration with TIA Portal - GPIO input mapping.

Outputs Byte allocation Description SETIO Parameters
GPIO Output  0-1 GPIO Output (* Details are in section 7). = OFFSET: 0
LEN: 2

Table 5. IRX200 configuration with TIA Portal — GPIO output mapping.
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4.2. RUNNING THE SAMPLE PLC APPLICATION

This section describes the TIA portal sample project/application, which is provided by the Brady,
(Brady_IRX200_PN_Sample_TIA_V18_IRP_GPIO_2024_V1.0) using 2 Brady IRX200 PN modules. Sample
application is built with TIA Portal Version V18.

Hardware components that are used in this sample application are:
e Siemens CPU 1511-1 PN (Article Number: 6ES7 511-1AK02-0ABO)
e Brady IRX200 UHF RFID reader x2

Software/file versions used in this project are shown below.

Item Description Version
GSDML General Station Description file GSDML-V2.43-Brady-IRX200-
associated with the Brady IRX200 202400401
IRP UDTs & Enums Industrial Reader Protocol user IRP_SiemensXml
defined types and enums import
files
IRX200 firmware IRX200 OS version / PN firmware OS FW V1 /PN FW V1
versions version

Table 6. TIA Portal sample application’s used software/file versions.

The purpose of sample application is to demonstrate the sending and receiving of data to and from the
IRX200 readers based on IRP API with all available message types and create event/data logs via data
blocks.
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4.2.1. SAMPLE APPLICATION PROJECT TREE VIEW

Below is the sample applications project tree view.

¥ 7 Brady_IRX200_PNSample_TIA_V18_IRP_GPIO_2024_V1.0
¢ Add new device
gﬁ, Devices & networks
~ [ PLC_1[CPU 1511-1 PN]
JIY Dpevice configuration
% Online & diagnostics
» [gg Software units
v [ Program blocks
B Add new block
& Main [0B1]
» ] BasicLib
» [£z] Global_DataBlocks
» £z InstanceDBoffBs
» [£z] IRX200_Medules
» ] ProjectConstantDBs
» ¢ System blocks
» [ Technology objects
» External source files
» (g PLCtags
v [g PLC data types
B Add new data type
1] IRP_Defines
» (%] IRP_Enums
» £z IRP_UDT
» ] Project_UDT
» L System data types
» [z watch and force tables

X

1

Figure 19. TIA Portal sample application - project tree

In this sample application, created with global data block interfaces, commands, responses and logs
can be reviewed via Global Data Blocks.

All Global Data Blocks (except the ones used as a project Constants) are located under
Global_DataBlocks folder. Global Data Blocks and their use case are explained below.

v '%:] Global_DataBlocks
@ 01_SystemTags [DB1]
@ 02_DB_IRX200 [DB2]
@ 800_DEB_HMI [DB80O]
@ 801_CachedTagsTable [DB801]
@ 802_ReadPayloadsCounters [DB802]
@ 803_AlarmandEvents [DB803]
@ 811_InvEventList [DB811]

Figure 20. TIA Portal sample application - global data blocks.

e 01_SystemTags (DB1): To Enable/Disable IRX200 modules, For each module giving station
name, monitor and store data array counters, project sequence numbers and initializing bits
handled with this DB.
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e 02 _DB_IRX200 (DB2): For each IRX200 raw input and output values, communication statuses
during GET_IO, SET_IO and data mapping.

e 800 _DB_HMI(DB800): Used as Ul to send requests / data and read data for each IRX200 module.

e 801_CachedTagsTable (DB801): Stored/cached tags EPC data (Same array used for both of
IRX200 modules).

e 802 _ReadPayloadsCounters (DB802): Received message counters and unsorted messages
(Counters and Unsorted List array used as common for both modules).

e 803_AlarmandEvents (DB803): Process alarms and events which included same list for both
modules.

e 811_InvEventList (DB811): IRX200 inventory event list (Each module has their own list).

Other sub-folder program blocks are described below.

e BasicLib: Function Blocks for Data conversations, creating logs and strings.

v t:z] Basiclib
3 AE_Trigger [FB107]
& Array_to_String [FB101]
& ByteArray_to_HexString [FB103]
3 HexDigit_to_Byte [FB105]
3 HexString_to_ByteArray [FB104]
& HMI_AppendEvent [FB601)
& HMI_SaveTagtoCache [FE600]
2 TAGOP_StringConv [FB106]
& UpdateTAGSelectionArgs [FB602]

Figure 21. TIA Portal sample application — Used BasicLib’s.

IRX200 modules: IRX200 functions and function blocks for I0 Mapping, Send/Read Messages triggers
and sorting.

¥ [£:] IRX200_Modules
48 IRX200_1_MainFC [FC10]
28 IRX200_2_MainFC [FC20]
& Initilazing [FB1]
4 IOMapping [FB2]
3 ReadPayload [FB11]
3 ReadResponse [FB4]
3 SendRequest [FB3]
48 Ul_Actions [FB500]
3 WritePayload [FB20]

Figure 22. TIA Portal sample application - IRX200 modules.
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InstanceDBofFBs: Instance data block type data blocks that are used in the sample application.

w [%:] InstanceDBofFBs
@ FB1_1_Initilazing_DB [DB11]
@ FB2_1_IOMapping_DB [DB21]
@ FB11_1_ReadPayload_DB [DB114]
§ FB20_1_WritePayload_DB [DB121]
@ FB101_1_Array_to_String_DB [DB513]
@ FB101_2_Array_to_String_DB [DB514]
@ FB101_3_Array_to_String_DB [DB515]
§ FB101_4_Array to_String_DB [DB516]
@ FB101_5_Array_to_String_DB [DB1015]
@ FB103_1_ByteArray_to_HexString_DB [DB518]
@ FB103_2_ByteArray_to_HexString_DB [DB1032]
@ FB103_3_ByteArray_to_HexString_DB [DB1033]
@ FB103_4_ByteArray_to_HexString_DB [DB1034]
@ FB104_1_HexString_to_ByteArray_DB [DB1041]
@ FB105_1_HexDigit_to_Byte_DB [DB1051]
@ FB105_2_HexDigit_to_Byte DB [DB1052]
@ FB105_3_HexDigit_to_Byte_DB [DB1053]
@ FB105_4_HexDigit_to_Byte_DB [DB1054]
@ FB106_1_TAGOP_StringConv_DB [DB521]
i FB106 2 TAGOP StrinaConv DB [DB522]

Figure 23. TIA Portal sample application — used InstanceDBofFBs.

ProjectConstants: Created with linked to the IRP_ENUM user data types and project specific constants
to avoid of using direct values in program.

¥ [%:] ProjectConstants
@ cIRP_Defines [DB113]
@ cIRP_Direction [DB101]
@ cIRP_ErrorCode [DB102]
@ cIRP_EventMask [DB103]
@ cIRP_InventorySelState [DB104]
@ cIRP_InventorySession [DB105]
@ cIRP_InventoryTarget [DB106]
@ cIRP_MsgType [DB107]
@ cIRP_RfProfile [DB108]
@ cIRP_SelectAction [DB109]
@ cIRP_SelectTarget [DB110]
@ cIRP_StatusMask [DB111]
@ cIRP_TagBank [DB112]

Figure 24. TIA Portal sample application - project constants.

PLC Data Types: IRP_UDT and IRP_ENUM folders are directly imported files as described in table 3.
Sample application specific user data types are collected under Project_UDT subfolder. These are
optional and application specific user data types.
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¥ [%:] Project_UDT
1] DeviceStatus
] HMI_CachedTag
lii] HMI_Status
1| HMIData
I_J IRP_CommonlO
LJ IRX200_DeviceStatus
1] IRX200_GPIO_CommonlO
18] IRX200_GPIO_IN
| IRX200_GPIO_Out
1] IRX200_IRP_IN
6] 1IRX200_IRP_Out
6] IRX200_processtags
I_'J IRX200_ReadWriteError
1] 1IRX200_Statusword
i IRX200CommIO
] IRX200HW_data
| UnsortedLog
» Ll System data types

Figure 25. TIA Portal sample application - PLC data types.

4.2.2. DEMO APPLICATION SIMULATION AND RESULTS

Simulation interface is handled via data block 800_DB_HMI (DB800). After downloading and getting
online to the PLC, open data block 800_DB_HMI and start monitoring the data block to force simulation
values. Below table shows the data structures.

Variable Name

Data Type

Description

ReaderConfigArgs IRP_MsgPayload_Reade @ Defined in IRP Specification
rConfig
InventoryRegArgs IRP_MsgPayload_Invent | Defined in IRP Specification

InventoryReadConfigArgs

InventorySelectMaskConfi
gArgs

ReaderCapabilitiesArgs

oryReq

IRP_MsgPayload_Invent
oryReadConfig

IRP_MsgPayload_Invent
orySelectMaskConfig

IRP_MsgPayload_Reade

Defined in IRP Specification

Defined in IRP Specification

Defined in IRP Specification

rCapabilities

TagOpSelectMaskReq IRP_MsgPayload_TagOp | Defined in IRP Specification
SelectMaskReq

TagOpReadArgs IRP_MsgPayload_TagOp @ Defined in IRP Specification
ReadReq

TagOpWriteArgs IRP_MsgPayload_TagOp | Defined in IRP Specification
WriteReq

TagOpLockArgs IRP_MsgPayload_TagOp @ Defined in IRP Specification

LockReq
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TagOpKillArgs IRP_MsgPayload_TagOp | Defined in IRP Specification

KillReq
TagOpReadResp IRP_MsgPayload_TagOp @ Defined in IRP Specification
ReadResp

HMIStatus HMI_Status HMI/Process informative bits

ReaderCapabilitiesReader = String[16] Reader ID human readable string (empty

IdStr during init)

ReaderCapabilitieslcssFw | String[16] icss firmware version human readable string

VersionStr (empty during init)

ReaderCapabilitiesRfidFw = String[16] rfid firmware version human readable string

VersionStr (empty during init)

ReaderCapabilitiesModel | String[16] Device Model name human readable string

NameStr (empty during init)

InventorySelectMaskData = String Inventory Select Mask HEX string (empty

HexStr during init)

TagOpSelectMaskDataHe | String Tag Operation Select Mask HEX String

xStr (empty during init) used during Tag
Operation Args Update.

TagOpWriteDataHexStr String Tag Operations Write Data HEX String
format (empty during init) used as a data to
be written during TAGOPWrite

ReadRespHexStr String Tag Operations Read Data HEX String
Format (empty during init) updated via
TAGOPRead

SendReq Int Trigger any IRP_MsgType Req. Sample
application triggers SendRequest everytime
value has changed (to send same request
then use ReSendReq)

eventListLen Int Inventory Event List Len

SelectSpecificTAGIndex Int To select specific EPC data from
CachedTagList to be used during
UpdateTAGOpArgs if SelectSpecificTAGEN
is TRUE

SelectSpecificTAGEn Bool To select specific EPC data from
CachedTagList to be used during
UpdateTAGOpArgs if it is TRUE then
Application will copy EPC data from
CachedTagList[SelectSpecificTAGIndex]
during UpdateTAGOpArgs.

UpdateTAGOpArgs Bool To Update TagOpSelectMaskReq.MaskData

ReSendReq Bool To be able to send IRP Msg without

changing the SendReq value

Table 7. TIA Portal sample application - 800_DB_HMI structures.
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800_DB_HM
Name Data type Sta.. Monitor value Reta

4l ¥ Static
| <= ¥ |[RX200HMI_1 "HMIData"

<€l = » ReaderConfigArgs *IRP_MsgPayload_Re...

< = ) InventoryRegArgs *IRP_MsgPayload_in...
i @@ = » InventoryReadConfigArgs *IRP_MsgPayload_in...
i< = ) InventonySelectMaskConfigArgs “IRP_MsgPayload_In...
< = ) ReaderCapabilitiesArgs *IRP_MsgPayload_Re...
[T | = ) TagOpSelectMaskReq “IRP_MsgPayload_Ta...
| < = ) TagOpReadArgs “IRP_MsgPayload_Ta...
0 = ) TagOpWriteArgs *IRP_MsgPayload_Ta...
1 <a = ) TagOplockArgs *IRP_MsgPaylcad_Ta...
2 | = ) TagOpKillArgs *IRP_MsgPayload_Ta...
3 a = ) TagOpReadResp *IRP_MsgPayload_Ta...
4 <4 = ) HMStatus “HMI_Status®
5 @ - ReaderCapabilitiesReaderldStr String[16] "
6 <0 - ReaderCapabilitiesicssFwVersionStr String[16] 2 o
7 <@ - ReaderCapabilitiesRfidFwVersionStr String[16] %
sq = ReaderCapabilitiesModelNameStr String[16] : #
9 4 - InventorySelectMaskDataHexStr String I
0@ = TagOpSelectMaskDataHexStr String ‘ 5
1< - TagOpWriteDataHexStr String i
B Saiiag "

< u SendReq Int 0 0 I
§ A LLLLY U
5 @ = eventlistLen Int 1
6@ = SelectSpecificTAGIndex Int 0
7 < - ReaderConfigEditNum Usint C 1
'8 @ = ReaderConfigEditNumPrev USint 0 1
9 <41 - InventorySelectMaskEditNum USint 1
10 <@ = InventorySelectMaskEditNumPrev USint 1
AT - TAGReadWriteLen usint 0 (]
12 <0 - TagOPBankSelection USint 1
3 < = SelectSpecificTAGEn Bool false FALSE

I - Qc Egal falze (E
= ReSendReq Bool false FALSE

Figure 26. TIA Portal sample application: Examples - init values.

&)

All the requests are triggered via SendReq variable. PLC triggers/sends requests every time when
SendReq value is changed. In case of sending same request again, then simply toggle ReSendReq
variable.

SendReq valid values and expected responses are detailed in section 7.2.1 Message Types and
Associated Responses (for SendReq use decimal values).
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Get Reader Capabilities (request and response).

¥ IRX200HMI_1 “*HMIData"
& » ReaderConfighArgs  “IRP_MsgPayload_R...
= ) InventoryRegArgs  “IRP_MsgPayload_|...
= » InventoryReadCon... "IRP_MsgPayload_|...
s ) InventorySelectMa... "IRP_MsgPayload_|...
F ~ ReaderCapabilities... 'IRP:M.gPayload:R...
- minPowerDbm  Dint 0 1
- maxPowerDbm  Dint 0 30
. stepDb Dint 0 1
- region USint 0 0
= maxNumAnten... USInt 0 2
. readeridLen USint 16 10
- icssFwVersionL... USInt 16 5
s rfidFwVersionL... USInt 16 6
- modelNamelen USInt 16 7
= ) readerld Array{0..15] of USInt
® ) icssFwVersion  Array{0..15] of USInt
= ) rfidFwVersion  Array{0..15] of USlng echiont poyiend Feects
= » modelName Array{0..15] of USInt
4 reserved0 USint 0 0
. reserved1 Usint 0 0
e s SECIS I B M e
= » TagOpReadArgs *IRP_MsgPayload_T...
= ) TagOpWriteArgs *IRP_MsgPayload_T...
s ) TagOplLockArgs *IRP_MsgPayload_T...
= ) TagOpKillArgs *IRP_MsgPayload_T...
= ) TagOpReadResp *IRP_MsgPayload_T... !
= ) HMStatus “HM|_Status” Hhmman sopsinsls steings
- ReaderCapabilities... String[16] 'K234500055"
- ReaderCapabilitiesl.. String[16] ‘ ‘0.8.1"
- ReaderCapabilities... String[16] "17.2-A
- ReaderCapabilities... String[16] ‘1081-1A
a m SUing
- TagOpSelectMask... String "
: Igwﬁwiﬁ&tfeaﬁ%%skq DEC value ._
8 SendReq Int 0 16
o HAMlagnaex Tt 0 0
= eventListLen Int 1 1
- SelectSpecificTAGL... Int 0 0
- ReaderConfigEditN... USInt 0 1
. ReaderConfigEditN... USInt 0 1
= InventorySelectMa... USInt 0 1
- InventorySelectMa... USInt 0 1
- TAGReadWriteLen  USInt 0 0
. TagOPBankSelectior USInt ! 1
= SelectSpecificTAGEn Bool false FALSE
- UpdateTAGOpArgs Bool false FALSE
= ReSendReq Bool false FALSE

Figure 27. TIA Portal sample application: Examples - get reader capabilities req and response.
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Get Reader Configuration (request and Response).

Brady IRX200 - Getting started with Profinet

* FelR200uNL _uass.
¥ ReaderConfigArgs "IRP_MsgPayload_Re...
- tagReadTimeouths Uint 0 500
= tagWriteTimeoutMs Ulnt 500
- tagLockTimeouths Uint 500
= tagKillTimeouths Uint 500
= riProfile USint 1
- reserved0 UsSint 0
= reserved1 USint 0
= numAntennaConfigs USint D 1
= ) antennaConfigs Array{0.31] of "IRP_...
=T TTERER e ot - e
= ) [InventoryReadConfigArgs *IRP_MsgPayload_In...
= ) InventorySelectMaskConfigArgs *IRP_MsgPayload_In...
= ) ReaderCapabilitiesArgs *IRP_MsgPayload_Re...
= ) TagOpSelectMaskReq *IRP_MsgPayload_Ta...
= ) TagOpReadArgs "IRP_MsgPayload_Ta...
= ) TagOpWriteArgs *IRP_MsgPayload_Ta...
= ) TagOplockArgs *IRP_MsgPayload_Ta...
= ) TagOpKillArgs *IRP_MsgPayload_Ta...
= ) TagOpReadResp *IRP_MsgPayload_Ta...
= ) HMStatus *HMI_Status®
= ReaderCapabilitiesReaderldStr String[16] ‘K234500055"
= ReaderCapabilitieslcssFwVersionStr String[16] ‘0.1.8'
= ReaderCapabilitiesRfidFwVersionStr String[16] "17.1D'
= ReaderCapabilitiesModelNameStr String[16] ‘1081-1A"
= InventorySelectMaskDataHexStr String i
= TagOpSelectMaskDataHexStr String
= TagOpWriteDataHexStr String
L ReadRespHexstr String
L SendReq Int 17 I
I"—HMQMUEA s v
= eventlistLen Int 1
= SelectSpecificTAGIndex Int 0
= ReaderConfigEditNum USint 1
= ReaderConfigEditNumPrev USint 1
= InventorySelectMaskEditNum UsSint 1

Figure 28. TIA Portal sample application: Examples - get antenna config.

Set Reader Configuration (request and response).

Version 1.0

As described in section 7.2(IRP Description), SetReaderConfigReq requires ReaderConfig payload. In
this sample application, SetReaderConfigReq and GetReaderConfigReq uses the same ReaderConfig

payload data.

So, if GetReaderConfigReq already sent, then ReaderConfig data is already filled with default
ReaderConfig arguments. To change any configuration, simply set values in ReaderConfigArgs data
(shown in figure 23) and then set SendReq value to as described in section 7.2(IRP Description),

IRP_MsgType_SetReaderConfigReq DEC value.

To track, if the request successfully completed, simply view IRX200 logs from web Ul or from data block
803_AlarmandEvents (DB803).
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803_AlarmandEvents

Name Dats... Star. Monitor value Re

4@ v Static

4l ® v AE_view Arra...

a - AE_view[0] String

a - AE_view[1] String ‘IRX200-1: Req. Type: GetReaderCapabilitiesReq sent succesfully with MsgiD:+40308"

a = AE_view[2] String ‘IRX200-1: IRP MsgType: GetReaderCapabilitiesResp with success’

aQ - AE_view[3] String ‘IRX200-1: Req. Type: GetReaderConfigReq sent succesfully with MsgID:+54549"

Sl | - AE_view[4] String ‘IRX200-1: IRP MsgType: GetReaderConfigResp with success’

a = AE_view[5] String 'IRX200-1: Req. Type: SetReaderConfigReq sent succesfully with MsgID:+36428"

@ = AE_view[6] String 'IRX200-1: Req. Type: SetRead| figReq d with d p : Success’
o <a = AE_view[7] String
ilan = AF viewiRl Crina [

Figure 29. TIA Portal sample application - set reader config event log in DB.

Get Inventory Reader Configuration (request and response).

¥ IRX200HMI_1 “*HMIData"

= ) ReaderConfigArgs  “IRP_MsgPayload_R...
= ) InventoryRegArgs *IRP_MsgPayload |...
8 ¥ |nventoryReadCon... "IRP_MsgPayload_|...

- enabled usint
B bank USint
- reserved0 USint

- readLenBytes USint
- addressBytes UDInt
B (1311473 o L
ReaderCapabilities... "IRP_MsgPayload_R..  Received payload structure
TagOpSelectMaskR.. "IRP_MsgPayload_T...
TagOpReadArgs "IRP_MsgPayload_T...
TagOpWriteArgs *IRP_MsgPayload_T...
TagOplockArgs *IRP_MsgPayload_T...
TagOpKillArgs *IRP_MsgPayload_T...
TagOpReadResp *IRP_MsgPayload_T...
HMIStatus *HMI_Status®
- ReaderCapabilities... String[16] 'K234500055'
- ReaderCapabilitiesl.. String[16] '0.8.1"
- ReaderCapabilities... String[16] "17.2A
s ReaderCapabilities... String[16] ‘1081-1A"
= InventorySelectMa... String
- TagOpSelectMask... String
- TagOpWriteDataH... String

[~ M~ - N - i - ]

L
v v v v v v v w

- ReadRespHexStr String #
I = SendReq Int 0 19 I
s HM’Taglndex Int 0
= eventlistlen Int 1
= SelectSpecificTAGI... Int ) 0

Figure 30. TIA Portal sample application - get Inv. reader configuration.

Set Inventory Reader Configuration (request and response).

As described in section 7.2(IRP Description), SetinventoryReadConfigReq requires InventoryReadConfig
payload. In this sample application SetlnventoryReadConfigReq and GetlnventoryReadConfigReq uses
the same InventoryReadConfig payload data.

So, if GetInventoryReadConfigReq already sent, then InventoryReadConfig data is already filled with
default InventoryReadConfig arguments.
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To change any configuration, simply set values in InventoryReadConfig data (shown in figure 25) and
then set SendReq value to as described in section 7.2 (IRP Description),
IRP_MsgType_SetinventoryReadConfigReq DEC value.

To track if the request successfully completed, simply view IRX200 logs from web Ul or from data block
803_AlarmandEvents (DB803).

Inventory (request and response).

' ¥ IRX200HMI_1 *HMIData" =
= __» ReaderConfighrgs -IRP_MsgPayload ReaderConfig”
= ¥ |nventoryRegArgs *IRP_MsgPayload_InventoryReq”

= antennaMask UDInt 0 4]

= cycleTimeMs UDInt 0 4]

= stopTagLimit UDInt o

= stopCycleLimit UDInt o 4]

= stopStaticTimeoutMs UDInt 0

= stopNoNewTagsTimeoutMs UDInt 0 o

= eventMask UDInt 0 4294 967_295

. eventTagTimeouths uDInt 0 12600

= eventAntennaMask uUDInt 0 4_294_967_295 %}

= eventRssiThreshold usint 0 0 4

= eventSeenCountinterval USint 1 E]

= reserved0 usSint ( )

= reserved1 USint o W
nVentoryReagLonngAargs “MEgrayload_Inventoryreagconng

= ) InventorySelectMaskConfighrgs *IRP_MsgPayload_InventorySelectMaskConfig® | y Req Msg payload
= » ReaderCapabilitiesArgs *IRP_MsgPayload_ReaderCapabilities™
= ) TagOpSelectMaskReq *IRP_MsgPayload_TagOpSelectMaskReq” V]
= ) TagOpReadArgs *IRP_MsgPayload_TagOpReadReq" W)
= ) TagOpWriteArgs *IRP_MsgPayload_TagOpWriteReq"
= ) TagOplockArgs *IRP_MsgPayload_TagOpLockReq"
= » TagOpKillArgs *IRP_MsgPayload_TagOpKillReq® W
= ) TagOpReadResp "IRP_MsgPayload_TagOpReadResp”® @
= ) HMStatus *HMI_Status® W
- ReaderCapabilitiesReaderldStr String[16] 'K234500055"
- ReaderCapabilitiesicssFwVersionStr String[16] '0.8.1"
- ReaderCapabilitiesRfidFwVersionStr  String[16] 17.2A"
s ReaderCapabilitiesModelNameStr  String[16] "1081-1A"
= InventorySelectMaskDataHexStr  String » W
- TagOpSelectMaskDataHexStr String
. TagOpWriteDataHexStr String )
= ReadRespHexStr String 2

I = SendReg Int 0 23 I
T——FTTTIYTOEY s - v ]
- eventListLen Int 12 v/]
- SelectSpecificTAGIndex Int 0
- ReaderConfigEditNum USint 1 ]
. ReaderConfigEditNumPrev USint 1
- InventanfelectiackFdithiim LISint 1 [

Figure 31. TIA Portal sample application - inventory request.
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811_InvEventList

. Monitor value

dule has their own inventory Event List

Brady IRX200 - Getting started with Profinet

'432E 77 Y e seencount:+1322 =»+1323"
'.+32 E200: Y seencount:+1323 =>+1324"
'+126 E2002064860902240340EA72 Y IC IEvent :+1295 =>+1296"
'+126E 0370E575 Y IC I +1324 =>+1325"
‘4+32% y d €ENCOONT¥ 1233224233
'4+32 E200: 72 yRssiThreshol 41 =>42"

'+32 E200: 0370E575 Y +1323 =>+1324"
'+32 E200: Y +1322 =2+1323"

' +32 E200: seencount:+1323 =»+1324"

'+126 E2002064860902240340EA72

IE seencount:+1295 =>+1296"

Name Data type
1 Each
2 [I| = » Events_IRX200_2 Array{0..19] ...
3 [ = ¥~ Events_IRX200_1 .Arvay{l)..w] of Stri...
4 String[128]
5 @ = Events_IRX200_1[1] String[128]
6 4 = Events_IRX200_1[2] String[128]
7 <@ = Events_IRX200_1[3] String[128]
8 <@ L Events_IRX200_1[4] String[128]
s @ = Events_IRX200_1[5] String[128]
10 41 = Events_IRX200_1[6] String[128]
1n<a L Events_IRX200_1[7] String[128]
12 @ = Events_IRX200_1[8] String[128]
3@ = Events_IRX200_1[9] String[128]
14 @ = Events_IRX200_1[... String[128]
15 |41 = Events_IRX200_1[... String[128]
16 <41 = Events_IRX200_1[... String[128]
17 @a L] Events_IRX200_1[... String[128]
18 41 = Events_IRX200_1[... String[128]
19 |41 - Events_IRX200_1[... String[128]
204@ = Events_IRX200_1[... String[128]
21 4@ Ll Events_IRX200_1[... String[128]
22 @ = Events_IRX200_1[... String[128]
23 @ = Events_IRX200_1[... String[128]

Figure 32. TIA Portal sample application - inventory request event logs.

‘+126 E20C 250370E575 IC I :+1324 =>+1325"
'+126 E200: Y Ce I :+1323 =>+1324"
"4+126 E. )90: Y IE: seencount:+1324 =>4+1325"
'+126 E 576 yRssiThreshold i-33 =>34"

'+126 E2002064860902250360EA78 Y 1Co I +1325 =>+1326"
'+236 E2002064860902240340EA72 Y IE; +1296 =>+1297"
' 4+236 E2002064860902240340EA72 yRssiThreshold 42 =-43"

'4+236 E200:. 2250370E575 Y IC IEvent +1325 =>+1326"
'4+236 E20C Y I :+1324 =>+1325"
' +236 E200: IE seencount:+1325 =»+1326"

Monitor value

Station/Module name

'IRX200-1 fIRP MsgType
'IRX200-2 §IRP MsgType
'IRX200-1: IRP MsgType
‘IRX200-2: IRP MsgType
‘IRX200-1: IRP MsgType
‘IRX200-2: IRP MsgType

: InventorySeenCountintervalEvent with success’

: InventorySeenCountintervalEvent with success’

: InventorySeenCountintervalEvent with success’

: InventoryRssiDeltaThresholdEvent with success’
: InventoryRssiDeltaThresheldEvent with success’
: InventorySeenCountintervalEvent with success’

'IRX200-1: IRP MsgType: InventorySeenCountintervalEvent with success’
'IRX200-2: IRP MsgType: InventorySeenCountintervalEvent with success’
‘IRX200-2: IRP MsgType: InventorySeenCountintervalEvent with success’
'IRX200-1: IRP MsgType: InventorySeenCountintervalEvent with success’
‘IRX200-2: IRP MsgType: InventorySeenCountintervalEvent with success’
‘IRX200-1: IRP MsgType: InventorySeenCountintervalEvent with success’
‘IRX200-2: IRP MsgType: InventoryRssiDeltaThresheldEvent with success’
‘IRX200-2: IRP MsgType: InventorySeenCountintervalEvent with success’
'IRX200-1: IRP MsgType: InventorySeenCountintervalEvent with success’

Version 1.0

Retai

803_AlarmandEvents
| | Name Data type
1 <41 v Static
2 @Il ¥ AE_view |Array... FE
3 @ L) AE_view[0] String %
4 4 L} AE_view[1] String
5 < L AE_view[2] String
6 <4l L AE_view[3] String
7 L} AE_view[4] String
T | L} AE_view[5] String
9 4 L AE_view[6] String
10 €@ = AE_view[7] String
11 <@ L] AE_view[8] String
12 a0 - AE_view[9] String
13 <@ = AE_view[10]  String
14 4@ = AE_view[11] String
15 <@ = AE_view[12] String
16 @1 = AE_view[13] String
17 @1 L] AE_view[14] String
(<]

[l

Figure 33. TIA Portal sample application - inventory event list.

BRADY Worldwide, Inc. | ©2022 All rights reserved.

www.bradyeurope.com

29/87



&2 BRADY

802_ReadPay|oa(;Counters

Name
41 ¥ Static

Data type

» UnsortedLogs

- TotalUnsortedCount
- Unsortedindex
- ErrorCodeRespCount

- TagOpReadRespCount

BbbbboobBBbebesd

= W Tw
"= = = B»

- GetReaderCapabilities..
- GetReaderConfigResp...
- GetinventoryReadCon...
GetinventorySelectMa...

GlobalRfOnOffEventC...

GlobalDiagnosticEven...
InventoryAntennaVisi...

InventoryGlobalVisibil...
- InventoryRssiDeltaThr...
4 InventorySeenCountin...
- InventoryCycleTimeEx...

Dint
Dint
Dint
Dint
Dint
Dint
Dint
Dint
Dint
Dint
Dint
Dint
Dint
Dint
Dint

J_ Array{0.49] ... | =

Brady IRX200 - Getting started with Profinet

Start value

Version 1.0

Monitor v

© = =000 === =400

421
0

Figure 34. TIA Portal sample application - received Msg counters during Inventory.

Tag Operation Select Mask (request and response):

In this sample application there are 2 different ways to create mask data. Both are shown below:

1. By creating mask data with cached tag table item. In this option application sends EPC data from
selected CachedTagTable item. All the arguments will be set automatically. To apply this selection

simply follow the steps below.
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I ¥ IRX200HMI_1 "HMIData"
s ) ReaderConfigArgs *IRP_MsgP...
= ) InventoryReqArgs *IRP_MsgP...
s ) InventoryReadConfigArgs "IRP_MsgP...
= ) InventorySelectMaskConfigArgs "IRP_MsgP...
s ) ReaderCapabilitiesArgs *IRP_MsgP...
= ¥ TagOpSelectMaskReq "IRP_MsgP...
L enabled UsSint 0
= bank USint o
= maskLenBits Uint 0
= addressBits UDint 0
= » maskData Array[0.3...
= » TagOpReadArgs "IRP_MsgP...
= ) TagOpWriteArgs *IRP_MsgP...
= ) TagOplockArgs “IRP_MsgP...
= ) TagOpKillArgs "IRP_MsgP...
= » TagOpReadResp "IRP_MsgP...
= ) HMStatus “HMI_Stat...
= ReaderCapabilitiesReaderldStr String[16] 'K234500055"
- ReaderCapabilitiesicssFwVersionStr String[16] ‘0.8.1"
- ReaderCapabilitiesRfidFwVersionStr String[16] "17.2A"
= ReaderCapabilitiesModelNameStr  String[16] ‘1081-1A
. InventorySelectMaskDataHexStr String =
= TagOpSelectMaskDataHexStr String =
- TagOpWriteDataHexStr String #
PT—— P .
- SendReq Int 30 4
TSI e v
- izilen lot 20
I = SelectSpecificTAGIndex Int 1 I 1
s ReaderConfigEditNum Usint 1
- ReaderConfigEditNumPrev USint 1
= InventorySelectMaskEditNum USint 1
- InventorySelectMaskEditNumPrev  USint 1
- TAGReadWriteLen UsSint 0
Usint 1

- TagOPBankSelection

UpdateTAGOpArgs

Version 1.0

Figure 35. TIA Portal sample application - TAGOP SelectMask EPC data from CachedTagTable.

a) Setthe value between 0 to 64 to select array element EPC data from data block 801_CachedTagsTable

(DB803).
b) Set SelectSpecificTAGEn to TRUE

c) Toogle the UpdateTAGOpArgs (application will set the bit to FALSE at the end of the operation). In this
step, the application will fill in the TagOpSelectMaskReq values based on selected TAG data. In below
figure 31 SelectSpecificTAGIndex is set to 1, so EPC Data of 801_CachedTagsTable.CachedTags[1]

is copied to TagOpSelectMaskReq values.
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W > >tmuc

 Bracy_1Rx200_PNSample_TIA_V18_IRP 2024 BV1.0 » PLC_1 [CPU 1511-1 PN] »

@ = v IRX200HM_1 *HMIData"
@ = » ReaderConfighrgs “IRP_MsgP...

L) s [
; = : :::::::g::gnﬁgmgs -:i:::;:., g 6, B E @ Keep actualvalues [gg Snapshot ™ ™ cCopysnapshotstos
@ = » InventorySelectMaskConfigArgs “IRP_MsgP... 801_CachedTagsTable
@ = _» ReaderCapabilitiesArgs ~IRP_MsgP.__ Name Data type Start value Monitor value
o v TagOpSelectMaskReq *IRP_MsgP... 1 @ v Static
o o [ esabied Usint 0 1 2 @= v cachedmag: | Areyio.64] - @+
o = bank usint o 1 3 4@ = » CachedTags[o] “HM_CachedTag"
@ L] maskLenBits Uint 0 96 4 a s ¥ CachedTags[1] “HMI_CachedTag™
@ - addressBits ULm 0 32 5 |a - epcLen usint 0 12
@ = v maskData Amray{0.3... 6 a = ¥ epcData Array{0.63] of USInt
m = maskData[0] usint 0 226 7 Qa . epcData0]  USint 0 226
o} = maskbData[1] usint 0 128 3 a =  epcData[1] USint 0 128
@ - maskData[2] usint 0 17 s a - epcData[2]  USInt 0 17
@ - maskData[3] usint 0 145 a - epcData[3]  USint o 145
m = maskData[4] usint 0 165 na = epcDatal4]  USInt 0 165
] = maskData[5] USint 0 2 2a - epcData[5]  USInt 0 2
@ - maskData[6] uSint o o B3 a - epcData[6]  USInt 0 [)
@ - maskData[7] usint 0 96 “a - epcData[7] USInt o 96
@ = maskData[8] Usint 0 28 s 4a = epcData[8]  USInt 0 28
o = maskData[9] usint 0 1 16 @ = epcData[9]  USInt 0 1
@ - maskData[10] usint 0 m 7 a - epcData[10] USInt 0 m
@ = maskData[11] usint 0 44 B a L epcData[11] USInt 0 44
@ = maskData[12] usint 0 o 19 a . epcData[12] USInt 0 0
0] = maskData[13] usint ) 20 a . epcData[13] USint [}
@ - maskData[14] usint o 21|a - epcData[14] USInt L]
@ - maskData[15] usint 0 L 24a - epcData[15] USint (]
o - maskData[16] USint 0 0 23 a - epcData[16] USInt o
o} = maskData[17] usint 0 24 @ = epcData[17] USInt 0
@ - maskData[18] USint o 25 a - epcData[18] USint ()]
@ - maskData[19] USint 0 26 @ - epcData[19] USInt ]
o = maskData[20] usint [] 27 | L epcData[20] USInt 0
@ - maskData[21] usint o 2B a - epcData[21] USInt )]
@ - maskData[22] usint 0 29 @ L] epcData[22] USInt ]
o . maskData[23] usint o 30 @ = epcData[23] USint o
o . maskData[24] usint [ 3 a = epcData[24] USInt [}
- - —aelfasatasl 1€ e n W éan - encNatal?5] (ISInt n

Figure 36. TIA Portal sample application — TAGOP Select Mask from CachedTagTable Compare.

d) Set SendReq value based on IRP Specification IRP_MsgType_TagOpSelectMaskReq DEC value. Once
a request has been sent, operation can be checked from IRX200 web Ul logs.

17548850 Request changed! recvid=0x9

» 17548850 _IRP_autoGen_validate_IRP_MsgHeader(0xa04241ec,1):

» 17548850 type->24

» 17548850 id->1075

te_IRP_MsgPayload_TagOpSelectMaskReq(0xa04241f0,1):

17548850 enabled->1
17548850 bank->1
17548850 maskLenBits->96
17548850 addressBits->32
» 17548850 maskData[12]->'E2801191A50200601C016F2C' EPC HEX String
17548850 received 1rom PN, type OX18 (1agopoelectMaskReq)
» 17548850 BusyLock acquired for TagOpSelectMaskReq

» 17548850 BusyLock freed by TagOpSelectMaskReq

» 17548850 sending to PN id 1075, type 0x40 (ErrorCodeResp)
17548850 _IRP_autoGen_validate_IRP_MsgHeader(0xa0425e95,2):
» 1754885Q type->064
» 1754885( id->1075
» 17548850 IRP autoGen validate_IRP_MsgPayload_ErrorCode(0xa0425€99,2):
» 17548850 errorCode->0 | 0:Success

> 17548850 _IRP_tpPN_send() send queued, waiting: 1

17548850 LED_Set(data, green)

17548856 LED_Set(data, off)

» 17548856 Sent aueued response 0/1024 with sendld:687

IRP_MsgID can be seen in AlarmandEventlLog too

Figure 37. TIA Portal sample application — TAGOP SelectMask IRX200 web Ul logs.
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2. By creating mask data with manual entries. In this option user has to entry TagOpSelectMaskReq
values manually and entry the TagOpSelectMaskDataHexStr manually and then toggle the
UpdateTAGOpArgs. In this option, it is also possible to send mask data from different banks.

The entered TagOpSelectMaskDataHexStr data will be copied to MaskData array based on
TagOpSelectMaskReq.maskLenBits value (size of array defined with that entry).

Tag Operations: Read (request and response):

As an example to previous operation, after sending the TAGOP select mask req, user could try to read
EPC data of selected mask which could verify the mask data and selected tag are matching.

R S R S IS kg~ Mikesd

s | ¥ TagOpReadArgs *IRP_MsgP...
- antennaMask UDInt 0
= accessPasswd UDInt 0 S
TagOpReadArgs
- bank UsSint 1 values to read EPC
s reserved0 uSint 0 data
- reservedl usint 0
- readLenBytes Usint : 12
= addressBytes UDInt 4
L o
= » TagOplLockArgs “IRP_MsgP...
= ) TagOpKillArgs “IRP_MsgP...
= ) TagOpReadResp *IRP_MsgP...
= ) HMIStatus "HMI_Stat...
L] ReaderCapabilitiesReaderldStr String[16] ‘K234500055"
= ReaderCapabilitiesicssFwVersionStr String[16] ‘0.8.1"
= ReaderCapabilitiesRfidFwVersionStr  String[16] "17.2-A"
- ReaderCapabilitiesModelNameStr  String[16] "1081-1A"
. InventorySelectMaskDataHexStr String i
= TagOpSelectMaskDataHexStr String g 3: Human readable HEXString will be
. b Ssding " shown here
ReadRespHexStr String ‘E2801191A50200601C016F2C I
SendReq Int 0 26 I
) Wl e ¥ 2:Set Send Req to based on IRP
= eventListLen Int 20 specifications
a SelectSpecificTAGIndex Int 1 IRP_MsgType TagOpReadReq
- ReaderConfigEditNum usint 1
- ReaderConfigEditNumPrev usint 1
- InventorySelectMaskEditNum USint 1
- InventorySelectMaskEditNumPrev  USInt 1
= TAGReadWriteLen usint 0
= TagOPBankSelection usint 1
- SelectSpecificTAGENn Bool false FALSE
- UpdateTAGOpArgs Bool false FALSE
- ReSendReq Bool false FALSE

Figure 38. TIA Portal sample application - TAGOP Read EPC data.
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wf”~> 1agOpReadArgs 10 N
= antennaMask UDInt 0
= accessPasswd UDInt 0 0
- bank USint 0 0 - Sat
= reserved0 USint 0 o TagOpReadArgs to
- reserved! USint 0 (1} read all password
= readLenBytes USint 0 0 St
- addressBytes UDInt 0 0 &
T o
= » TagOplockArgs *IRP_MsgP...
= ) TagOpKillArgs “IRP_MsgP...
= ) TagOpReadResp *IRP_MsgP...
= ) HMiStatus "HMI_Stat...
- ReaderCapabilitiesReaderldStr String[16] 'K234500055"
- ReaderCapabilitieslcssFwVersionStr String[16] ‘0.8.1"
- ReaderCapabilitiesRfidFwVersionStr String[16] 17.2A
- ReaderCapabilitiesModelNameStr  String[16] '1081-1A'
- InventorySelectMaskDataHexStr String o
- TagOpSelectMaskDataHexStr String .
a TagOpWriteDataHexStr String i
- ReadRespHexStr String ‘0000000000000000402847523A783000"
SeNuRey e Fa-)
. HMITagindex Int 0  Human readable HEXstring
- eventlistLen Int 20 m’m‘ 5% Sche
. SelectSpecificTAGIndex Int 0 1
= ReaderConfigEditNum USint 0 1
= ReaderConfigEditNumPrev USint 0 1
- InventorySelectMaskEditNum usint 0 1
- InventorySelectMaskEditNumPrev  USInt 0 1
- TAGReadWriteLen Usint 0
- TagOPBankSelection Usint 1
= SelectSpecificTAGEn Bool false FALSE
S E A Nl S 1o £o2l S— SRS
4 ReSendReq Bool false FALSE 2: Toggle ReSendReq

Figure 39. TIA Portal sample application - TAGOP Read password data.
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Tag Operations: Write (request and response).
g =1 KeagAr IKE NEQE.
b} s ¥ TagOpWriteArgs *IRP_MsgP...
1 - antennaMask UDInt 0 (] 1: Set the
i = accessPasswd UDInt 0 o TagOpWriteArgs
1 = bank USint 0 0 ::':::;‘:a":_
a - reserved0 USint 0 0
1 = writeLenBytes Uint 4
i} = addressBytes UDInt 0
i} = ) writeBytes Array{0.5...
1 = » TagOplockArgs “IRP_MsgP...
1 = » TagOpKillArgs *IRP_MsgP...
1 = ) TagOpReadResp *IRP_MsgP...
a = ) HMIStatus "HMI_Stat...
I - ReaderCapabilitiesReaderidStr String[16] 'K234500055"
a = ReaderCapabilitiesicssFwVersionStr String[16] ‘0.8.1"
a - ReaderCapabilitiesRfidFwVersionStr  String[16] 17.2-A
1 - ReaderCapabilitiesModelNameStr  String[16] '1081-1A"
a7 = InventorySelectMaskDataHexStr String ' 2: Set the HEX string data to be
EiTe Sttina «  written to TAG
1 - TagOpWriteDataHexStr String 31716132"
] - Rea dRes pHEXStr String '0000000000000000402847523A783000"
E - SendReq Int 0 27 I
n = HM’I’aglndex Int 0 0 '3:55¢ thie wale
a - eventListLen Int 20 IRP_MsgType TagOpWriteReq DEC value
1 = SelectSpecificTAGIndex Int 0 7] 1 aleundy st shen stmply;tagle

- ReSendReq

i} = ReaderConfigEditNum usint 0 1
1 - ReaderConfigEditNumPrev uSint 0 1
a3 = InventorySelectMaskEditNum USint 0 1
I - InventorySelectMaskEditNumPrev  USInt 1
] - TAGReadWriteLen usint 0 0
a - TagOPBankSelection USint 1
a - SelectSpecificTAGEn Bool false FALSE
a - UpdateTAGOpArgs Bool false FALSE
i} - ReSendReq Bool false FALSE

Figure 40. TIA Portal sample application - TAGOP Write password data.
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Tag Operations: Lock (request and response).
¥ TagOplockArgs “IRP_MsgP...
s antennaMask UDInt 1: TAG lock args
. accessPasswd UDInt 0
. mask Ulnt o
= action Ulnt
)_TogQpKillArg: LIRP McgP
= ) TagOpReadResp *IRP_MsgP...
= ) HMStatus "HMI_Stat...
= ReaderCapabilitiesReaderidStr String[16] 'K234500055"
- ReaderCapabilitiesicssFwVersionStr  String[16] ‘0.8.1"
- ReaderCapabilitiesRfidFwVersionStr  String[16] "17.2A convert HEX o DEC
. ReaderCapabilitiesModelNameStr  String[16] '1081-1A'
- InventorySelectMaskDataHexStr String
- TagOpSelectMaskDataHexStr String
- TagOpWriteDataHexStr String
o BeadRespHexstr Siong
- SendReq Int 0
() T
- eventlListLen Int
- SelectSpecificTAGIndex Int 0
- ReaderConfigEditNum uSint 0
- ReaderConfigEditNumPrev usint
- InventorySelectMaskEditNum USint 0
- InventorySelectMaskEditNumPrev  USInt 0
- TAGReadWriteLen USint 0
- TagOPBankSelecticn USint
- SelectSpecificTAGEn Bool false FALSE
- UpdateTAGOpArgs Bool false FALSE
- ReSendReq Bool false FALSE
Figure 41. TIA Portal sample application - TAGOP Lock/Unlock (lock the tag).
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www.bradyeurope.com 36/ 87



&2 BRADY

v v w B B » »

Figure 42. TIA Portal sample application - TAGOP Lock/Unlock (unlock the tag).
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TagOpLockArgs
antennaMask
accessPasswd
mask
action

TagOpKillArgs

TagOpReadResp

HMIStatus

ReaderCapabilitiesReaderldStr
ReaderCapabilitiesicssFwVersionStr
ReaderCapabilitiesRfidFwVersionStr
ReaderCapabilitiesModelNameStr
InventorySelectMaskDataHexStr
TagOpSelectMaskDataHexStr
TagOpWriteDataHexStr

ReadRespHexStr
SendReq
HMITagindex
eventlistLen

SelectSpecificTAGIndex
ReaderConfigEditNum
ReaderConfigEditNumPrev
InventorySelectMaskEditNum
InventorySelectMaskEditNumPrev

TAGReadWriteLen

TagOPBankSelection
SelectSpecificTAGEn

UpdateTAGOpArgs
ReSendReq

*IRP_MsgP...

UDInt
UDInt
Uint
Ulnt

*IRP_MsgP...
*IRP_MsgP...
"HMI_Stat...

String[16]
String[16]
String[16]
String[16]
String
String
String
String

Int

Int

Int

Int

USint
USint
uUsSint
Usint
USint
USint
Bool

Bool

Beol
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0
829_514_034
32

0

false
false

false

1: Tag Lock Args to
Unlock
Then SendReq

‘K234500055'
‘0.8.1"

17.2-A
‘1081-1A'

'31716132"
'31716132'
28
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18252872 Request changed! recvld=0xf

18252872 _IRP_autoGen_validate_IRP_MsgHeader(0xa04241ec,1):
18252872 type->28
18252872 id->45946
18252872 _IRP_autoGen_validate_IRP_MsgPayload_TagOpLockReq(0xa04241f0,1):

18252872
18252872
18252872
18252872

action->32

Brady IRX200 - Getting started with Profinet
Version 1.0

antennaMask->0x0
accessPasswd->0x31716132
mask->32

18252872 received from PN, type Ox1c (TagOpLockReq)
18252872 BusyLock acquired for TagOpLockReq
18252923 Antennas switched to 0x0
18252984 BusylLock freed by TagOpLockReq
18252984 sending to PN id 45946, type 0x40 (ErrorCodeResp)
18252984 _IRP_autoGen_validate_IRP_MsgHeader(0xa0425e95,2):
18252984 type->64
18252984 id->45946
18252984 _IRP_autoGen_validate_IRP_MsgPayload_ErrorCode(0xa0425e99,2):
18252984 errorCode->0
18252984 _IRP_tpPN_send() send queued, waiting: 1

18252984 LED_Set(data, green)

18252989 LED_Set(data, off)

Figure 43. TIA Portal sample application - TAGOP Lock/Unlock IRX200 logs during tag lock.

18349929 Request changed! recvid=0x10

+ 18349929 _|IRP_autoGen_validate_IRP_MsgHeader(0xa04241ec,1):
» 18349929 type->28
+ 18349929 id->2083
» 18349929 _|IRP_autoGen_validate_IRP_MsgPayload_TagOpLockReq(0xa04241f0,1):

+ 18349929
+ 18349929
+ 18349929
+ 18349929

action->0

antennaMask->0x0
accessPasswd->0x31716132
mask->32

18349929 received from PN, type Ox1c (TagOpLockReq)

» 18349929 BusylLock acquired for TagOpLockReq

» 18349980 Antennas switched to 0x0

» 18350041 BusyLock freed by TagOpLockReq

» 18350041 sending to PN id 2083, type 0x40 (ErrorCodeResp)

» 18350041 _IRP_autoGen_validate_IRP_MsgHeader(0xa0425e95,2):
+ 18350041 type->64
» 18350041 id->2083
» 18350041 _IRP_autoGen_validate_IRP_MsgPayload_ErrorCode(0xa0425€99,2):
» 18350041 errorCode->0
» 18350041 _IRP_tpPN_send() send queued, waiting: 1
18350041 LED_Set(data, green)

18350046 LED_Set(data, off)

Figure 44. TIA Portal sample application - TAGOP Lock/Unlock IRX200 logs during tag unlock.

ne_viewiz 1)
AE_view[22]
AE_view[23]
AE_view[24]
AE_view[25]

Sy

String "
String '
String '
String "

mALuuT
‘IRX200-1
'IRX200-1
'IRX200-1
‘IRX200-1

S IR VB IYPT ISYUPNCaUNTSR Wt SUCLTSS
: Req. Type: TagOpLockReq sent succesfully with MsgID:+45946"

: Req. Type: TagOpLockReq d with d P Success’
: Req. Type: TagOpLockReq sent succesfully with MsgID:+2083"

: Req. Type: TagOpLockReq d with d X

P

Figure 45. TIA Portal sample app - TAGOP Lock/Unlock PLC logs.

BRADY Worldwide, Inc. | ©2022 All rights reserved.

www.bradyeurope.com

38/87



." BRADY Brady IRX200 - Getting started with Profinet
u ® Version 1.0

Stop All (request and response).

1 = ) HMIStatus *HMI_Status”®

1 = ReaderCapabilitiesReaderldStr String[16] 'K234500055"
1 - ReaderCapabilitieslcssFwVersionStr String[16] '‘0.8.1"

1 = ReaderCapabilitiesRfidFwVersionStr  String[16] "17.2-A
1 = ReaderCapabilitiesModelNameStr  String[16] ‘1081-1A"
1 . InventorySelectMaskDataHexStr String "

1 - TagOpSelectMaskDataHexStr String "

1 = TagOpWriteDataHexStr Sm:ng Stom AN recquast "
lI—l—ﬂnﬁAﬁm Sons =

1 L SendReq Int 0 30 I
1 [ HMITagIndex Int 0 0

1 B eventlistLen Int 20

1 =

SelectSpecificTAGIndex Int 0

AR LAl el eavis vemea -

Figure 46. TIA Portal sample application - StopAll request.

Alarm and Events.

In addition to IRP Msg alarms and events, the 10 errors and data mapping errors are also logged to the
data block.

803_AlarmandEvents

Name Data type Start value Monitor value
16 @ = AE_view[13] String ‘IRX200-1: Input:AckSendid GETIO Error!
17 €@ = AE_view[14] String ‘IRX200-1: Input:recviD GETIO Error!
Ba = AE_view[15] String ‘IRX200-1: Input:ReadMsg Header + Data GETIO Error!’
19l@ = AE_view[16] string ‘IRX200-1: Output:AckRecvID SETIO Error!'
@ = AE_view[17] String ‘IRX200-1: Output:SendMsg Header + Data SETIO Error!'
21 @ - AE_view[18] String ‘IRX200-1: Output:SendID SETIO Error!*
2 .a = AE_view[19] String ‘IRX200-1: Input:Status GETIO Error!*
23 @ - AE_view[20] String 'IRX200-1: Input:AckSendid GETIO Error!
24 @ L] AE_view[21] String ‘IRX200-1: Input:recviD GETIO Error!'
25 4@ = AE_view[22] String ‘IRX200-1: Input:ReadMsg Header + Data GETIO Error!'
26 @ = AE_view[23] String ‘IRX200-1: Output:AckRecvID SETIO Error!
zZa = AE_view[24] String ‘IRX200-1: Output:SendMsg Header + Data SETIO Error!'
28 '@ = AE_view[25] String ‘IRX200-1: Output:SendID SETIO Error!'

Figure 47. TIA Portal sample application - I0 mapping errors (for example, if communication is lost).
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5. SETTING UP THE PLC DEVELOPMENT ENVIRONMENT -
CODESYS

This section will guide you on how to establish a communication between the PLC and IRX200 reader
using CODESYS development environment and runtime.

5.1. CODESYS VERSION

For new CODESYS projects utilizing the Brady IRX200 reader, any CODESYS version that can accept the
provided GSDML file should be compatible.

For the sample application install CODESYS Development System v3.5.18.30 (shown as “CODESYS V3.5
SP18 Patch 3" in “Help” / “About..”) or newer. If a newer version of CODESYS is used, opening the sample
project may prompt to update project dependencies to match the installed versions.

5.2. INSTALLING THE DEVICE DESCRIPTOR / GSDML

Under “Tools" / “Device Repository..” click “Install..” and locate GSDML-V2.43-Brady-IRX200-
20240401.xml. The installed device will appear in the device tree under “Fieldbuses / Profinet 10 /
Profinet 10 Slave / 1/0 / Brady RFID Readers” as “IRX200". Click “Close”.

Ll —
S Device Repasitory X
Location | System Repository w Edit Locations...
{C:\ProgramData\CODESYS\Devices)
Installed Device Descriptions
String for a full text search Vendor  <all vendorss w Install...
Name Vendeor Version Description Uninstall
S m Miscellaneous Export..
= m Fieldbuses

+- €AN CANDus

+ - €ifl CANopen

*- it EtherCAT

+ HB Ethernet Adapter

+- &= EtherNet/IP

& m Home&Building Automation
£ e I0-Link Devices

+ -84 J1939

+- Wel Modbus

Details...

= HE Profinet 10
+- HB Ethernet Adapter
+- 5 Profinet 10 Device
+- 5 Profinet 0 Master
=+ # Profinet IO Slave
+ - L3 Drives
=-[@1o
=~ [ Brady RFID Readers
m IRX200 WH Brady NV SW=V1.0.0, HW=1 IRX200 based Profinetl0 device
4 [l CODESYS PLC

Close

Figure 48. CODESYS - installing the GSDML file.
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If the installed GSDML is to be updated into pre-existing CODESYS projects with IRX200 devices, right
click on the device under “Devices” listing, go to “Update Device...” and select the same device path as
installed above. Click “Update Device”. Repeat this process for all connected submodules as well
(“Device_Status”, “IRP”, “GPIO_module” if enabled). This step is not necessary when using the sample
project with its included matching GSDML version.

il L1l
[@ update Device x

Name  [RX200

Action
) Insert device © Update device (] Update same devices inproject
String for a ful text search Vendor | <All vendors> v
Mame Vendor Version Description
= [ Fieldbuses
= B Profinet10 P
=- B Profinet 10 Slave
+ - [ Drives
=[aio
=+ [ Brady RFID Readers
) rca00 WH Brady NV SW=V1.0.0, HW=1 IRX200 based ProfinetiO device
- [ CODESYS PLC
T s =] # [ Tdent Systems
= m Ethernet (Ethernet) ¥ cirx PROFINET Device 35 - Smart Software Solutions GmbH ~ SW=Y3.x, HW=2 CODESYS PLC running as PROFINET Device: (CIFX based
= [ Pr_contraller (PH-Controller) $i eLeest-0010 v Beckhoff SW=V1,00, HW=V1.00  PROFINET 1/O device - EtherCAT slave terminal, V2.0

=} 1Rx200 (Rx200)
M Device_stat
W we(re) Copy
H[] cr1O_modul Paste
. Delete

Cut

Refactoring 3
Properties...
Add Object

) Add Folder...

Insert Device...

(8 Group by category (] Display all versions (for experts only) (] Display outdated versions

¥ mame:Rx200
Disable Device ‘Vendor: WH Brady NV
‘Categories: Profinet [0 Slave ‘

Version: SW=V1.0.0, HW=1
Lyl M Order Humber: 1081-14 .
[ Edit Object Description: IRX200 based Profinetl0 device
Edit Object With...

Update and try to preserve most information of
IRX200
Edit IO mapping

©®  (You can select another target node in the navigator while this window is open.)

Import mappings from CSV...

Export mappings to CSV... Close

T w Canney w1

Figure 49. CODESYS - updating a device.

5.3. RUNNING THE SAMPLE PLC APPLICATION

5.3.1. IMPORTING THE SAMPLE PROJECT

Under “File” / “Open Project..” locate the provided sample project and click “Open”.

Set the required network settings by double clicking “Devices” / “Ethernet (Ethernet)” and clicking
“Browse..” under “General” / “Network interface”.
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Devices > 1 %

=5 Brady IRX200 PNSample CODESYS_V3.55018 IRP 2024 Vi ¥
= ﬂi Device [connected] (CODESYS Cantrol Win V3 x64)
+-30 PLC Logic
= [ Ethernet (Ethernet)
= m PN_Controller (PN-Controller)
=) mxan0 (mx200)

B[l Device_Status (Device Status)
H(i ®rrrR)
H( P10 module (GPIO module)

] HMI_Main
General
Ethernet Device /0 Mapping
Ethernet Device IEC Objects
Log

Status

Infarmation

Network Adapters

Interfaces

Brady IRX200 - Getting started with Profinet

m Ethernet X

Metwork interface

IP address

Subnet mask

Default gateway

Version 1.0

Browse...

Ethernet (Builtin)

w. 1.1 .9

255 . 255 . 255 . 0

a .0 .0 .0

[ Adjust operating system settings

Name

Ethemet (Buitin) Intel(R) Ethemet Connection (16} 1219V |10.1.1.99

Bluetocth Metwork Connection | Bluetooth Device (Personal Area Network) | 0.0.0.0

Description

IP address

192.168.160.135 ‘

Officel AN Lenovo USB Ethemet
Ethemet 3 Remote NDIS Compatile Device #2 | 169,254 230,237
WiFi Intel(R) Wi-Fi 6E AX211 160MHz 0000

IP address 0.1 .1 .9

Subnet mask 255 255 255 . 0

Default gateway 0.0 .0 _ 0

MAC address 6C.24:.08:A2.8A 8E

Cancel

Figure 50. CODESYS - selecting the network adapter.

Select the desired Network adapter and click “OK”. Change the adapter’s IP settings if necessary.

Double click the “IRX200 (IRX200)" device to verify its IP settings and Station name are correct.

Devices * 3 X
=3) Brady_IRX200_ANSample_CODESYS_ V3. 55P18 IRP_ 2024 VI ™
= { Device (CODESYS Control Win V3 x69)
+- Bl PLC Logic
=-[0 Eethernet (Ethernet)
= PN_Controller (PN-Controller)
=¥ rx200 (rx200)
M Device_Status (Device Status)
H[] ®p(rP)
M cPIo_module (GPIO madule)

@] HMI_Main [ Ethernet
General

Port data

10%5

Log

PNIO 1/0 Mapping

PNIO IEC Objects

Status

Information

Figure 51. CODESYS - adapter’s network settings.

] mx200 x

Station name

brady-in200

Station status

1P Parameer
IF address
Subnet mask
Default gateway

Communication
Send dlock (ms)
Reduction ratio

Phase

RT class

Options
Fast Startup

Shared device

Settings

de et All Default Values

4 ~ Data hold time (ms) B[
4 ~ VLAN ID NS
RT Class 1 ~

aefRead All Values ~uwrite All Values

Parameters

Device Properties

Device Properties Enabled
IRP Message ByteCrder

Value DataType  Allowed Values  Description
True Unsigneds
LitteEndian  Unsigneds

If the reader’s station name has been changed from the default(“brady-irx200"), the matching name must
be updated to “Devices” / “IRX200" / “General” / “Station name”.
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If the network adapter’s IP settings were changed from defaults above, also update the reader’s IP

settings to the new network.

5.3.2. STARTING AND CONNECTING TO THE SOFTWARE PLC

The sample project uses CODESYS Control Win V3 software PLC which comes bundled with the

CODESYS Development System installation.

The installer provides a terminal and system tray option for starting the software PLC, we'll use the
terminal launcher (upper option in the screenshot below) as it immediately displays useful diagnostic

information.

= Q codesys control| Win V3 - x64
& o Apps Documents Web Settings Folders Photos >
Best match
3 CODESYS Control Win V3 - x64
pp

Apps CODESYS Control Win V3 - x64

d CODESYS Control Win V3 - x64
SysTray

2 open
Search the web

(8 Runas administrator

Figure 52. CODESYS - selecting the CODESYS control.

Start “CODESYS Control Win V3 — x64 (App)”.
Proceed to login to the PLC within CODESYS by selecting “Online” / “Login”.

File Edit View Project Build | Online | Debug Tools  Window  Help

E=E & %% Login Alt+F8 ¥ | #¥ | Application [Device: PLC Logic] =
Legout Ctrl+F8
Devices Lreate Boot Application Ethernet ' §3) IRX200 x

=5 Brady IRX200_ANSample_CODESYS.
=/-[{§ Device (CODESYS Control Win V3
=l PLC Logic
=i} Application
@ RX200_StatusReq (5|
#-[) HMI
2 e
m Library Manager
PLC_PRG (PRG)
= @ Task Configuration
=% MainTask (IEC-Tat
& pLC PRG
= @ Profinet_Commun
B PN_cControll

Download

Online Change

Source Download to Connected Device
Multiple Download...

Reset Warm

Reset Cold

Reset Origin

Simulation

Security

DOperating Mode

Assign Server Applications on Downleoad

@ Profinet_IOTask (IEC-Tasks)

B iy izlizatinn Mananar

Information

Station name brady-irx200

Station status

|P Parameter
IP address mw .1
Subnet mask 255 . 25!
Default gateway o .0
Communication
Send clock (ms) 4 “
Reduction ratio 4 ~

Figure 53. CODESYS - Login to PLC.

If connecting to the PLC fails at this stage, see “6.1. Software PLC not responding”.
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On first login after installation, the PLC will prompt to set a username/password to access the PLC. On
all successive logins, enter the credentials set earlier when prompted.

I Charad davica

Device User Legen X

‘You are currently not authorized to perform this operation on the device. Please enter the name
and password of an user account which has got the sufficient rights.

Device name Device (CODESYS Control Win V3 x64)

Deviceaddress

User name |

Password Lol

Ot Devee”

Cancel
I
Figure 54. CODESYS - CODESYS Control login.
If the following RUN dialog is presented, click “Yes” to restart the PLC.
CODESYS *

Warning: An application 'Application' is currently in RUN mode on the PLC. As
there is no matching compile information, this existing application needs to be
replaced.

Click "Yes' to download the latest code or ‘Mo’ to abort.

Yes No Details...
@ Brady_IRX200_PNSample CODESYS V3.55P18 IRP_2024_\/1.0.project - CODESYS - o x
File Edt View Project Bulld Online Debug Tools Window Help Yo
=== = [ R [0 | | Application [Device: PLC ogic] + &% &% ) > M|
Devices v & x| KJ mx200 x| Ethenet -
=31 Bracl; IRX200_PNSample_CODESYS_V3.S5PIIRE_2024 V1.0 ¥
= (1] pevice [connected] (CODESYS Control Win V3 x69) General Station name | FRHERI0)
=0 P
B0 pLctoge ) cort data Stionstatus 0K
=1} Application [stop]
¢ IRX200_StatusReg (STRUCT) 3
i IP Parameter
0w - .
Library Manager 1P address .1 .1.2
PLC_PRG (PRG) PNIO /O Mapping Subnet mask 255 . 285 . 255 . 0
=[5 sk confquaon Defaultgateway | 0 . 0 . 0 .0
= 38 MainTask (IEC-Taske) PNIO IEC Objects
&) pc_pro Communication
o ; Status
3 Profinet_ CommunicationTask (EC-Tasks) Send clock(ms) 4 Data hold time (ms) S
B PN_Controller. CommCycle
ey 1OTask (IEC-Tasks) i Reduction ratio 4 VLAN ID 0%
Visusization Manager Phase
= @ Ethernet (Ethernet)
Y
3 i Pn_Controller (PN-Controler) RTdsss p——
=% 4l mx200 (Rx200)
P
}’:% Device_Status (Device Status) Options
P (RP)
b ) Fast Startup

Figure 56. CODESYS - application logged in but stopped.

R () GPIO_moduie (GPIO modu

[ watch 1 [|@] Breakpoins

= Device user: user Last buid: © 0 ® 0

Shared device

Settings

M Set Al Default Values

s Read All Values

Au@irite All Values

Parameters

Device Properties

Device Properties Enabled  True
IRP Message ByteOrder

Value Date Type
Unsigneds
litteEndian  Uneigneds

Allowed Values

Description

Precompie @ Program loaded

Frogram unchanged

Project user: (nobody)
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Start the sample application from “Debug” / “Start”.

CODESYS Control Winv3-x6 X +
8:e6ed)</address>
2024-02-87T11:15:23.968Z:
1)</address>
2024-82-87T11:15:23.968Z:
c:a9fe:e6ed)</address>
2024-02-97T11:15:23.977Z:
2624-62-87T11:15:23.978Z:
2024-82-87T11:15:23.
2024-02-87T11:15:24.
2024-02-97T11:22:15.
2024-62-87T11:22:17.
55.255.255.8
2024-02-07T11:
b>255.255.255.
2020-82-87T11:22:19.753Z: Cmp=CmpBlkDrvUdp, Class=1, Error=8, Info=6, pszInfo:
mask <subnetmask>255.255.255.8</subnetmask>

2024-82-87T11:22:19.753Z: Cmp=CmpRouter, Class=1, Error=8, Info=4, pszInfo=
stance>U</instance> registered

2020-82-87T11:22:19.753Z: Cmp=CmpRouter, Class=1, Error=8, Info=1, pszInfo=
3)</address>
2024-02-97T11:
20824-62-87T11:
irmation
2024-02-07T11:
irmation
20624-62-87T11:22:
Ready Indication
2024-02-07T11:22:
2024-02-97T11:22:

Cmp=CmpRouter, Class

Cmp=CmpRouter, Class:

mpApp, Clas
=8, Info=3l, pszInfo= CODESYS Control
Error
pszInfo:
Error

Cmp=CM, Class=2, Error
cmp=Profinet Controller, Class=1,
Cmp=Profinet Controller, Class=ti,

22:18.700Z:

©</sub><Comp>IoDrvEthernet</Comp>

Network
Setting

22:
22:

23.
23.

012Z:
o204z :

Controller,
Controller,

Class=1,
Class=1,

Info=8,
Info=8,

Cmp=Profinet
Cmp=Profinet

Error=33554432,
Error=33554432,

22:23.066Z: Cm| rofinet ntroller, Class=1, Error=33554432, Info=0,

Cmp=Profinet Controller, Class=1, Info=8,

Error
Error

Cmp=Profinet

rofinet

Controller,
Controller,

Class=1,
Class=1,

Info=8,
Info=8,

Figure 57. CODESYS - runtime logs.

The reader should appear connected in the PLC log. If not, refer to section

@ Brady _IRX200_PNSample CODESYS_V3.55P18_IRP_2024 V¥1.0.preject” - CODESYS

ready

pszInfo=
pszInfo=

pszInfo:
pszInfo:

pszInfo=
pszInfo=

Station 'brady-irx2ee':
"brady-irx268' :

Station

Station

Station

Station
Station

"brady-irx200':
*brady-irx206' :

"brady-irx2e0':
*brady-irx2ee':

Brady IRX200 - Getting started with Profinet
Version 1.0

, Error=e, Info=1, pszInfo= Setting router <instance>2</instance> address to <address>(eee
, Error=8, Info=1, pszInfo= Setting router <instance»3</instance> address to <address>(2dd
Error=e, Info=10, pszInfo= Application [<app>Application</app>] started

6777216, Info=1, pszInfo= Ethernet Link-Status: Down / Unavailable !

111 no runtime license - running in demo mode(~2 hours)

6777216, Info=1, pszInfo= Ethernet Link-Status: uUp

Error=16777216, Info=1, pszInfo=**xx Local IP - suite changed to 16.1.1.99 / 2
Cmp=IoDrvEthernet, Class=1, Error=8, Info=1, pszInfo= <Network>Ethernet (Builtin)</Network><IP>18.1.1.99</IP><Su
Network interface: <ipaddress>16.1.1.99</ipaddress>, subnet

interface <interface>ether 8</interface> at router <in

router <instance>d</instance> address to <address=(866

Connecting...
Received Connect Conf

Received Prm-End Conf
Received Applicat

Data Exchange
Connected

“6. Troubleshooting”.

- o X
File Edit View Project Build Online Debug Tools Window Help Yo
B 8 2 @A 4 (=) [§' | | Application [Device: PLC
Devices v ex ([ Ethemet ) 1Rx200 X -
=30 Bracl_IRX200_PSample_CODESYS_V3.5P18 RP_2024 V10 %
= (7] Device [connected] (CODESYS Contrel U/in V3 x64) General Station name
= @0 picLogie
&l cloge —— Station status 0K
=} Application [run]
0? IRX200_StatusReg (STRUCT) s
QM 1P Parameter
0 we Log 5 >
Library Manager P address — :
PLC_PRG (PRG) PNIO 10 Mapping Subnet mask 255 . 255 . 255 . O
= (B8 Task Configuration Default gateway o 0 .o 0
=48 ManTask (IECTasks) PNIO IEC Objects
&) pLc prG Communication
Sy ) Status
& Profinet_CommunicationTask (IEC-Tasks) senddock(ms) @ Gata hold time (ms) e
) PN_Controller.CommCyde
© profnet [OTask (EC-Tasks) TR Reductionratio 4 VLAN D 0:
Bil Visualization Manager Phase
=43 [{ Ethernet (Ethernet)
= PN_Controllr (PN Controller)
(@ P § ) RTdass RT Class 1
=23} mx200 Rx200)
B[] Device_Status (Device Status) Options
H(] ®e @re)
Fast Startup
H ) cP10_modue (P10 mog
Shared device
Settings
ae St All Default Values e @Read All Values Wi Write All Values
Parameters Value DataType  Allowed Values  Description
Device Propertes
Device Properties Enabled  True Unsigneds
IRP MessageByteOrder  litbeEndian  Unsioneds
Lastbuld: @ 0 ® 0 Precompie Program loaded Program unchanged Project user: (nobedy) %]

Figure 58. CODESYS - application logged in and running.

The application is now logged in and running.
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5.3.3. HUMAN MACHINE INTERFACE

The sample application’s main user interface can be found under “Devices” / “Application” / “HMI”" /

“HMI_Main”

Devices - 0 x

=) Brady_IRX200_PNSamole_CODESYS_V3.55P18 IRP_2024 V1.0~
=7 (7] Device [connected] (CODESYS Control Win U3 x64)
=B pLC Logic
= £} Application [run]
¢ R¥200_Statusheq (STRUCT)
=0 amr
¢ HMI_CachedTag (STRUCT)
HMI_AppendLog (FUN)
HMI_ByteArrayToHexString (FUN)
HMI_Byt=TaHexDigit (FUN)
HMI_HexDigitToByte (FUN)
HMI_HexStringToByteArray (FUN)
HMI_SaveTagToCache (FUN)
] HVI_InventorySelState
{] HMI_InventorySession
HMI_InventoryTarget
{9 HVI_SelectAction
{5 HMI_SelectTarget
HMI_TagBank
] HVI_TrueFalse
&) HI_Main
&) HVI_ReqTab_Inventory
& HVI_reqTab_InventoryReadConfig
&) HVI_ReqTab_InventorySelectMaskConfig
&) HVI_ReqTab_ReaderCapabilities
& HVI_reqTab_ReaderConfig
&) HVI_ReqTab_TagOpLockkil
) HVI_ReqTab_TagOpReadivrite
& HVI_ReqTab_TagOpSelectMask
&) HVI_ViewTab_Log
&) HVI_viewTab_Tags
2 me
) Library Manager
PLC_PRG (PRG)
= (&8 Task Configuration
=% MainTask ([EC-Tasks)
8 rLc_prG
=3¢ Profinet_CommunicationTask (IEC-Tasks)
& PN_Controller, CommCycle
< Profinet_IOTask (IEC-Tasks)
Visualization Manager
=3 [ Ethemnet (Ethernet)
=3 i Pr_Controller (PN-Contraller)
= 75 i trx200 (Rx200)
H ] Device_Status Device Status)
Hl rr(re)
M cPIO_module (GPIO module)

&) HMI_Main X

Send:
ReaderCapa... |ReaderConfig |InvReadConfig |InvSelMaskC ... | nventory TagSelectMask | TagRead/\Write | TagLockiKill
Common
accessPasswa: 0 antennahask: 0
Read args Write args
bank: 1.EPC bank: 3: User
addressBytes 4 addressBytes 0
readLenBytes: 0 writeLenBytes: 4
writeData: 11aa22bb
(hex string format)
‘ ReadReg H WriteReq
View:
Message log Inventory Tags
ryRssiDeltaThresholdEvent 21411204418 r

nventoryRssiDeltaThresholdEvent
InventoryRssiDeltaThresholdEvent

InventoryRssiDeltaThresholdEvent

recv <= InventoryRssiDeltaThresholdEvent
recv <= InventoryRssiDeltaThresholdEvent
recv <= InventoryRssiDeltaThresholdEvent
recv <= InventoryRssiDeltaThresholdEvent

nventoryRssiDeltaThresholdEvent

InventoryRssiDeltaThresholdEvent

InventoryRssiDeltaThresholdEvent
InventoryRssiDeltaThresholdEvent

InventoryRssiDeltaThresho

Event
TInventoryRssiDeltaThresholdEvent
InventoryRssiDeltaThresholdEvent
StopAllReq clearEvents:1

rrorCodeResp errorCode:®

GetReaderCapabilitiesReq
GetReaderCapabilitiesResp

Status: C DeviceBooted ’
é CriticalError 07

Figure 59. CODESYS - HMI main view top section.

epc:300833820DD9014035052080

epc:0898029C10561914088C77F5

908338200D9014035052000
198029C10501914008C77F5
898829C10501914000C77F5
08336200D9214235052000
298829C10501914208C77F5

epe

ep

epc:

epc:8898029C10501914088C77F5

epc:8898029C10581914088C77F5

0820648609021411204418

O HeartBeat

Busy

TempError

0820645680021411204410 r

0833520DD9214835850000 r-

0833520DD9214835850000 r-

0820648680021411204418 rss

rssiz

Q Data

Q TempWarning Q DataBufFull

The “Send” section of the HMI is for generating requests to the device. In the example above,
“accessPasswd” and “antennaMask” apply to both Read and Write requests whereas the arguments
specific to ReadReq are listed within “Read args” group.

See section "8. IRP - Industrial reader protocol description” for a full listing of supported request types
along with their associated parameters and responses.
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Devices

>~ 1 x

=5 Brady_IRX200_P\Sample_CODESYS_V3, 5518 IRF_2024 V1.0

7 Device [connectd] (CODESYS Contral Win V3 x64)
=80 pLC Logic
= I Application [run]
¢ IRX200_StatusReg (STRUCT)
=0 M

¢ HMI_CachedTag (STRUCT)

HMI_AppendLog (FUN)

HMI_ByteArayToHexString (FUN)

HMI_ByteToHexDigit (FUN)

HMI_HexDigitToByte (FUN)

HMI_HexStringToByteArray (FUN)

HMI_SaveTagToCache (FUN)

{59 HMI_InventorySelState

£ HMI_InventorySession

{) HMI_InventoryTarget
HMI_Selectacton

) HMI_SelectTarget

{2) HML_TagBank

] HMI_TrueFslse

&) HMI_Main

&) HMI_ReqTab_Inventory

& HMI_ReqTab_InventoryReadConfig

&) HMI_ReqTab_InventorySelectMaskConfig

&) HVI_ReqTab_ReaderCapabilities

4 HMI_ReqTab_ReaderConfig

&) HMI_ReqTab_TagOpLockkil

& HMI_ReqTab_TagOpReadvirite

] HuI_ReqTab TagOpSelectMask

& HvI_viewTzh_Log

&) HMI_ViewTzb_Tags

F-0 we
i) Library Manager
PLC_PRG (FRG)

= (B Task Confiquration

£ MairTask (IEC-Tasks)

8] ric_PRG

& Profinet_CommunicationTask (IEC-Tasks)
& pN_Controller, CommCyde

2 Profinet_IOTask (IEC-Tasks)

Visualization Manager

[ Ethernet Ethernet)

[ Pr_cController (PN-Controller)
=% i) Rx200 (IRX200)

Ml Device_Status (Device Status)
M e are)
Ml GFIO_module (GRIO module)

[ Pn_Controller

Send:

ReaderCapa..

¥ mxen0

ReaderConfig

Polling parameters
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antennaMask: 0
cycleTimeMs: 0 eventhask: hiiniiiia
stopTagLimit: 0 eventTagTimeoutMs 12600
stopCycleLimit. 0 eventAntennaMask. 0
stopStaticTimeoutMs: 0 eventRssiThreshold 1
stopNoNewTagsTimeoutMs: 0 eventSeenCountinterval 1
Start Inventory Stop All Clear events on stop: 1:True -
View:
Message log Inventory Tags
Tags found: 19 Clear PLC cache
epclen EPC datalen Data PC RSSI | Antenna |seenCount | a
1 12 E200208648609021516486DA8 12 E20020648609021516406DA8 12288 -49 1 1
2 12 E20020648609821516186DAS 12 E20020648609821516106DA5 12288 -52 1 1
3 12 E2002064860902141120A418 12 E2002064860902141120A410 13312 -56 1 2
4 12 E2806894000058007EA4F465 12 E2806894000050007 EA4F 465 12288 -47 1 1
5 12 E2806894000048007EAAFATS 12 E2806394000040007 EA4F475 12288 -46 1 1
1 12 E20020648609021516806FFC 12 E20020648609021516006FFC 1228% -56 1 1
7 12 E20020648609021516306DA7 12 E20020648609021516306DA7 1228% -50 1 1
8 12 E20020648609021516506739 12 E20020648609021516506739 12288 -5@ 1 1 E
9 12 E200286486098215184855F4 12 E200206486090215184855F4 12288 -57 1 2
10 12 E28068940800480@7EAAF464 12 E2806894000040007EA4F464 12288 =55 1 1
11 12 E2806894080058807EA4FA6C 12 E28086894000050007 EA4F46C 12288 -39 1 1
12 12 E2002064860982151668673A 12 E20020648609021516606734 12288 -54 1 1
13 12 E200206486090215172064F8 12 E200206486090215172064F0 12288 -54 1 1
14 12 E2806894000048007EAAF468 12 E2806894000040007 EA4F 468 12288 -49 1 1
15 12 E2806894000058007EAAF4T1 12 E2806394000050007 EA4F471 12288 -65 1 1
16 12 E20020648609021516206DA6 12 E20020648609021516206DA6 1228% 51 1 1
17 12 E2806894000040007EA4F46D 12 E2806894000040007EA4F46D 12283 55 1 1

Status: 5 DeviceBooted G Busy

‘ CriticalErrar

S

Figure 60. CODESYS — HMI main view middle section.

TempError

O HearlBeat

O Data

TempWarning O DataBufFull

The “View” section of the HMI displays information on ongoing activity with the sample application. In
the example above, the “Inventory Tags” section is getting populated during an ongoing Inventory
request. The PLC sample program has an internal tag cache of 64 tags.

The “Message log” section displays a brief overview on sent and received messages. For more detailed
logs see “6.4. Logging” paragraph.

Below the “View” section, the “Status” section displays the current status of the device as read from the
Device_Status submodule. See section “7.1. Device Status submodule” for the definition of each status

LED/bit.

5.4. CREATING A NEW CODESYS PROJECT FOR THE IRX200

In CODESYS, select “File” / “New Project...”

Under “Devices” tree, double click the PLC device, in this example “Device (CODESYS Control Win V3
x64)”, and assign the PLC hostname under “Communication Settings” from the dropdown list on the

right.

BRADY Worldwide, Inc. | ©2022 All rights reserved.

www.bradyeurope.com

47787



." BRADY Brady IRX200 - Getting started with Profinet
u ® Version 1.0

‘] Mew Project *

Categories Templates

{3 Libraries = ¥
.23 Projects ([ E 'E

Empty project  HMI project Standard Standard
project projectw...

A project containing one device, one application, and an empty implementation for PLC_PRG

MName irx200_project

Location |C:\Users\username\DnmmenB R

Figure 61. CODESYS - creating a new project.

Select “Standard project”, assign a name and click OK.

CODESYS will prompt for the PLC type and programming language.

Standard Project

You are about to create a new standard project. This wizard will create the following
objects within this project:

- One programmable device as specified below
- A program PLC_PRG in the language spedified below

- A cyclic task which calls PLC_PRG
- A reference to the newest version of the Standard library currently installed.

Device CODESYS Control Win V3 x64 (35 - Smart Software Solutions GmbH)

PLC_PRGin Structured Text (5T)

Figure 62. CODESYS - PLC type and programming language.

In this example we’'ll use CODESYS Control software PLC and Structured Text programming language.
Click OK.

A new standard project has now been created. To continue setting up the project, a connection to the
PLC needs to be established. Ensure the PLC is running as described in the “Running the sample PLC
application” paragraph.
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Devices

~ ® X || [f Device x

P51 iea0_project
= [ Device (CODESYS Contral Win V3 x64)

= B PLcLoge
= € application
i) Library Manager
PLC_PRG (PRG)
= {8 Task Configuration
= g% MainTask (IEC-Tasks)
&) pLc_rRG

Settings Scan Network | Gatemay

Brady IRX200 - Getting started with Profinet

Device +

Version 1.0

Applications

Backup and Restore

Files

Log

PLC Settings

PLC Shell

Users and Groups

Access Rights.

symbol Rights

Licensed Software Metrics

IEC Obiects

Figure 63. CODESYS - devices view.

Gateway

(=== -]

OSTNAME] ~]

TP-Address:
localhost

Fort
217

Press ENTER to set active path

For a local software PLC the default value is likely correct, in which case clicking the PLC hostname and
pressing Enter will login to the PLC. If the connection to the PLC is not working, refer to the “6.
Troubleshooting” paragraph.

When logging into the PLC, a prompt for credentials is displayed. On the very first run, a prompt to create
login credentials is displayed instead.

Device User Legon

2

*

You are currently not authorized to perform this operation on the device. Please enter the name
and password of an user account which has got the sufficient rights.

Device name
Deviceaddress 03015063
User name user
Password ene o)
Operation: View
Object: "Device"
Cancel

Figure 64. CODESYS - device user logon dialog.

Enter the PLC credentials and click “OK”.
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o . °®
Gateway

v| ID&03 (active v|
IP-Address: Device Name:
localhost NID603
Port: Device Address:
1217 0301.5063

Target ID:

0000 0004

Target Type:

4096

TargetVendor:

Figure 65. CODESYS - device view.

The connection to the PLC is now established.

35 - Smart Software Solutions GmbH

TargetVersion:
3.5.18.30

Version 1.0

Right click the PLC device, in this example “Device (CODESYS Control Win V3 x64)”, and select “Add

Device...”:

Figure 66. CODESYS - add device to CODESYS control.

Devices

= m Device (CODESYS Control Win V3 x64)

=2 w200 _oroject

=Bl pLC Logic
=L} Application
m Library Manager
PLC_PRG (PRG)
= @ Task Configuration
= @ MainTask (IEC-Tasks)
8 pLC_PRG

Copy
Paste

Delete
Refactoring 3
Properties...

Add Object 3
Add Folder...

Add Device...

L

Update Device...

Edit Object

Edit Object With...

Edit IO mapping

Import mappings from CSV...
Export mappings to C5V...
Online Config Mode...

Enable SoftMotion
Reset Origin Device [Device]

Simulation

Select “Fieldbuses / EtherNet/IP / Ethernet Adapter / Ethernet” and click “Add Device”. Click “Close”.
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[H Add Device X
Name
Action
© Append device Insert device Plug device () Update device
String for a full text search Vendor | <Al vendors> ~
Name Vender Version Description
= ﬂj Fieldbuses
+ €N CANbus
+- s EtherCAT
+ - EHE Ethernet Adapter
= &= EtherNet/IP
= EB Ethernet Adapter
Eﬂ Ethernet CODESYS 4.2.0.0 Ethernet Link.
* &= EtherMet/IP Scanner
* G} Home&Building Automation
+ - Wl Modbus
*- ¥ Profibus
+ . ¥ Profinet 10
+- & sercos
@ Group by category ] Display all versions (for experts anly) [_] Display outdated versians
Name: Ethernet
Vendor: CODESYS
Categories: Ethernet Adapter, Ethernet Adapter, Ethernet Adapter, Home&Building Automation
Version: 4.2.0.0
Order Number: - =
Description: Ethernet Link. LY
Append selected device as last child of
Device
@  (You can select anather target node in the navigator while this window is open.)
Add Device Close
d|

Figure 67. CODESYS - adding an ethernet adapter.

Version 1.0

Double click the now added “Ethernet (Ethernet)” device and assign the desired IP address and network

interface.

Ethemet (Buitin)
Bluatooth Network Connection

Intel (R) Ethemet Connection (1) 1213V
Bluetacth Device (Personal Area Network)

Devices v 2 x [ Device (i Ethernet x
= 15) w200 project -
General
= [ Device [connected] (CODESYS Control Win V3 x64) Network interface -Bm,,,s,
=Bl PLcLogic [ —
=0 Ampikcation Ethernet Device /0 Mapping 1P address .1 .1 .2
(i) Library Manager Ethernet Device IEC Objects Subnet mask 255 . 255 , 255 . O
PLC_PRG (PRG) Default gateway o .0 .0 .0
= (& Task Configuration e
= @ MainTssk (EC Tasks) Adjust operating system settings
@) pic_pre Status
(@ Ethernet Ethemet) e s
Information
Interfaces
Name Deserption IF adress

10.1.1.99

0.000

OfficeLAN Lenovo USB Ethemet 12.168.160.95
Ethemet 3 Remote NDIS Compatible Device #2 169.254.230.237
Sonictal NetExtender ‘SonicWWal NetExtender Turmel 0.000

1P address 0.1 .1 .99

Subnet mask 25 . 255 . 255 . 0

Default gateway 0.0.0 .0

MAC address 6C:24:08:A2:84.8E

Figure 68. CODESYS - network adapter settings.

Right click “Ethernet (Ethernet)” device and select “Add Device...”. Select “Fieldbuses / Profinet 10 /
Profinet 10 Master / PN-Controller” and click “Add Device”. Click “Close”.
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[ Add Device X
Name PN_Controller
Action
© Append device () Insert device (0) Update device
String for a full text search Vendor <Al vendors> ~
Name Vendor Version  Description
=- [ Fieldbuses
#- <= EtherNet/IP
Modbus
= & Profinet 10
£ rofinet 10 Device
= & Profinet 10 Master

m PM-Contraller 35 - Smart Software Solutions GmbH 44,00 PROFIMET IO Controller

8 Group by category (] Display all versions (for experts only) (] Display outdated versions

[  mame:PN-Controller
Vendor: 35 - Smart Software Solutions GmbH
Categories: Profinet 10 Master
Version: 4.4.0.0

==
Order Number: 1 -
Description: PROFINET IO Controller =Y
Append selected device as last child of
Ethernet

€ (You can select another target node inthe navigator while this window is open.)

Add Device Close

Figure 69. CODESYS — adding a PN controller.

Double click the now added “PN_Controller (PN-Controller)” device to assign the matching IP range for
the ProfiNet network.

Devices > 2 X [ Devce [ Ethernet [ PN_Controller x
=5 #x200_project -
= [{J Device (CODESYS Control Win V3 x64) General Stationname  controller
=B PLC Logic N
= £} Application vervisw Default Slave IP Parameter
i) Lbrary Manager TR First IP address w.1 .1 .2
PLC_PRG (FRG)
Last IPaddress 10 1 .1 .254
= {3 Task Configuration Media Redundancy
= ¢ MairTask (IEC-Tasks) Subnet mask 255 . 255 . 255 . 0
PLC_PRG PNIO 1/0 Mapping Default gateway 0.0 .0 .0
= £ profinet_CommunicationiTask (IEC-Tas
] PN_Controller.CommCyde PNIO IEC Objects 10 Provider 1
& profinet_10Task (IEC-Tasks) rovider ft-ons
= [ Ethermet Eernen Lo 18 Application stop —» Substitute values
[ PN_Controller (PN-Contraler) 18 Add to /0 mapping
Status
Substitute Input-Data
Information ©Q zero
O Last valid value
PortData
Port-001
Peer station/part ~ [ v
Check cable length
Transmission rate ~
Fixed rate ] disable autonegotiation
DCF Boundary
FeerToPesr Boundary
Deactivate port

Figure 70. CODESYS — PN controller network settings.
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Right click the “PN_Controller (PN-Controller)” device and click “Add Device”. Select “Fieldbuses /
Profinet 10 / Profinet 10 Slave / I/0 / Brady RFID Readers / IRX200” and click “Add Device". Click “Close”.

(@ Add Device

Name  IRX200

Action

© sppend device () Insert device (O Updatedevice

string for a ful text search Vendor | <all vendors> ~
Name Vendor Version Description
= [ Fieldbuses

= Profinet 10
""" Profinet IO Slave
# [ Drives
=@
= [ Brady RFID Readers
HOmxaoo | wHBradyny SW=V10.0, HW=1
- [ CODESYS PLC
# [ Tdent Systems
W X PROFINET Device 35 - Smart Software Solutions GmbH - SW=V3.x, HW=2
Hlleessi0010 v20 Beckhoff SW=Y1.00, HW=Y1.00

IRX200 based ProfinetiO device

CODESYS PLC running as PROFINET Device {CIFX baseq
PROFINET 1/0 device - EtherCAT slave terminal, V2.0

@ Group by category (] Display all versions (for experts only) [ Display outdated versions

}  mame:Rx200

Vendor: WH Brady NV
Categories: Profinet I0 Slave
Version: SW=V1.0.0, HW=1

Figure 71. CODESYS - adding a slave device to PN controller.

Order Number: 1081-14 -
Description: [RX200 based ProfinetlO device
Append selected device as last child of
PN_Controller
€  (vou can select another target node in the navigator while this window is open.)
Add Device Close

Once the device has been added, a new entry named “IRX200 (IRX200)" can be found under
“PN_Controller (PN-Controller)” in the Devices tree. Proceed to right click each “<Empty#>" subslot under
“IRX200 (IRX200)" in the Devices tree and selecting “Plug Device...".

Only one option is provided for each subslot within the following “Add Device” dialog. Select the provided
option (“Device_Status” in the screenshot below) and click “Add Device”. Repeat the process for the
remaining subslots desired. The first and second subslots (“Device_Status” and “IRP”) are required for

RFID operations. The third subslot provides “GPIO”, which is optional and may be left empty if GPIO
access to the device is not required.
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Devices > 1 x [ Ethernet [
=5 200 project -
= [ Device (CODESYS Contral Win V3 x64) General
=B picLogic
Y Aoohati Port data
+ 3 Application
= [ Ethemet (Ethemet) o
= PN_Controller (PN-Controller)
=}l rx200 (Rx200) 155
K <Emptyl>
£ <emptyzs|d Cut
K <Empty3z Copy
Paste
¥ Delete

Properties.

Add Object
) AddFolder..

Plug Device..

Disable Device

[T Edit Object
Edit Object With...

Edit 10 mapping

[ Download the missing device description

Import mappings from CSV...

Export mappings to CSV...
T

(@ Plug Device

Name  Device_Status

Brady IRX200 - Getting started with Profinet

Version 1.0

Action

© Flug device
String for a ful text search Vendor | <allvendors> v
Name Vendor Version Description
=@ Fiedbuses
""" Profinet 10
""" Profinet 10 Module
= [ Modular sot
[ peviceStatus | WHBradyNY  SW=V1.0.0,HW=1  Device Status Input Mockle
8 Group by category [ Displayall versions {for experts only) (] Display outdated versions
@ NameDewceswus
Vendor: UH Brady NV
Categories: Prafinet [0 Modue
Version: SW=V1.0.0, HW=1 ==
Order Number: 1081-1A b
Deseription: Device Status Input Moduie <
Plug selected device into the slot
<Emptyl>
@ (You can select another target node inthe navigator while this window is open.)

Figure 72. CODESYS - Plug Device to subslot.

Clase

Plug Device

Once the desired subslots have been added, double click the “IRX200 (IRX200)" device to verify device
settings such as station name, IP address and ProfiNet communication settings for the reader. The
default station name “brady-irx200” will be correct for readers with factory configuration, but if this has
been changed on the reader, the CODESYS project must be updated with the matching name.

If a software PLC is used as described in this document, the default send clock of Tms with reduction
ratio 1 is likely too fast for the use case. Send clock: 4ms and Reduction ratio: 4 have been found to work
reliably in our testing with a software PLC on a regular PC.

Devices

- 1 x

=5 ix200_project
=B PLC Logic
=1} Application
- e
) Library Manager
PLC_PRG (PRG)
= (# Task Configuration

8] pLc_pro

= Ethernet (Ethernet)
=¥ rx200 (IRx200)

H[l ®Parr)

= [l Device (CODESYS Control Win V3 x54)

=g MairiTask (IEC-Tasks)

=@ pn_controller (PN-Contraller)

B[] Device_Status (Device Status)

H({) GPIO_module (GPIO module)

= @ Profinet_CommunicationTask (IEC-Tasks)
@ PN_Controller. CommCyde
@ Profinet_IOTask (IEC-Tasks)

[ Pn_Controller
General

Port data

10%8

Log

PNIO I/0 Mapping
PNIO IEC Objects
Status

Infarmation

m Ethernet

¥1 moe x
Station name  brady-irx200
Station status
IP Parameter
P address w. 1.1 .4
Subnet mask 255 . 255 . 255 0
Default gateway o .0 .0 .0
Communication
Send clock {ms) 4 ~ Data hold time (ms) 85
Reduction ratio 4 ~ VLAN ID (1] =
Phase - ~
RT dass RT Class 1 -
Options
Fast Startup

Shared device

Settings
e~ Set All Default Values

wJRead All Values

~u[jwrite All Values

Figure 72. CODESYS - IRX200 device properties.
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If the project uses the “CODESYS Control Win V3 x64" software PLC, there’s no need to change IRP
Message ByteOrder in the Device Properties section of IRX200 configuration. If a BigEndian PLC is used
instead, set “Device Properties Enabled” to “True” and “IRP Message ByteOrder” to “BigEndian”.

Now let's test communication with the reader by selecting “Online” / “Login (F5)". Enter the PLC

credentials when prompted. On first login the following prompt will be displayed.

0 Mo active path defined. Do you want to set it?

Clicking "Yes' will start a network scan on the 'Communication
Settings’ page. If there is a device found with the same name
and address you used last time, the active path will be set to
it.

Clicking "Moo’ will just show the "Communication Settings’
page without any action,

Clicking "Cancel’ will return without doing any action,

Yes Mo Cancel

L} Tievire Pronartiee Frahlad "Falea

Figure 73. CODESYS - first login prompt.

LI

Select “Yes”. The device should now appear online. If not, refer to the “6. Troubleshooting” paragraph.

Devices

> 3 X

= F200_profect

m Device [connected] (CODESYS Control Win V3 x64)
=0 pLC Logic
- C; Application [run]
A2 P
m Library Manager
PLC_PRG (PRG)
= @ Task Configuration
= @ MainTask (IEC-Tasks)
& pLC_PRG
= @ Profinet_CommunicationTask (IEC-Tasks)
@ PM_Controller, CommCyde
@ Profinet_ICOTask (IEC-Tasks)
= ﬂj Ethernet (Ethernet)
= m PMN_Controller (PN-Controller)
=3 ¥l Rx200 (RX200)
H @ Device_Status (Device Status)
Ml P (RF)
H @ GPIC_module (GPIC module)

Figure 74. CODESYS - devices tree view.

If the communication test was successful, we can now logout via “Online” / “Logout (F8)” menu and
proceed to create an initial ST program to run on the PLC.
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5.4.1. IMPORTING PLCOPENXML

Importing relevant enums and data structures will aid with reading and writing messages. Right click
“Application” within the “Devices” tree, select “Add Folder...” and create a folder named “IRP”. Select the
newly created folder and proceed to “Project” / “Import PLCopenXML..."

File Edit View | Project | Build Online Debug Tools Window

S @ H & ||t AddObject »
) Add Folder...
e Scan for Devices.., |_

Update Device...
=gl 200 profect paate Device

- [
= [ Deviee fcong (1 Edit Object
=&l pLC Logi Edit Object With...

=GR App| %  Online Config Mode...
Set Active Application |:

Project Information...

el - |

Project Settings...

BRI

Project Envircnment...

Project Localization 3

Document...

= M

Compare..
= Ethernet| Commit Accepted Changes
= pn_e Export...
=l Import...
Export PLCopeniML...
Import PLCopenXML...

User Management 3

Automation Server 3

Enable SoftMotion

Figure 75. CODESYS - importing the PLCopenXML.

Browse to select IRP_PLCopenXML.xml and click “Open”.

If a different entry was selected in the Devices tree during the import, an error dialog may appear with
the message “There are no objects in the export file which can be imported at the currently selected
location”. In that case, re-import with the newly created “IRP” folder selected.

Cantents  Additional Information

Please select the items which should be imported.
Allitems will be imported below the nade which is currently selected in the navigator.
You can change this selection while this dialog is open.

Currently selected target object: Application [Device: PLC Logic]

Insertable ltems Cenflict Resolution
¢ IRP_AntennaCanfig
¢ IRP_CachedTag
¢ RP_CachedTagAntennaResdings
@ RP_Defines
¢ IRP_Direction
¢ RP_ErrorCade
¢ RP_EventMask
“i# IRP_InventoryEventTag
“# IRP_InventorySeledMask
¢ IRP_InventorySelState
¥ IRP_InventorySession
¢ RP_InventoryTarget
| ¢ IRP_MsgHeader
q 9 RP_MsgPayload_ErorCode
P
¢

# Ipp_MsgPayload_GlobalDiagnosticEvent

——r

Select Deselect> | | Conflicts » Show Cantents... Cancel

Figure 76. CODESYS - Import PLCopenXML selection.
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CODESYS will prompt to ask which sections from the PLCopenXML file are imported. As everything is
selected by default, just click “OK” to import everything. Relevant data structures are now visible under

the IRP folder.

=i} Application

= Difrwe

## 1RP_AntennaConfig (STRUCT)

%# 1RP_CachedTag (STRUCT)

01: IRP_CachedTagAntennaReadings (STRUCT)

“1# TRP_Direction (ENLIM)

## IRP_ErrorCode (ENUM)

1% 1RP_EventMask (ENUM)

01: IRP_InventoryEventTag (STRUCT)

i RP_InventorySelectMask (STRUCT)

## IRP_InventorySelState (ENUM)

i IRP_InventorySession (ENLIM)

Ol: IRP_InventoryTarget (ENUM)

¥ IRP_MsgHeader (STRUCT)

Ol: IRP_MsgPayload_ErrorCode (STRUCT)

@l: IRP_MsgPayload_GlobalDiagnosticEvent (STRUCT)

Ol: IRP_MsgPayload_GlobalRfOnOffEvent (STRUCT)

0": IRP_MsgPayload_InventoryAntennaVisibiltyEvent (STRUCT)
OL! IRP_MsgPayload_InventoryCydeTimeExceededEvent (STRUCT)
0": IRP_MsgPayload_InventoryGlobalvisibilityEvent (STRUCT)
%# 1RP_MsgPayload_InventoryReadConfig (STRUCT)

01: IRP_MsgPayload_InventoryReq (STRUCT)

%# 1RP_MsgPayload_InventoryRssiDeltaThresholdEvent (STRUCT)
01: IRP_MsgPayload_InventorySeenCountIntervalEvent (STRUCT)
¢ 1RP_MsgPayload_InventorySelectMaskConfig (STRUCT)

01: IRP_MsgPayload_ReaderCapabilites (STRUCT)

“# 1RP_MsgPayload_ReaderConfig (STRUCT)

01: IRP_MsgPayload_TagOpKilReqg (STRUCT)

i IRP_MsgPayload_TagOplLockReq (STRUCT)

01: IRP_MsgPayload_TagOpReadReq (STRUCT)

1 IRP_MsgPayload_TagOpReadResp (STRUCT)

Ol: IRP_MsgPayload_TagOpSelectMaskReq (STRUCT)

al: IRP_MsgPayload_TagOpWriteReq (STRUCT)

% IRP_MsqType (ENUM)

¢ 1RP_RfProfile (ENUM)

¢ IRP_Selectaction (ENUM)

¥ IRP_SelectTarget (ENUM)

¢ 1RP_StatusMask (ENUM)

¥ IRP_TagBank (ENUM)

@ °P Defines

m Library Manager
PLC_PRG {FRG)
= @ Task Configuration

Figure 77. CODESYS - imported IRP STRUCTs and ENUMs.

5.4.2. 1/0 MAPPING TO ESTABLISH MESSAGE EXCHANGE ON TOP OF
PROFINET CYCLIC DATA EXCHANGE

Double click “PLC_PRG (PRG)” within the Devices tree. Add the following variables within the VAR

section.
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PROGRAM FLC_ERG
VAR
initialized : BOOL(F

/ I/0 mapping to

status : UDINT;

ackSendId : UINT;

recvid : UINT:

recvData ¢ ARRAY[0..952] OF USINT;
ackRecvId : UINT;

sendld : UINT;

sendData : ARRAY[O. :] OF USINT:
recvMsg : POINTER TO IRF MsgHeader;
sendMsg : POINTER TO IRF_Msgieader;
prevRecvId : UINT;

sendReq : UINT:

END_VER

Figure 78. CODESYS - adding the variables to VAR section.

Add the following into the code section of the ST program.

IF NOT initialized THEN

initialized := E;
recvMsg := ADR(recvData) ;
sendMsg := ADR(sendData)
sendMsg”.msgType := IRP_MsgType.Ignore;
sendReq := IRP_MsgType.Ignore;

END_IF

11t to "no action"™ on startup

prevRecvId := recvId;
ackRecvId := recvId;
END_IF

IF ackSendId =
IF sendReq <> IRP_MsgType.Ignore THEN
sendMsg® . magType := sendReq;

gendld := sendId + 1; // Mark message for sending
END IF
sendReq := IRP_MsgType.Ignore; /f Mark h

END_IF

Figure 79. CODESYS - adding code to the ST program.

Double click “IRP (IRP)" device below “IRX200 (IRX200)" device in Devices tree and navigate to “PNIO
Module 1/0 Mapping” to map the newly created variables to the Profinet endpoints as follows.

PLC PRG [ Ethemnet #1) Rx200 [ PN_Contraler [ Device [ w®e x ~
General Find Filter Show all ~ 4k Add FB for 10 Channel.. *=Gote Instance
PNIO Module 10 Mapping Variable Mapping __Channel Address  Type
=% Inputs %ID1
PNIO Module IEC Objects * Appiication.PLC_PRG.status "$  Statusregister set by devies EE=x, UDINT
*p Application PLC_PRG.ackSencld “®  ACKSend ID: device sets to match Send ID when ready to accept new reguests el umT
Status *% Application.PLC_PRG.recvid " Receive ID: device changes value when new message available EEE UINT
#-*p Appiication PLC_PRG.recvData " Receive message: device issued response fevent following IRP message spec FiBi2 ARRAY [0..951] OF BYTE
Information ] Tnputs PS %IB964 Enumeration of BYTE
=" Cutputs QW
"% Application PLC_PRG.ackRecvId "#  ACKReceive ID: PLC sets to match Receive ID when ready to acceptnew messages | 3:Swe umT
"% Application PLC_PRG.sendld "% Send ID: PLC changes value to rigger request execution L= umT
+ "% Appiication PLC_PRG.sendData "%  Send message: PLC issued request following IRP message spec B4 ARRAY [0..955] OF BYTE
Outputs €5 “lB965 Enumeration of BYTE

Figure 80. CODESYS - 10 mapping.
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Basic I/0 mapping is now complete.

5.4.3. TESTING THE I/0 MAPPING

Login via “Online” / “Login”. Provide credentials when prompted.

Double click the value of sendReq on row 22.

IF NOT initialized GNEN THEN
initialized AGNEN := JE
recvHsql TER0ATIFSICHE |
sendMsg TEA00000IATOFS000CT |

:= ADR(recvData);
:= ADR(sendData);

Defanlt to "no action” on startup
ault to "no action™ on startup

= IRE }’sgl'y'pe Ignore@ 0 |
:= IRP_MagTvpe.Ignore@____0 |

€ // Def.
sendMsg*.msgType[ 0 ] :

sendReq ]
END_IF

END_IF

:iEndI:l]I] TEEN
IF sen> IRP MsgType.Ignore@® 0 | THEN
sendMsg . meglype[ 0] := sendReq 0 |
sendId[ 0 | := sendId @ |+ 1:
END_IF
sendReq_0_]
END_IF

Figure 81. CODESYS - assigning the sendReq value.

Assign the value “16” and click “OK”:

Bep repare Value

Expression PLC_PRG.sendReq

:= IRP MsgType.Ignore@®@____0 | / Mark handle

IRX200 - Getting started with Profinet
Version 1.0

Type UINT

Current value 0

What do you want to do?
© Frepare a new value for the next write or force operation

16

(C)Remove preparation with a value,
Release the force, without modifying the value.

Release the force and restore the variable to the value it had
before fording it.

Figure 82. CODESYS - preparing the value.

Cancel

sendReq should now show the value as “0 <16>", which means 0 is the current value but 16 is prepared

to be written. Right click and select “Write All Values of ‘Device.Application

BRADY Worldwide, Inc. | ©2022 All rights reserved.
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z0 /¢ Send new request i1f device 15 ready to receive

21 IF ackSendId[ 0 | = sendId[ o | THEN

22 IF sendBeq 0<1>
23 sendMsg” .msgType Cut
24 sendId_ 0| := 5 Copy
25 END IF Paste
=1 sendReq [I5E Del
27 END_IF clete
28 Select All
Browse
Advanced
Input Assistant...
b@ Mew Breakpoint...
Toggle Breakpoint
Run to Cursor
:ssages - Total 0 error(s), O warning(s), 3 mess Set Mext Staternent
wumload Write All Values of 'Device.Application’
eccription Force All Values of 'Device.Application’
} A core dump created on the 06/02/20248.2 Unforce All Values of 'Device.Application’
} A core dump created on the 05/02/2024 8.2 X
¥ & core dump created on the 05/02/2024 8.2, Display Mode

T

Figure 83. CODESYS - writing all values of device application.
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If the device has been configured to log all IRP message traffic (see “6.4. Logging”), the log should now

show a received “GetReaderCapabilitiesReq” along with the provided response.

vid=0x2

i-sysplugin-nur3 icssproxy: <I> 13084446 Request chang

slugin-nur3 icssproxy idate_IRP_MsgHeader(0xa04257ec,0

lugin-nur3

CSSPrOXy: <
lugin-nur3 icssproxy: <D
gin-nur CSS|

lugin-nur

lugin-nur3 icssproxy
lugin-nur3
nur3
nur
nur
lugin-nur3

lugin-nur3 icss

nur

lugin-nur

maxNumAntennas->2
lugin-nur3 readeridLen->10
lugin-nur3 icss,

lugin-nur3
nur3
nur3

nur3

nur3 icss|

nur3 icssproxy: <D
nur3 icssp

n-nur3

Figure 84. CODESYS - IRX200 device log.

nur3 icsspre d queued, waiting: 1

Refer to 7.2 IRP - Industrial Reader Protocol for the full list of supported requests along with their

respective parameters and responses.

5.4.4. ADDING APPLICATION-LEVEL LOGIC TO THE PLC PROGRAM

The comment “New message received: add input handling here” within the PLC ST code marks where

new messages from the reader have been received on the PLC.
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To send messages to the reader, first populate ‘sendMsg.msgPayload’ and optionally ‘sendMsg.msgld’.
Finally set ‘sendReq’ to the respective IRP_MsgType to trigger sending.

Reading and writing messages may be significantly aided by using IRP data structure pointers to access
message contents. For example:

e create a variable “pErrorCode : POINTER TO IRP_MsgPayload_ErrorCode;”

e in the “add input handling here” section, check to see if the received message type is

IRP_MsgType.ErrorCodeResp, and if so, assign “pErrorCode := ADR(recvMsg*.msgPayload);”
and handle the error using this pointer.

IF recvld <> prevRecvId THEN
CASE recvMag*.magIypes OF
IRF MsgIype.ErrorCodeResp:
pErrorCode := ADR({recvMsg".msgPayload);
IF pErrcorCode*.errorCode <> 0 THEN

END IF

Figure 85. CODESYS - input handling.
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6. TROUBLESHOOTING

This section covers most seen issues and how to resolve them.

6.1.

Brady IRX200 - Getting started with Profinet

Version 1.0

SOFTWARE PLC (CODESYS CONTROL) NOT RESPONDING

Ensure that the software PLC is running. If started without a license, it will automatically shut down after

2 hours, in which case it needs to be restarted to continue testing.

Ensure that the Windows firewall does not prevent access to the PLC. Start “Firewall & Network
Protection”, go to “Allow an app through firewall” / “Change settings” and tick “CODESYS Control

Service”.

e

i §-_.: Allowed apps

T f-'_-: <« Windows Defender Firewall » Allowed apps ~

Search Control Panel yel

Allow apps to communicate through Windows Defender Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

Change settings

0 For your security, seme settings are managed by your system administrator.

Allowed apps and features:

I MNarne Domain  Private

; [ BranchCache - Hosted Cache Client (Uses HTTPS) O m}

| [ BranchCache - Hosted Cache Server (Uses HTTPS) O m}

[ | [ BranchCache - Peer Discovery (Uses WSD) O O
[ Captive Portal Flow
Cast to Device functionality

‘ Cloud Identity
CodeMeterFWEP22350UDP

CODESYS Control Service

&

]
Connected Devices Platform
Core Networking
[ Core Metworking Diagnastics O O
Cortana

Figure 86. Windows firewall settings.

Click “OK".

6.2. DEVICE CONNECTION FAILS

Ensure that the following requirements stand true:

Public  Greup Policy

O No

O No

= No |

Na

No

No

Mo

No

No

O Na

No
Details... Remove

Allow another app...

Cancel

1. The reader is powered, the network cable is connected, and the “Link” LED is lit on the reader.

2. The PLC is running (if running the software PLC without a license, the PLC will shut down after
2 hours and needs to be manually restarted to resume testing)
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3. The station names within the reader’s Web Ul and the PLC project match.

Brady IRX200 - Getting started with Profinet

Version 1.0

4. No other device on the same network uses the same station name.

5. Firewall does not prevent messaging with the reader or PLC. See “6.1 - Software PLC not

responding”.

6.3. DEVICE KEEPS RECONNECTING

If the software PLC log shows the device repeatedly reconnecting with “AR consumer DHT expired”

messages.

pszInfo=**** Station 'brady-irx208': CF81FDEB - Aborted: AR alarm.ind(err):
'brady-irx2e0"':
'brady-irx2ee':
'brady-irx2ee’:
'brady-irx2ee':
'brady-irx2ee-:
'brady-irx2ee':
'brady-irx2ee’:

Station
Station
Station
Station
Station
Station
Station

pszInfo=
pszInfo=
pszInfo=
pszInfo=
pszInfo=
pszInfo=
pszInfo=

pszInfo=**** Station 'brady-irx208': CF81FDEB - Aborted: AR alarm.ind(err):

Station
Station
Station
Station
Station
Station
Station

pszInfo=
pszInfo=
pszInfo=
pszInfo=
pszInfo=
pszInfo=
pszInfo=

'brady-irx2ee-:
'brady-irx2ee':
'brady-irx266"':
'brady-irx2ee':
'brady-irx2ee-:
'brady-irx2ee':
'brady-irx2ee"':
pszInfo=#*** Station 'brady-irx200': CF81FDEB - Aborted: AR alarm.ind(err):

Connecting...

Received Connect Confirmation
Received Prm-End Confirmation
Received Application-Ready Indication
Data Exchange

Connected

Connecting...

Received Connect Confirmation
Received Prm-End Confirmation
Received Application-Ready Indication
Data Exchange

Connected

Figure 87. PLC log with AR consumer DHT expired message.

AR consumer DHT expired

AR consumer DHT expired

AR consumer DHT expired

The project uses too strict timing for software PLC based implementations to keep up. Increase cycle
time and/or reduction ratio until such messages are no longer displayed. If the timing settings are close
to the performance limitation of the system running the software PLC, these messages may appear

intermittently.

6.4. LOGGING

All messages sent and received from the Profinet interface can be logged for troubleshooting purposes
and viewed using Web Ul. To enable IRP message logging, open the device WebUI and navigate to
Industrial / IRP Config. Select the desired log scopes such as “IRP transport: Log transport layer
activity” and “IRP messages: Log all variables from sent/received messages”.
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Logging
@ Dashboard Global log level:
o ] System Info

Rather than enabling Debug logs globally, it's recommended to set verbose logging as-needed below instead
555 Network

Subsystem specific debug logging:
& Hardware GPIO: Log all changes to 1/Q pins

IRP transport: Log transport layer activity (eg. Profinet)

IRP messages: Log all variables from sent/received messages
st Indusirial [ Debug IRP subsystem internals

[ Debug RFID module behavior

< Protocol [ Debug icss-firmware <> Linux IPC

[ Debug icss-firmware RPC handlers

€ Profinet [ Debug icss-firmware settings

J Debug icss-firmware JSON handlers

Figure 88. Web Ul IRP Config page for enabling additional debug logging.

f' IRP Config

Click Save. The logs can now be viewed under System / Log. The message contents follow “8. IRP -
Industrial Reader Protocol” specification. These logs would show the reason for why an incoming
message was rejected in validation, for example.

If the logged data seen by the reader appears to be in different byte order than sent by the PLC, see
section “7.4. Device Properties” to change IRP messaging byte order.
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/. DATA EXCHANGE WITH THE PLC

This section covers the data exchange (PLC Input/Output) description.

7.1. DEVICE STATUS SUBMODULE

The Device_Status submodule defines subslot 1 as an input with the following registers:
e Unsigned16 StatusReg

o bit0: Busy - high when device is booting or Inventory/TagOp is ongoing. Low when ready
to accept new configuration or RF requests.

o bit1: CriticalError — critical error prevents device from operating property, may not
respond to IRP messages anymore.

o bit2: SendBufFull — generated messages are being lost as send buffer is full. PLC is not
keeping up with receiving messages as fast as they are being produced.

o bit3: DeviceBooted — set high on boot, cleared by the first IRP message sent by the PLC.
May be used to detect if the device has booted.

o bit4: HeartBeat — toggled every 500ms. May be used to detect connectivity issues
between IRX200 and PLC.

o bit5: TempWarning - temperature warning threshold(80°C) met, overheat mitigation
measures throttle RF operation.

o bit6: TempError — temperature error threshold(95°C) met, RF operations suspended until
temperature drops below error threshold.

¢ Unsigned16 MessagesWaiting - number of messages on IRX200’s output buffer waiting to be
read by the PLC. The maximum value is 1024.

7.2. IRP MESSAGE EXCHANGE SUBMODULE

The IRP submodule provides a transport layer to send and receive messages of up to 960 bytes over PN
cyclic data. The payload within these messages are described in the “8. IRP - Industrial reader protocol
description” section.

All registers listed below follow Profinet/BigEndian byte order, however the byte order for message
contents within SendMsg and RecvMsg can be configured via Device properties in PLC or the device’s
WebUI.
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7.2.1. PLC INPUT MAPPING (DATA TRANSFER TO PLC)

PLC cyclic input data contains data as descr

PLC Input Data Data Type Offset
AckSendID 2 bytes 0
RecvID 2 bytes 2
Reserved 4 bytes 4
RecvMsg | Type Ulnt 8
(IRP Msg ' MsgID Ulnt 10
Header)

Payload Up to 948 12

bytes of data

ibed in the tables below.

Description

Device Sets to match PLC.Output.SendID when ready
to accept new requests

Device changes value when new message available

One of the IRP_Msg_Type Enum

Message specific identification (stamp), responses
have the same ID as the request they are responding
to. Events always has always has 0 as MsgID.

IRP Message payload (Structures described in IRP
Specifications)

Table 8. PLC - IRX200 Data Exchange: PLC Input IOMapping.

7.2.2. PLC OUTPUT MAPPING (DATA TRANSFER FROM PLC)

PLC cyclic output data contains data as described in the tables below.

PLC Output Data Data Type Offset
AckRecvID 2 bytes 0
SendID 2 bytes 2
Reserved 4 bytes 4
SendMsg | Type Uint 8

(IRP Msg | ID Uint 10
Header)

Payload | Up to 952 12
bytes of data

Description

PLC Sets to match PLC.Input.RecvID when ready to
accept new messages.

PLC changes the value to trigger request execution

One of the IRP_Msg_Type Enum
Message specific identification (stamp)

IRP Message payload (Structures described in IRP
Specifications)

Table 9. PLC - IRX200 Data Exchange: PLC Ouput IOMapping.
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7.2.3. MESSAGE EXCHANGE SEQUENCE

Issuing a request
1. Write SendMsg register in IRP_MsgHeader format as per IRP description section.
2. Change Sendld, this will trigger action on the PN device.
3. Wait for AckSendld to match written request.

Reading responses
1. Wait for Recvld to change.
2. Read RecvMsg register in IRP_MsgHeader format as per IRP description section.

3. Set AckRecvld to match Recvld when ready to accept new messages.

The ID's in Sendld and Recvld are unrelated to one another. These values are message specific IDs
(stamps).

7.3. GPIO SUBMODULE

The GPIO submodule simply defines one 16-bit input register and one 16-bit output register which map
to physical 10s. The device will ensure GPIO pin states reflect bits in these registers in both directions.

For the IRX200 device, the registers map as follows:
e bit0: Physical input pin (input)
e bit1: Physical output pin (output)
e  bit8: +24V output (output)
e Dbit9: left LED red channel (output)
e bit10: left LED green channel (output)
e  bit11: left LED blue channel (output)
e  bit12: right LED red channel (output)
e bit13: right LED green channel (output)
e bit14: right LED blue channel (output)

Writing on an input pin does nothing. Reading an output pin shows the state of the physical output pin
and can be used to see when a requested output pin change takes effect.
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7.4. DEVICE PROPERTIES

A virtual submodule with RecordDatalist is provided to allow the PLC to set the device byteorder to match
that of the PLC. On CODESYS these settings can be seen when double clicking the IRX200 device.

Settings
e~ Set All Default Values s [JRead All Values i write All Values
Parameters Value Data Type Allowed Values  Description

Device Properties
Device Properties Enabled True Unsigneds
IRP Message ByteCOrder LiteEndian Unsigneds

Figure 89. Devices properties on CODESYS.

Device Properties Enable: To enable device properties settings from the PLC. While TRUE, device properties
will be set according to values set in the PLC. Device properties default value is FALSE (in which case the
device properties are set according to values in the IRX200 Web Ul).

IRP Message ByteOrder: To switch IRP Message (SendMsg and RecvMsg) between LittleEndian and
BigEndian. If Device Properties Enable is set to true, apply this byte order to all IRP message parameters.
Otherwise use byte order as set in IRX200 Web UL.
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8. IRP — INDUSTRIAL READER PROTOCOL DESCRIPTION

This section describes the Brady Industrial Reader Protocol which is a request/response type message
interface for Brady IRX200 UHF RFID Readers.

Note that all multi-byte data types may be configured to use LittleEndian or BigEndian byte order. This
can be set from the device’'s WebUI under “Industrial” / “Profinet” or by the PLC via Device Properties

(see “7.4. Device properties”).

For the online version of the interface description please see the below site:

https://applicationserver.nordicid.com/irp_docs/

8.1.

All message type names refer to entries within IRP_MsgType enum.

Payload names refer to structs with IRP_MsgPayload_ prefix.

Message type
0x00: Ignore
0x10: GetReaderCapabilitiesReq

0x11: GetReaderConfigReq

0x12: SetReaderConfigReq

0x13: GetlnventoryReadConfigReq

0x14: SetinventoryReadConfigReq
0x15: GetlnventorySelectMaskConfigReq

0x16: SetinventorySelectMaskConfigReq
0x17: InventoryReq
0x18: TagOpSelectMaskReq

Ox1a: TagOpReadReq

0x1b: TagOpWriteReq
Ox1c: TagOpLockReq
0x1d: TagOpKillReq

BRADY Worldwide, Inc. | ©2022 All rights reserved.
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Message payload

ReaderConfig

InventoryReadConfig

InventorySelectMaskConfig
InventoryReq
TagOpSelectMaskReq
TagOpReadReq

TagOpWriteReq
TagOpLockReq
TagOpKillReq

MESSAGE TYPES AND ASSOCIATED RESPONSES

Response type

GetReaderCapabilitiesResp or
ErrorCodeResp on error

GetReaderConfigResp or
ErrorCodeResp on error

ErrorCodeResp

GetlnventoryReadConfigResp
or ErrorCodeResp on error

ErrorCodeResp

GetlnventorySelectMaskConfig
Resp or ErrorCodeResp on
error

ErrorCodeResp
ErrorCodeResp
ErrorCodeResp

TagOpReadResp or
ErrorCodeResp on error

ErrorCodeResp
ErrorCodeResp
ErrorCodeResp
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Ox1e: StopAllReq

0x40: ErrorCodeResp

0x41: GetReaderCapabilitiesResp
0x42: GetReaderConfigResp

0x43: GetlnventoryReadConfigResp

0x44: GetlnventorySelectMaskConfigResp

0x45: TagOpReadResp
0x80: InventoryGlobalVisibilityEvent

0x81: InventoryAntennaVisibilityEvent

0x82: InventoryRssiDeltaThresholdEvent

0x83: InventorySeenCountintervalEvent

8.2. GLOBAL DEFINATIONS

From below tables you will find the global definitions used within IRP.

Brady IRX200 - Getting started with Profinet

StopAllReq

ErrorCode
ReaderCapabilities
ReaderConfig
InventoryReadConfig
InventorySelectMaskConfig

TagOpReadResp

Version 1.0

ErrorCodeResp

Item Value

IRP_REVISION
IRP_MAX_MSG_LEN
IRP_MAX_ANTENNAS
IRP_MAX_EPC_LEN
IRP_MAX_DATA_LEN
IRP_MAX_EPCDATA_LEN
IRP_MAX_SELMASK_LEN
IRP_MAX_CAPSTR_LEN
IRP_MAX_INV_SELMASKS
IRP_MAX_READ_BYTES
IRP_MAX_WRITE_BYTES
IRP_MAX_TIMEOUT_MS
IRP_DEFAULT_TIMEOUT _MS

BRADY Worldwide, Inc. | ©2022 All rights reserved.
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8.3.  ENUM DATA TYPES

From below tables you will find the ENUM datatypes used within IRP.

Name Type

IRP_MsgType uintl6 t
IRP_Direction uint8_t
IRP_ErrorCode uint32_t
IRP_EventMask uint32_t
IRP_InventorySelState uint8_t
IRP_InventorySession uint8_t
IRP_InventoryTarget uint8 t
IRP_RfProfile uint8_t
IRP_SelectAction uint8_t
IRP_SelectTarget uint8_t
IRP_StopFlags uint8_t
IRP_TagBank uint8_t
IRP_PN_StatusMask uint32_t

IRP_MsgType
Name Value ‘
IRP_MsgType_Ignore 0x00
IRP_MsgType_GetReaderCapabilitiesReq 0x10
IRP_MsgType_GetReaderConfigReq 0x11
IRP_MsgType_SetReaderConfigReq 0x12
IRP_MsgType_GetlnventoryReadConfigReq 0x13
IRP_MsgType_SetinventoryReadConfigReq 0x14
IRP_MsgType_ GetlnventorySelectMaskConfigReq 0x15
IRP_MsgType_SetinventorySelectMaskConfigReq 0x16
IRP_MsgType_InventoryReq 0x17
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IRP_MsgType_TagOpSelectMaskReq 0x18

IRP_MsgType TagOpReadReq Oxla

IRP_MsgType_TagOpWriteReq 0x1b

IRP_MsgType_TagOpLockReq Ox1c

IRP_MsgType_TagOpKillReq 0x1d

IRP_MsgType_StopAllReq Oxle

IRP_MsgType_ErrorCodeResp 0x40

IRP_MsgType_ GetReaderCapabilitiesResp 0x41

IRP_MsgType_GetReaderConfigResp 0x42

IRP_MsgType_GetlnventoryReadConfigResp 0x43

IRP_MsgType_GetlnventorySelectMaskConfigResp 0x44

IRP_MsgType_TagOpReadResp 0x45

IRP_MsgType_InventoryGlobalVisibilityEvent 0x80

IRP_MsgType_InventoryAntennaVisibilityEvent 0x81

IRP_MsgType_InventoryRssiDeltaThresholdEvent 0x82

IRP_MsgType_InventorySeenCountintervalEvent 0x83

IRP_Direction

Name Value Comment ‘
‘ IRP_Direction_IN ‘ 1 ‘ Tag arrived ‘
‘ IRP_Direction_OUT ‘ 0 ‘ Tag left ‘

IRP_ErrorCode

Name Value Comment ‘

IRP_ErrorCode_SUCCESS 0

IRP_ErrorCode_ EUNKNOWN 1 Unexpected error received from NurAPI

IRP_ErrorCode_EREVISION 2 Requested revision is newer than installed firmware

IRP_ErrorCode_EINVAL 3 Invalid argument for received message type/revision

IRP_ErrorCode_EBUSY 4

IRP_ErrorCode_EINTERNAL 5 Internal error, eithfétlpg:;;?]grfgsk or Nur module
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IRP_ErrorCode_ EHWERR 20
IRP_ErrorCode_EHIREFLECTIONS 21
IRP_ErrorCode_ELOWVOLTAGE 22
IRP_ErrorCode_EOVERTEMP 23
IRP_ErrorCode_ ETAGNOTFOUND 40
IRP_ErrorCode_ETAGACCESS 41 Wrong password
IRP_ErrorCode. ETAGMEMOVERRUN 42
IRP_ErrorCode_ ETAGMEMLOCKED 43
IRP_ErrorCode_ETAGINSUFPOWER 44
IRP_ErrorCode_ETAGSELECT 45
IRP_ErrorCode_ETAGREAD 46
IRP_ErrorCode ETAGREADPARTIAL 47
IRP_ErrorCode ETAGWRITE 48
IRP_ErrorCode_ETAGWRITEPARTIAL 49
IRP_ErrorCode_ETAGRESP 50
IRP_ErrorCode_ ETAGNONSPECIFIC 51

IRP_EventMask (values must be maskable bit fields)
name Value Comment ‘

Will be triggered when tag appears and

IRP_EventMask_InventoryGlobalVisibility 0x01 disappears (not seen within a defined
timeout).

In addition to above, event will also be

IRP_EventMask_InventoryAntennaVisibility 0x02 triggered when tag changes between
antennas.

Will be triggered when tag's RSSI value

IRP_EventMask_InventoryRssiDeltaThreshold 0x04 changes more than the defined threshold.

Will be triggered when tag has been read as
IRP_EventMask_InventorySeenCountinterval 0x08 many times as defined by interval value (and
multiples of that).

IRP_InventorySelState

Comment

IRP_InventorySelState_All 0 All tags respond, ignoring SL flag
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IRP_InventorySelState_NotSL 2 Only tags with SL de-asserted responds

IRP_InventorySelState_SL 3 Only tags with SL asserted responds

IRP_InventorySession

Item Value Comment
IRP_InventorySession_SO 0
IRP_InventorySession_S1 1
IRP_InventorySession_S2 2
IRP_InventorySession_S3 3

IRP_InventoryTarget

Name Value Comment
IRP_InventoryTarget_A 0 Query tags with inventoried flag set to A
IRP_InventoryTarget_B 1 Query tags with inventoried flag set to B
IRP_InventoryTarget_AB 2 Query tags with inventoried flag set to A or B
IRP_RfProfile
Name Value Comment ‘
IRP_RfProfile_HiSens 0
IRP_RfProfile_Nominal 1
IRP_RfProfile_Fast 2
IRP_RfProfile_HiSpeed 3
IRP_RfProfile_HiSpeed2 4
IRP_SelectAction
Name Value Comment

Matching tags: assert SL or inventoried session flag -> A. Non-
matching: de-assert SL or inventoried session flag -> B

IRP_SelectAction_AO
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IRP_SelectAction_A1 1 Matching tags: assert SL or inventoried session flag -> A. Non-
matching: do nothing

IRP_SelectAction_A2 2 Matching tags: do nothing. Non-matching: de-assert SL or inventoried
session -> B
IRP_SelectAction_A3 3 Matching tags: negate SL or invert inventoried session flag (A->B, B-

>A). Non-matching: do nothing

IRP_SelectAction_A4 4 Matching tags: de-assert SL or inventoried session flag -> B. Non-
matching: assert SL or inventoried session flag -> A

IRP_SelectAction_A5 5 Matching tags: de-assert SL or inventoried session flag -> B. Non-
matching: assert SL or inventoried session flag -> A

IRP_SelectAction_A6 6 Matching tags: do nothing. Non-matching: assert SL or inventoried
session flag -> A

IRP_SelectAction_A7 7 Matching tags: do nothing. Non-matching: negate SL or invert
inventoried session flag (A->B, B->A)

IRP_SelectTarget

Name Value Comment
IRP_SelectTarget_SO0 0
IRP_SelectTarget_S1 1

IRP_SelectTarget_S2

IRP_SelectTarget_S3

HWN

IRP_SelectTarget_SL

IRP_StopFlags

Comment

IRP_StopFlags_ClearEventBuffer 0x01 Remove queued events from the send buffer

IRP_TagBank

Name Comment ‘

IRP_TagBank_Password

IRP_TagBank_EPC 1

IRP_TagBank_TID 2
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IRP_TagBank_User 3

IRP_PN_StatusMask

Name Value Comment
IRP_PN_StatusMask_Busy 0x0001
IRP_PN_StatusMask_CriticalError 0x0002
IRP_PN_StatusMask SendBufFull 0x0004

IRP_PN_StatusMask_DeviceBooted 0x0008

IRP_PN_StatusMask_HeartBeat 0x0010
IRP_PN_StatusMask_TempWarning 0x0020 Throttling RF as temp mitigation
IRP_PN_StatusMask_TempError 0x0040 Pausing RF due to over temp condition

8.4. DATA STRUCTURES

From below tables you will find the data structures used within IRP.

IRP_AntennaConfig

Offset Size Type Item Comment ‘

0 4 uint32_t | antennaMask Deflr_1es the antenna(s) which this configuration is
applied to

4 2 uintl6_t | transitTime Defines the maximum time the reading is performed

6 1 uint8_t | defaultPowerDbm Power_ useq durlng_ inventory. Default power for tag
operations if not defined separately

7 1 uint8_t | tagReadPowerDbm Power used during tag read operations. Set 255 to use
defaultPowerDbm

. . Power used during tag write/lock/kill operations. Set

8 1 uint8_t | tagWritePowerDbm 255 1o use defaultPowerDbm

9 1 uint8_t | inventoryQ Defines _the Q-value used in the inventory. Set O for
automatic

10 1 uint8_t | inventoryTarget Defines the target parameter used in the inventory

11 1 uint8_t | inventorySession Defines the session parameter used in the inventory

12 1 uint8_t | inventoryRounds pefmes the number of round; done within one
inventory cycle. Set 0 for automatic

13 1 uint8_t | reservedO

14 1 uint8_t | reservedl
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15 1 uint8_t | reserved2

Total 16 bytes

IRP_InventoryEventTag

Offset Size Type Name Comment ‘
0 8 uint64 t firstSeenTime Indlce_ltes the time when the tag
— was first seen

8 8 Lint64_t lastSeenTime Indicates the time when the tag
was last seen

16 4 Lint32 t seenCount Indicates how many times the

— tag has been read
20 4 uint32_t freq Tag's reply frequency
24 5 int16 t phaseDiff Tag's reply phase difference
- value
26 1 Uints t antennald ID of the antenna which read
- the tag
27 1 int8 t rssi Tag's re_ply rgcelved signal
- strength indication

28 2 uintl6_t pc Protocol control bits

30 1 uint8_t datalen Length of the data content

31 1 uint8_t epclLen Length of the EPC content

32 128 uint8_t[IRP_MAX_EPCDATA LEN] epcData Tags EPC  (+data if
InventoryRead is enabled)

Total 160 bytes

IRP_InventorySelectMask

Offset Size Type Name Comment ‘

0 1 uint8_t target One of IRP_SelectTarget

1 1 uint8_t action One of IRP_SelectAction

2 1 uint8_t bank One of IRP_TagBank

3 1 uint8_t maskLenBits | Length of the inventory select mask

4 4 uint32_t addressBits | Address of the inventory select mask

8 32 uint8_t[IRP_MAX_SELMASK_LEN] | maskData Inventory select mask

Total 40 bytes
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IRP_MsgHeader
Offset Size Type Name Item ‘
0 2 uintl6 t type One of IRP_MsgType
2 2 uintl6_t id request ID: responses use matching ID, events use zero here
4 2 uintl6 t revision IRP protocol revision
6 2 uintl6 t reserved
8 0 uint8_t[0] | payload
Total 8 bytes

IRP_MsgPayload_ReaderCapabilities

Offset Size Type Name Comment ‘

0 4 int32 t minPowerDbm Minimum power level setting supported by the
- reader

4 4 int32 t maxPowerDbm Maximum power level setting supported by the
- reader

8 4 int32_t stepDb Size of the power adjustment step

. . Defines the operating region. Note that this is pre-

12 1 uint8_t region configured based on SKU and is locked

13 1 Lints t maxNumAntennas Maximum number of antennas supported by the
- reader

14 1 uint8_t readerldLen Length of the reader ID variable

15 1 uint8_t icssFwVersionLen Length of the ICSS firmware variable

16 1 uint8_t rfidFwVersionLen Length of the RFID firmware variable

17 1 uint8_t modelNamelLen Length of the reader model variable

char[IRP_MAX
18 16 [IRP_ ~ | readerld Reader ID

CAPSTR_LEN]

char[IRP_MAX_

34 16 CAPSTR_LEN] icssFwVersion ICSS firmware version
char[IRP_MAX_ . . . .

50 16 CAPSTR_LEN] rfidFwVersion RFID firmware version
char[IRP_MAX_

66 16 CAPSTR_LEN] modelName Reader model

82 1 uint8_t irpRevision

83 1 uint8_t reservedl

Total 84 bytes
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IRP_MsgPayload_ReaderConfig

Offset Size Type Name Comment ‘
0 2 uintl6 t tagReadTimeoutMs Set 0 to use IRP_DEFAULT_TIMEOUT_MS
2 2 uintl6_t tagWriteTimeoutMs Set 0 to use IRP_DEFAULT_TIMEOUT_MS
4 2 uintl6 t tagLockTimeoutMs Set 0 to use IRP_DEFAULT_TIMEOUT_MS
6 2 uint16_t tagKillTimeoutMs Set 0 to use IRP_DEFAULT_TIMEOUT_MS
8 1 uint8_t rfProfile Defines the used RF-profile.
Defines minimum signal strength for tag's
9 1 int8_t inventoryMinRssi inclusion in inventory operation. Set 0 to
disable.
10 1 ints_t tagOpMinRssi Defines minimum signal strength for tag's

inclusion in tag operation. Set 0 to disable.

The  number of unique  antenna

H 1 uint8_t numAntennaConfigs configurations which will be set to the reader

IRP_AntennaConfi
12 512 | g[IRP_LMAX_ANTE | antennaConfigs
NNAS]

Total 524 bytes

IRP_MsgPayload_ErrorCode

Offset Size Type Name Comment

0 4 Uint32_t errorCode One of IRP_ErrorCode

Total | 4 Bytes

IRP_MsgPayload_InventoryReq

Offset Size Type Name Comment ‘

0 4 uint32_t antennaMask Defines which antenna(s) to be used for reading

4 4 uint32_t cycleTimeMs Deflnes the minimum time between sequential
inventory operations

8 4 uint32_t stopTagLimit !f set, reading will stop when set number of tags
is found

12 4 uint32_t stopCycleLimit ]f set, reading W|_II stop when set number of
inventory operations is done

16 4 uint32_t stopStaticTimeoutMs If set, reading will stop when set time is expired
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If set, reading will stop when no new tags found

20 4 uint32_t stopNoNewTagsTimeoutMs within the defined timeout
24 4 uint32_t eventMask Multiple of IRP_EventMask
. . Defines the timeout used by the visibility and

28 4 uint32_t eventTagTimeoutMs antenna events
Defines the antenna(s) which will be considered

32 4 uint32_t eventAntennaMask when generating inventory antenna visibility
events

36 1 uints._t eventRssiThreshold Defines the RSSI threshold which triggers the

RSSI threshold event

Defines the seen count interval which triggers

37 1 uint8_t eventSeenCountinterval

— the seen count event
38 1 uint8_t reserved0
39 1 uint8_t reservedl

Total | 40 bytes

IRP_MsgPayload_InventorySelectMaskConfig

Offset Size Type

Comment

SelectMask is active if enabled

0 ! UigeL and numSelectMasks > 0

1 1 uint8_t inventorySelState One of IRP_InventorySelState

2 1 uint8_t reservedO

3 1 uint8_t numSelectMasks range: 0..IRP_MAX_INV_SELMASKS

IRP_InventorySelectMask[IRP
_MAX_INV_SELMASKS]

selectMasks

Total 324 bytes

IRP_MsgPayload_InventoryReadConfig

Offset Size Type Name Comment ‘
0 1 uint8 t enabled Enable or disable the inventory read functionality

1 1 uint8_t bank One of IRP_TagBank

2 1 uint8_t reserved0

3 1 uints._t readLenBytes V[\)/ﬁgreez ;:IE read length. Must be even. Set 0 to read
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4 4 uint32_t | addressBytes Defines the read address. Must be even

Total | 8 bytes

IRP_MsgPayload_TagOpSelectMaskReq

Offset Size Type name Comment
. SelectMask is active if enabled and

0 1 uint8_t enabled numSelectMasks > 0

1 1 uint8_t bank One of IRP_TagBank

5 2 Uintl6 t maskLenBits Length of the tag operation select
- mask

4 4 Lint32 t addressBits Address of the tag operation select
- mask

8 32 uint8_t[IRP_MAX_SELMASK_LEN] maskData Tag operation select mask

Total | 40 bytes

IRP_MsgPayload_TagOpReadReq

Offset Size Type Name Comment ‘

0 4 Uint32 t | antennaMask Defmes_ the used antenna(s) for the operation. Set O to use
- all configured antennas

4 4 uint32_t | accessPasswd Tag access password. Set 0 to disable

8 1 uint8_t bank One of IRP_TagBank

9 1 uint8_t reserved0

10 1 uint8_t reservedl

11 1 uints._t readLenBytes Eae:Qes the read length. Must be even. Set 0 to read whole

12 4 uint32_t | addressBytes Defines the read address. Must be even

Total | 16 bytes
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IRP_MsgPayload_TagOpReadResp

Offset Size Type Name Comment ‘
0 2 uintl6_t numReadBytes
2 510 | uint8_t[IRP_MAX_READ_BYTES] | readBytes

Total | 512 | bytes

IRP_MsgPayload_TagOpWriteReq

Offset Size Type Name Comment ‘
Defines the used antenna(s) for the

0 4 uint32_t antennaMask | operation. Set 0 to use all configured
antennas

4 4 uint32_t accessPasswd | Tag access password. Set 0 to disable

8 1 uint8_t bank One of IRP_TagBank

9 1 uint8_t reserved0

10 2 uintl6_t writeLenBytes | Defines the write length. Must be even

12 4 uint32_t addressBytes | Defines the write address. Must be even

16 510 | uint8_t[IRP_MAX_WRITE_BYTES] writeBytes Write data

Total | 526 | bytes

IRP_MsgPayload_TagOpLockReq

Offset Size Type Name Comment ‘
0 4 uin32_t | antennaMask aDL”eggﬁz gtUreegsaeri ::rgzrsma(s) for the operation. Set 0 to use
4 4 uint32_t | accessPasswd Tag access password

8 2 uintl6_t | mask

10 2 uintlé_t | action

Total | 12 bytes
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IRP_MsgPayload_TagOpKillReq

Offset Size Type Name Comment

Defines the used antenna(s) for the operation. Set 0 to use

0 4 uint32_t = antennaMask .
all configured antennas

4 4 uint32_t | killPasswd Tag kill password. Required

Total 8 bytes

IRP_MsgPayload_StopAllReq
Offset Size Type Name Comment

0 1 Uint8_t  stopFlags Multiple of IRP_StopFlags

Total 1 bytes

IRP_MsgPayload_InventoryAntennaVisibilityEvent

Offset Size Type Name Comment

0 8 uint64_t timestamp MS resolution of UNIX time (UTC)
8 160 | IRP_InventoryEventTag | taginfo

168 1 uint8_t antennald range: 1..IRP_MAX_ANTENNAS
169 1 uint8_t direction One of IRP_Direction

170 1 uint8_t reservedO

171 1 uint8_t reservedl

172 1 uint8_t reserved2

173 1 uint8_t reserved3

174 1 uint8_t reserved4

175 1 uint8_t reserved5

Total 176 | bytes

IRP_MsgPayload_InventoryGlobalVisibilityEvent

Offset Size Type Name Comment ‘
0 8 uint64_t timestamp MS resolution of UNIX time (UTC)
8 160 IRP_InventoryEventTag | taginfo
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168 1 uint8_t direction One of IRP_Direction
169 1 uint8_t reserved0

170 1 uint8_t reservedl

171 1 uint8_t reserved2

172 1 uint8_t reserved3

173 1 uint8_t reserved4

174 1 uint8_t reserved5

175 1 uint8_t reserved6

Total 176 bytes

IRP_MsgPayload_InventoryRssiDeltaThresholdEvent

Offset Size Type Name Comment
0 8 uint64 t timestamp MS resolution of UNIX time (UTC)
8 160 IRP_InventoryEventTag | taginfo

168 1 int8_t prevRssi

169 1 uint8_t reservedO

170 1 uint8_t reservedl

171 1 uint8_t reserved2

172 1 uint8_t reserved3

173 1 uint8_t reserved4

174 1 uint8_t reserved5

175 1 uint8_t reserved6

Total 176 bytes

IRP_MsgPayload_InventorySeenCountintervalEvent

Offset Size Type Name Comment ‘
0 8 uint64 t timestamp MS resolution of UNIX time (UTC)

8 160 IRP_InventoryEventTag | taginfo

168 4 uint32_t prevSeenCount

172 1 uint8_t reservedO
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173 1 uint8_t reservedl
174 1 uint8_t reserved2
175 1 uint8_t reserved3
Total 176 bytes
IRP_PN_PropertiesStruct
Offset Size Type Name Comment ‘
0 1 uint8_t enabled 0: false, 1: true. Must be first byte.
1 1 uint8_t byteOrder 0: native, 1: swap
Total 2 bytes
IRP_PN_DeviceStatus
Offset Size Type Name Comment ‘
0 2 uintl6_t statusMask Multiple of IRP_StatusMask
> > uint16._t numMsgsWaiting Number of messages on device waiting to
be read
Total 4 bytes
IRP_PN_RecvStruct
Offset Size Type Name Comment ‘
0 > uint16._t acksendld Device sets to match Send ID when ready
to accept new requests
> > Uint16 t recvld Dev_|ce changes value when new message
- available
4 4 uint32_t reserved
8 8 IRP_MsgHeader recvMsg Contents follow IBP_M.ngeaderformat in
IRP message specification
Total 16 bytes
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IRP_PN_SendStruct
Offset Size Type Name Comment ‘

PLC sets to match Receive ID when ready

0 2 uintl6 t ackRecvld
to accept new messages

PLC changes value to trigger request

2 2 uintl6 t sendld .
- execution

4 4 uint32_t reserved

Contents follow IRP_MsgHeader format in

8 8 IRP_MsgHeader sendMsg IRP message specification

Total 16 bytes
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9. VERSION HISTORY
Version Date Modifications
1.0 05.04.2024  Initial release to match the Profinet firmware V1.0.0
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