N
Doc

network documentation

Installation Guide

Last Revision: Oct 03, 2005

_Page 1-



Contents

BEfOIE YOU BOOIN. ...ttt ettt et e e e e e e ettt e e e e e e e e s nb b e bee e e e e e e e annbeaeeeeaaeaaaan 2
INSTAIIALION OVEIVIEW ....coiiiiiieiieeie ettt ettt e e e e ettt e e e e e e e e s s bt e b e e e e e e e e e annbseeeeaaaeeaannns 2
Installation for Microsoft Windows 2000®, Windows 2003®, and Windows XP Professional®...... 3
Create the SQL Server Database........c.iiii it e e errr e e e e e e e s snbraeeeeeeeaennnes 3
Configure SQL SEIVEI SECUITY .....uuuviiiiiee e i i ittt e e e e s e e e e e e e e s s st e e e e e e e s s tr e e e e eaeessasannreneeaaeens 5
Add the Database USEr in SQL SEIVET .......uuiiieiiiiiiiiieie e e s sesctreee e e e s s ssbrree e e e e e s s s sanraeeeeaeesaananns 6
LO70] a1 T 8T 1 SR 9
Configuration for WindoWs 2003 ........cooiieiiiiiiiieee e ceeer e e e e e s s st r e e e e e s s ssnnaeeeeesaeeesnnnnnreneeeaees 9
Configuration for WIindows 2000 ............eieiiuiiieiiiiiee ittt e e s ibne e e eneee 10
CONFIGUIE IS SECUNLY ...eeeiiuiiiie ettt ettt e s st e e e st e e e s aabr e e e e annbeeeeaneee 12
Connect to the SQL Server Database ..........ocuuiiiiiiie ettt e e s nnreaaeeeee s 14
CrEALE @ CONTACT ..eeeiiiiiiieiiieiiiee ittt ettt ettt ettt ettt ettt e bttt et e b et e et e sttt s s 15
SECUNNLY CONTIGUIATION ......eeieiiiieee ittt ettt e e e e et e e e e e e s e bbb e e e e e e e e e e aannbeeeeeas 15

Before You Begin

This guide will help the administrator install Netdoc, configure 1S, and set up SQL
Server so Netdoc will function properly. Additional help and information maybe found at
www.bradyid.com on the Online Knowledge Base. It's important to consult you Network
and Database administrator before performing any installation. This guide is a basic set
up structure. The administrators may require addition settings for security purposes.

¢ Internet Information Services (IIS), SQL Server 2000 or greater, and .NET
Framework 1.1 or higher is required for the NetDoc application to operate.
Ensure these software packages are installed before going any further.

NOTE: Microsoft's .NET Framework is essential for the NetDoc
application to operate properly with IIS. For that reason, we strongly
suggest (re)installing the .NET Framework before configuring anything.
The .NET Framework can be downloaded from www.microsoft.com.

e The person doing the installation will need to be an administrator. This person
will be responsible for configuring 11IS and SQL and will need the rights to do so.

e |tis strongly recommended that a database administrator handle the SQL portion
of the installation to ensure database security and integrity.

o Refer to the Netdoc User Guide for complete system requirements.

Installation Overview
To complete the installation and setup of the NetDoc application, you will:
1. Install Netdoc on your IIS server.
2. Create the SQL Server Netdoc database to store the data.
3. Configure the SQL Server security. (optional)
4

Configure the 1IS to display Netdoc on an Intranet.
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5.
6.
7.

Connect Netdoc IS to Netdoc SQL Server.
Add Netdoc users to view and administrate the software.

Configure the way Netdoc security allows people to log in. (optional)

Installation for Microsoft Windows 2000®, Windows 2003®, and
Windows XP Professional®

The NetDoc application uses a Microsoft SQL Server database that is installed on your
server (see Create the SQL Server Database). Client machines use the NetDoc
application via the web browser. Below are the setup instructions for setting up the
NetDoc application on the server:

1.

Insert the NetDoc CD into the CD-ROM drive. The install screen appears. (If the
install does not start automatically, select Run from the Start menu, type
D:\setup.exe and skip Step 2.)

Click Install NetDoc.

The NetDoc InstallShield Wizard screen appears, extracting files for the
installation. Click Next.

Accept the End User License Agreement (EULA) to continue. If you decline the
agreement, the software will not install.

Enter your User Name, Organization, and Serial Number. The serial number is
located on the inside cover of the DVD case. Click Next.

The Choose Destination Location screen appears showing the default directory
where the NetDoc application will be installed. If you don’t want to use the default
directory, click Browse to select an alternate installation location for the NetDoc
application.

Note: Brady recommends that you use the default installation directory location.
Not doing so may result in additional 1IS configuration steps.

Click Next.

The Setup Type screen appears. Select Install (databases on server). Click
Next.

The installation process begins. The progress of the installation shows on the
display bar.

10. The final screen appears when the installation is complete. Click Finish.

Create the SQL Server Database

1.

From the Start menu, choose Programs, then Microsoft SQL Server. Click
Enterprise Manager.

Locate the SQL Server group where the NetDoc database will reside, for
instance, SQL_TEST_SERVER.
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10.

11.

12.

Open the database folder, then either right-click on Databases, or choose New
Database from the Action menu.

The Database Properties window appears. Under the General tab, enter a name
for the database in the Name field and click OK. Make a note of the name, as
you will need it later.

Expand by the database tree clicking the (+) symbols and select the database
you just created.

Click the Tools menu and select SQL Query Analyzer.
Click the File menu and select Open.

In the Open Query File dialog box, browse to the NetDoc installation location you
selected in Installation for Microsoft Windows 2000®, Windows 2003®, and
Windows XP Professional®. The default location is
C:\Inetpub\wwwroot\NetDoc.

In the root of the NetDoc directory, click the NetDoc.sql file, then click Open.
Click Execute Query.

) SOL Query Analyzer - [Query - GHO-HAB28.NDTest.NAMERIC  fiumefan - C:\ Inetpub’,wwwroot' NetDoc'NetDoc.sql]

m File Edit CQuery Tools Window Help

—1o/x]
IR

B-EEE | R o (3|

[/ NDTest - IEEIEEM
Obiject Browser il
lm —- ldded fields LissetTypeZ,

CREATE TAELE [dbo].[45 thlhssets] |

Attribute? .. Atcributeld to A3 _thllssets

S GHO-HARZR [AssetID] [int] IDENTITY (1, 1) NOT NILL,
"'G P MetDoe [IMAP1xEey] [int] NILL,

U master [AssetMumber] [nvarchar] (50) NULL,
U model [AszetName] [rvarchar] (50 NULL,
-1 medb [AsserType] [int] NULL,

-1 NDTest [AssetTypez] [nvarchar] (S0) NULL,

G netdacham [Manufacturer] [hvarchar] [(50) NULL,
- Notthwind [Receivedfrom] [nvarchar] (50) NULL,
- pubs [Receiptdate] [nvarchar] (507 NULL,
- [ tempch [DepreciationID] [int] NULL,

CI Common Objects [Usefullife] [int] NILL,

£-(] Configuration Furctior [Originalvalue] [nvarchar] (25 NULL,
(3 Cursor Functions [Salvagevalue] [nvarchar] (251 HULL,
(3 Date and Time Funct [OShddress] [avarchar] (50] HULL,
-0 Mathematical Functior [IPAddress] [nvarchar] (50] HULL,
B-( ) Aggregate Functions [PortsFront] [inc] NULL,

-] Matadata Functions 4| I

-/ Security Functions
(- Stiing Functions
D System Functions
D System Statistical Fun
[:l Text and Image Funct
(2 Rowset

(20 System Data Types

(1 rowizs) affected)
(1 row(s] affected)
(1 row(s] affected)
(1 rowis) affected)

(1 row(z) affected)

T

or”

‘ | 1 Giids Messaggl
. =~
’EiﬂhleclSI! Templates =, GHO-HABZS (8.0) [NAMERICAVfiumefan (52) [NDTest [0:00:05  [Orows Lnl, Coll

| |Cunnectiuns: 1 LM v

Confirm that “Query batch completed” is shown at the bottom of the screen. If
you receive an error, please consult with Microsoft's SQL 2000 Server User
Guide.

Click Exit on the File menu to close the Query Analyzer.
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Configure SQL Server Security

1. Startthe SQL Server Enterprise Manager by going to Start, Programs, and
SQL 2000 Server in the windows start menu.

2. Right click the name of your SQL server, then click Properties.

Ii.;“ SOL Server Enterprise Manager

Console  Window  Help

Tm Console Root'\Microsoft SQL Servers'SOL Server Group'{local) (Windows NT)

Ja:tion Wiegw  Tools |J1--D||x|@“%lﬁ|’\|arf £ sg)

Tree | {local) (Windows T} & Items
S 00D DD O &
E!-- Microsoft SQL Servers
ﬁ SGL Server Group Databases Data Management  Replication Security Suppork Meta Data
E--& Ik T Transforma... Services Services

B[] Databases

4l stored Procedurt
7 Users
fi Roles

(=] Rules

[ Defaules

- & User Defined Dat
B User Defined Fur
lorthwind

ubs

[]-- tempdb

7L Data Transformation Ser
7] Management

71 Replication

7-_] Security

#-((] Support Services

(1] Mets Data Services

B
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3. Click the Security tab. Under Authentication in the Security section, make
sure that SQL Server and Windows is selected.

SQL Server Properties (Configure) - (local) il

Server Settings I [atabaze Sethings I Replication | Active Directory
General I M emary I Processor Security | Cohhections

— Security

SOL Server provides authentication based on Windaws
accounts and a named SOL Server login ID and password,

Authentication:

" Windows anly

Audit lewvel:
% Mone " Failure
" Sucocess Al

— Startup zervice account

Start and run SAL Server in the following account;
Ia b

" System account

% This aooount [DOMAIN:Login
Password: Im

0K I Cancel | Help |

4. Under Startup service account, select this account and enter the name and
password of a local administrator account. If you don’t have the administrator
account information, please contact your IT department.

5. Click OK to close the Properties dialog box.

6. You are now finished configuring the SQL server security. Close the SQL Server
Enterprise Manager.

Add the Database User in SQL Server

Note: This section provides general guidelines for establishing new database securities
with in the SQL server. Please follow these instructions as a guideline. A database
administrator should perform all SQL configurations due for security purposes.

1. Start the SQL Server Enterprise Manager by going to Start, Programs, and
SQL 2000 Server in the windows start menu.

2. Expand the tree to show your NetDoc database.
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Console  Window  Help

"ii SOL Server Enterprise Manager

=& x|

J Action  Wiew  Tools |J & o=

Tree I

L1 Console Root

18 Microsoft 5L Servers

E-45 5QL Server Group
EH-y tocal) (Windows NT)

-] Databases

JP MetDoc

master

model

msdb

hOTesk

netdocham

User Defined Dat
User Defined Fur

&

& Morthwind
[+ pubs
[+ tempdb

t D Data Transformation Ser
-] Management

#1-7 Replication

1- Securicy

{1 Support Services

(L] Meta Data Services

Users 2 Ttems

Mame 7/ | Login Kame | Database Access |
f7dba MAMERICA. .. Permit

%mnrganhr morganbr Perrmit

4

3. Right click on Users and select New Database User.
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4. For the Login name field, click the down arrow and select <new>.

Database User Properties - New Liser il

General |

Login name: || ﬂ Bermizzions. . |

) -~
User name: BUILTIMAdmikistrators |

NAMERICANPHillJi

Database role membership: | Phillii e
4 &

Permit in [ atabaze Role -

db_owner
db_accessadmin
db_zecurityadmin
db_ddladrin
db_backupoperator
db_datareader
db_datawariter
db_denpdatareader

OooOoOoOoOoood

db_derpdatawriter

-
Froperties... |
QK. I Cancel | Help |

5. When the SQL Server Login Properties — New Login dialog box appears, type
the new login name you want and select SQL Server Authentication. Then
enter a password. Make a note of the name and password you entered, as you
will need this later. Click OK.

S0L Server Login Properties - New Login ﬂ

General I Server Holesl Database Accessl

% Mame: netdoc

Authentication

" Windows duthentication

[ it j

Security access:

% Grant access

' Deny access

% S0L Server Authentication

I PBassword: I ******

Defaults

Specify the default language and database for this login.

Database: I master j

Language: I <Default: j

ak I Cancel | Help |
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6. Inthe Database User Properties dialog box, click the down arrow next to Login
name and select your newly added name. Check the db_owner checkbox, then
click OK.

Database User Properties - New User 5[

General |

Login hame: Inetdoc j Bermizsions,.. |

User name: Inetdoc

Databasze role membership:

Permit in Database Role [=]
W public

db_acceszadmin

1 db_securityadmin
1 db_ddladmin

[1 db_backupoperator
[ db_datareader

(1 db_datawriter

1 db_denpdatareader
[ db_denydatawiter

[ -]
Froperties. .. |

oK I Cancel | Help |

7. You should now see your newly added user in the main pane of the SQL Server
Enterprise Manager window. You can now close the SQL Server Enterprise
Manager.

Configure lIS

Make sure you complete this step before attempting to connect to the database; without
configuring IS first, users will not be able to connect to the database (see Connect to the
SQL Server Database).

Configuration for Windows 2003

1. Launch Windows Explorer.

2. Browse to the NetDoc installation location. The default location is
C:\Inetpub\wwwroot\NetDoc.

3. Right-click on the NetDoc folder and select Properties.

4. Select the Security tab.
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5. Select the IIS_WPG user.

NetDoc Properties ﬂ ﬁl

Generall Sharing  Security |W’eb Shalingl Eustomizel

Group or user names:

!ﬁ Administratars [GHO-TS-SERVERWAdministrators)

ﬁ Internet Guest Account [GHO-TS-SERVERMUSR_GHO-T. .
€7 SYSTEM
m Usgers [GHO-TS-SERVER U zers)

Add... | Bemave |
Pemissions for I15_\WPGE Al Deny
Full Corntral O o =
b ocdify a O
Read & Execute O
Ligt Folder Contents O
Read O
Wiite O LI

For special permizzions or for advanced settings, Advanced |
click Advanced. —
(] I Catcel | Apply |

6. Select the Write check box in the Allow column in the Permissions area.
7. Click Apply, then click OK.

Configuration for Windows 2000
1. Launch Windows Explorer.

2. Browse to the NetDoc installation location. The default location is
C:\Inetpub\wwwroot\NetDoc.

Right-click on the NetDoc folder and select Properties.
Select the Security tab.
Click the Add button.

o o M W

In the Select Users or Groups dialog box, select the ASPNET user and click the
Add button.
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1 Select Users or Groups 21x|

Look irn: j
Mame | In Falder =]
€7 TERMINAL SERVER USER
€7 Administrator GHO-HAS2E
€ ASPNET GHO-HAB2E
B, Gusst GHO-HAS28 J
€ 1USR_GHO-HAS23 GHO-HAR2E
€7 Iwiah_GHO-HAB2E GHO-HAGZS
W8 A dministrators GHO-HAg28 i

addl | | Chesk Names

<< Type names separated by semicolons or chooze from list »»

)8 I Cancel

4

7. Click OK.

8. On the Security tab, select the Write check box in the Allow column in the
Permissions area.

NetDoc Properties ﬂ ﬁl

Generall Wwieb Sharingl Sharing Security I

Mame |

Add..
Bemove |

74

€8 SvSTEM

Permizzions: Lillow Dery

Full Cantral

b ocdify

Read & Execute
List Folder Contents
Read

Wirite

Advanced... |

i~ Allow inheritable permizsiot: fram parent to propagate ta this

object
Ok I Cancel | Apply

9. Click Apply, then click OK.

EEEEOO
OooOoooo

10. You are now finished configuring the folder permissions. You can close
Windows Explorer.
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Configure IIS Security

1. From the Start menu, select Control Panel, select Administrative Tools, and
open the Internet Services Manager.

2. In the tree, locate the Internet Information Services name. Below should be the
name of your server. Make a note of this name, as you will need it later.

3. Expand your server name, then expand the Default Web Site option. Right-click
NetDoc and select Properties.

?';f Internet Information Services =12 ﬂ

| ation wow || > [B[m| X FRE @[] = 0|

Tree I

3 Internet Information Services =
=1 * gho-hagzs
- Default FTP Site
1) Default Web Site
: Scripks
TISAdrnin
I155amples
MSADC
1I5Help
£ Wwebpub
G _wti_bin
G CrystalReportiebFol

] g Printers

. =% 1c
{1 Ahout
{2 Asset
{1 Backbone
-3 bin
-1 Datasource
-1 Firestop
=-{Z] Grounding
&-{Z0 HorizLink.
-] images
-0 Include
-1 Module
{23 Pathway
[:I Reports
-3 splice
@[ TermHardware —
{0 TestData
E-{] Tree
{0 User
{1 WehControl
{1 WebHelp
-0 _coreClass
[:I _careFarm
{3 _coreModule
0 _elements

F-L0 _Tools -
N
K _’|_I

-

Tame

| Path

| Skatus | .

Cabout

asset

[(Backbone

(bin

([Datasource

D Firestop

([ Grounding

([CAHorizLink

D images

[inchude

(AmModule

CAPathway

D Reports

C5plice

[ TermHardware

[ Testpata

i =

(user

CAwehContral

(A webHelp

L _roretlass

D _careFarm

@ _coreModule

@ _elements

@ _Tools

@ _whi_cnf

[0 _vhi_pwvt

(20 _whi_script

[

@ About,aspx

@ bradyImpartTemp...

@ calendar.asp

@ calendar. aspx

@ calendar. js
hangePassword, ..
DataSource. xml

@ default, aspx

@ Global,asax

=
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4. In the NetDoc Properties dialog box, ensure that the Application Protection
setting is set to Low.

NetDoc Properties ﬂil

HTTP Headers | Custom Ermors I Server Extensions I
Wirtual Directory | Documents I Drirecton Security

When connecting bo this resource, the content should come from:

& 4 directon [ocated on this computer

" & share located on another computer
A redirection to a AL

Local Path: IE: nnetpubtuwrooth i et och Brovese... |

[ Script source access [+ Log visits
¥ Bead ¥ [ndex this resource
[ “ite

[ Directory browsing

Application Settings

Application name: I Remaowve |

<

Starting point: <Default Web Sitex\NetDac
J Canfiguration. . |

Execute Permissions: |Scri|:-ts and Executables hd

Application Protection: ILow (115 Pracessz) j Uriload |

QK. I Cancel | Lpply | Help |

5. Click the Directory Security Tab.

NetDoc Properties ﬂil

HTTP Headers I Custom Ermors | Server Extensions |
virtual Directory | Docurments Directony Security

—Anonpmols access and authentization control

Enable anonyrmous access and edit the
w authentication methods for this resource.

=

r|F address and domain name restictions

@ Grant on deny access to this resource using

IF addresses o internet domain names,
Edit... |

— Secure communication:
Require secure communications and 5 Certificat
enable clisnt certificates when thiz SEINEN SEMIERE!. |
esouIce is accessed. . o
Wiew Certificate, . |
Edit... |

QK. Cancel | Lpply | Help |
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6.

In the Anonymous access and authentication control section, click the Edit
button. The Authentication Methods dialog box appears.

%

Mo uzer name/pasaword required fo access thiz resource.

Aooount uzed for anonpmoLs aocess: Edit,.. I

—&uthenticated acoess

Faor the fallawing authenticaton methods, uzer name and pazswaord are
required when

- ahonymoLE access i dizabled, of

- access & restncted wsing M TES accezs control lists

[ Basic authentication [password is zent in clear text]

Select a defaulk domain: Edit... I

[ Digest authentication for Windows domain servers
V¥ Integrated 'Windows authentication

T Cancel | Hep |

(Windows 2000 Server example)

Make sure Anonymous access is checked as well as Integrated Windows
authentication. Everything else can remain as is. Click OK.

Click OK again to close the NetDoc Properties dialog box.

Close the Internet Information Services window. You are now finished

configuring IIS security.

Connect to the SQL Server Database

Note: It's important to disable any pop-up blocker programs. Netdoc may not function

properly with pop-up blockers.

1.
2.
3.

Launch Internet Explorer.

Type http://(Server Name)/Netdoc in the browser address field.

Press Enter or click the Go button in the browser. The Netdoc login website

should appear.

Click Select Database. A pop up window titled Netdoc Data Source should

appear.
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5. Enter the name of the Server, Database, User name (see Add Database User
to SQL), and Password. This is the information you noted earlier when you
created the SQL server database and added the database user to the server.

6. Click Connect. The Netdoc Data Source dialog box closes and the Home Page
appears, displaying the connected database.

Create a Contact (optional)

Note: You will need to create a contact before you configure how users log in. Contacts
will be users who will be able to view the content of Netdoc, and Administrators who are
able to add, edit, and delete the information.

1. In Internet Explorer, go to the NetDoc Home Page and click Companies under
the Setup menu on the right. The Company Info page appears.

2. Click the Add button and a white text box will appear.

3. Enter the Company Name, Address, City, State, Zip Code, and Phone
Number.

4. Click the Save button and close the Window by pressing the “x” on the top right
hand corner.

5. Click the Launch Application link and the cable infrastructure screen will
appear.

6. Select Contacts from the drop-down menu on top.
7. Click the Add button.

8. Your first user should be the over all administrator of the product. He will be the
one responsible for maintaining access to Netdoc. Enter the information for the
contact.

9. Create a User Name and Password.
10. Check the Administrator check box.
11. Click Save.

12. You can now use this new user login information to access Netdoc. Repeat
steps 6-11 for each administrator.

13. Close Internet Explorer.

Security Configuration

This section is to configure the way you log into Netdoc. There are three basic options;
No login (none), Netdoc controlled login (forms), Windows/Netdoc control login
(windows). For ease of use, Brady suggests using the Forms option for Authorization
Mode and Authentication. This will allow NetDoc to manage the passwords.

Configuring security requires three settings to reflect the correct mode: Authorization
Mode, Authentication, and User Access. These settings already exist in lines in the
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Web.Config file shipped with the software. (The file can be found in the root of the web
where it was installed.)

To access the settings, open the Web.Config file using Notepad or any other text editor
and locate the lines listed below. See Setting Security for a description of settings and
user types and instructions for accessing and implementing settings correctly.

NOTE: Authentication Mode values are case sensitive.

1. Authorization Mode:
<add key="AuthMode" value="xxx" />
Valid values for xxx are: None, Forms, Windows

2. Authentication:
<authentication mode= "xxx"/>
Valid values for xxx are: None, Forms, Windows

3. User access:

a) Setting for None/Forms:

<allow users="*" /> <!-- Allow all users -->
<l--deny users="?" /--> <I-- Deny all users -->

b) Setting for Windows
<l--allow users="*" /--> <!-- Allow all users -->
<deny users="?" /> <!-- Deny all users -->
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