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Copyright and Trademarks

Disclaimer

This manual is proprietary to Brady Worldwide, Inc. (hereafter “Brady”), and may be revised from time
to time without notice. Brady disclaims any understanding to provide you with such revisions, if any.

This manual is copyrighted with all rights reserved. No portion of this manual may be copied or
reproduced by any means without the prior written consent of Brady.

While every precaution has been taken in the preparation of this document, Brady assumes no liability
to any party for any loss or damage caused by errors or omissions or by statements resulting from
negligence, accident, or any other cause. Brady further assumes no liability arising out of the
application or use of any product or system described, herein; nor any liability for incidental or
consequential damages arising from the use of this document. Brady disclaims all warranties of
merchantability of fitness for a particular purpose.

Brady reserves the right to make changes without further notice to any product or system described
herein to improve reliability, function, or design.

Trademarks
V1400 Cradle Base is a trademark of Brady Worldwide, Inc.

Microsoft, Windows, Excel, Access and SQL Server are registered trademarks of Microsoft
Corporation.

CompactLogix, ControlLogix, & PLC-5 are registered trademarks of Rockwell Automation, Inc.
EtherNet/IP is a trademark of the ODVA. MicroLogix, RSLogix 500, and SLC are trademarks of
Rockwell Automation, Inc. Microsoft, Windows, and Internet Explorer are registered trademarks of
Microsoft Corporation. BACnet® is a registered trademark of American Society of Heating,
Refrigerating and Air-Conditioning Engineers (ASHRAE). All other trademarks and registered
trademarks are the property of their holders.

All brand or product names referenced in this manual are trademarks (™) or registered trademarks (®)
of their respective companies or organizations.

© 2025 Brady Worldwide, Inc. All Rights Reserved.
Revision B

Brady Worldwide, Inc.

6555 West Good Hope Road
Milwaukee, WI 53223
bradyid.com
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Brady Warranty

Our products are sold with the understanding that the buyer will test them in actual use and determine
for themself the adaptability to their intended uses. Brady warrants to the buyer that its products are
free from defects in material and workmanship, but limits its obligation under this warranty to
replacement of the product shown to Brady’s satisfaction to have been defective at the time Brady sold
it. This warranty does not extend to any persons obtaining the product from the buyer.

THIS WARRANTY IS IN LIEU OF ANY OTHER WARRANTY, EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, ANY IMPLIED WARRANTY OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE, AND OF ANY OTHER OBLIGATIONS OR LIABILITY ON BRADY’S PART.
UNDER NO CIRCUMSTANCES WILL BRADY BE LIABLE FOR ANY LOSS, DAMAGE, EXPENSE
OR CONSEQUENTIAL DAMAGES OF ANY KIND ARISING IN CONNECTION WITH THE USE, OR
INABILITY TO USE, BRADY’S PRODUCTS.

Real Time Automation, Inc. warrants that this product is free from defects and functions properly.

EXCEPT AS SPECIFICALLY SET FORTH ABOVE, REAL TIME AUTOMATION, INC. DISCLAIMS ALL
OTHER WARRANTIES, BOTH EXPRESSED AND IMPLIED, INCLUDING BUT NOT LIMITED TO
IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR APPLICATION.
THIS LIMITED WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS. YOU MAY ALSO HAVE OTHER
RIGHTS, WHICH VARY FROM STATE TO STATE.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the
many variables and requirements associated with any application, Real Time Automation, Inc. cannot
assume responsibility or liability for actual use based on the examples and diagrams. Except as specifically
set forth above, Real Time Automation and its distributors and dealers will in no event be liable for any
damages whatsoever, either direct or indirect, including but not limited to loss of business profits, income, or
use of data. Some states do not allow exclusion or limitation of incidental or consequential damages;
therefore, the limitations set forth in this agreement may not apply to you.

No patent liability is assumed by Real Time Automation with respect to use of information, circuits,
equipment, or software described in this manual.

Government End-Users

If this software is acquired by or on behalf of a unit or agency of the United States Government, this provision
applies: The software (a) was developed at private expense, is existing computer software, and was not
developed with government funds; (b) is a trade secret of Real Time Automation, Inc. for all purposes of the
Freedom of Information Act; (c) is “restricted computer software” submitted with restricted rights in
accordance with subparagraphs (a) through (d) of the Commercial “Computer Software-Restricted Rights”
clause at 52.227-19 and its successors; (d) in all respects is proprietary data belonging solely to Real Time
Automation, Inc.; (e) is unpublished and all rights are reserved under copyright laws of the United States. For
units of the Department of Defense (DoD), this software is licensed only with “Restricted Rights”: as that term
is defined in the DoD Supplement of the Federal Acquisition Regulation 52.227-7013 (c) (1) (ii), rights in
Technical Data and Computer Software and its successors, and: Use, duplication, or disclosures is subject to
restrictions as set forth in subdivision (c) (1) (ii) of the Rights in Technical Data and Computer Software
clause at 52.227-7013. If this software was acquired under GSA schedule, the U.S. Government has agreed
to refrain from changing or removing any insignia or lettering from the Software or documentation that is
provided or from producing copies of the manual or media. Real Time Automation, Inc.
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Safety and Environment

Please read and understand this manual before using the V1400 Cradle Base for the first time. This
manual describes all of the main functions of the V1400 Cradle Base.

Precautions

Before using the V1400 Cradle Base please note the following precautions:

Read all instructions carefully before operating the device and prior to performing any procedure.

Do not place the unit on an unstable surface or stand.

Do not place anything on top of the unit.

Keep the top clear of obstructions.

Only use the power source indicated on the rating label.

Use only the power cord or flying leads specific to this product.
Do not place anything on the power cord.

This equipment is not intended for use by children.
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Technical Support and Registration

Contact Information

Visit the Brady Knowledge Base at support.bradyid.com/s/.

For repair or technical assistance, locate your regional Brady Technical Support office by going to:

United States: bradyid.com/techsupport

Canada: bradycanada.ca/contact-us

Mexico: bradyid.com.mx/es-mx/contacto

Latin America: bradylatinamerica.com/es-mx/soporte-técnico
Europe: bradyeurope.com/services

Australia: bradyid.com.au/technical-support

Asia Pacific: brady.co.uk/landing-pages/global-landing-page

Registration Information

To register your V1400 cradle base go to:

bradycorp.com/register

Repair and Return

If for any reason you need to return the product, please contact Brady Technical Support for
replacement information.
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1 Introduction

System Specifications

The V1400 Cradle Base has the following specifications:

*  Bluetooth capability

* IT/OT Communication

*  Compatible with multiple wireless barcode readers

» Deliver up to 4094 characters of data and diagnostic data to PLC

Physical and Environmental Characteristics

V1400 Cradle Base

The V1400 cradle base has the following physical and environmental characteristics:

Physical U.S. Units Metric Units

Dimensions 10"Lx4.5"Wx29"H 254 x 113 x 74 mm
Weight 17 oz 469 g

Environmental Operation Storage
Temperature 23°t0122° F (-5° to 50° C) -22° to 158° F (-30° to 70° C)
Exposing to direct sunlight is not
recommended.
Relative Humidity 5% to 95% (non-condensing) | 5% to 95% (non-condensing)

Proximity Range for Bluetooth

The V1400 Cradle Base should be within 328 ft (100 m) of the scanner, without obstruction, to pick up the
Bluetooth signal. The scanner will emit an audible alert and the LED will flash red when out of range.

V1400 Cradle Base User Manual 1
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2 Setup

Unpacking the Cradle Base

Carefully unpack and inspect the V1400 cradle base and the components that came with

your selected kit.

What’s in the Box

Depending on the kit purchased and the region you are in, not all of what is listed may be in the box:

* V1400 Cradle Base

+ Barcode Scanner

»  Power Cord with AC Adapter
*  Flying Lead Wires

+ RJ50 to M12 Connectors

+  Communication Cables

*  Quick Start Guide

*
.,

u

Save the Packaging

E :i
-

Save the product packaging in case you have to ship it and the accessories back to the supplier.

Registration

Register your product on-line at www.bradycorp.com/register to receive free product support and

updates!
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Cradle Base Components

Quick Connect
QR Code

Cable Disconnect Button

Bluetooth Indicator

] :
.-\ .

Paging
Button

LEDs LEDs

RJ50
Connection
Port

Cable Channel Guide
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Power

Power

Power can be supplied to the cradle base through the AC adapter accessory and barrel plug cable, or
the cradle base can be hard-wired to a suitable power supply using the flying leads power cable.

WARNING! To prevent risk of fire, electrical shock, explosion, or damage:

Do not operate or store the cradle base in temperatures above or below those
indicated in the Physical and Environmental Characteristics.

Do not disassemble, mistreat, or attempt to replace components in the
product.

Do not use any AC adapter other than that specifically for use with the V1400
cradle base.

Do not incinerate the cradle base and keep it away from heat sources.
Keep the cradle base away from water.

Never lay objects on top of the cradle base.

Store the cradle base in a cool, dry place.

The cradle base must be recycled or disposed of properly according to
federal, state, and municipal regulations.

AC/DC Power Cord

IMPORTANT! Only use the cables provided for the V1400 cradle base.

1. Insert one end of the RJ50 cable into the bottom of the
cradle base. Push until you hear it click into place.

Note: To remove the cable, firmly push the yellow disconnect
button on the front of the cradle base and pull the cable out.

2. Press the cable into the channel guide on the bottom of
the cradle base.
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Power

3. The cable splits into two M12 connectors, one for power
and the other for communication. Plug the barrel jack for
the power cord into one connector.

4. Fit the power cord adapter into the power brick and then
plug the other end into an AC wall outlet.

5. Plug the Ethernet cable into the other M12 connector and then
into the host computer.

This establishes data transfer to the host.
6. Follow the steps for Pairing the Cradle on page 9.
7. Optional: See Mounting the Cradle on page 8.

V1400 Cradle Base User Manual 5
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Flying Lead Wires

CAUTION! Only a qualified technician following local and state regulations
A‘i should wire the cradle base.

IMPORTANT! Only use the cables provided for the V1400 cradle base.

1. Insert one end of the RJ50 cable into the bottom of the
cradle base. Push until you hear it click into place.

Note: To remove the cable, firmly push the yellow disconnect
button on the front of the cradle base and pull the cable out.

2. Press the cable into the channel guide on the bottom of
the cradle base.

3. The RJ50 cable splits into two M12 connectors, one for power and the other for
communication. Plug the M12 connector from the flying leads cable into the power connector
on the RJ50 cable.

Red (9-24 VDC)
Black (ground)

4. Wire the flying leads to the power source.

5. Plug the Ethernet cable into the other M12 connector and then into the host computer.
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Power

This establishes data transfer to the host.
6. Follow instructions for Mounting the Cradle on page 8.
7. Follow the steps for Pairing the Cradle on page 9.
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Mounting the Cradle

Mounting the Cradle

The cradle can be securely fastened using three #10 (M4) size
screws (not provided).

Horizontal distance between the two top holes is: 3.05" (77.4 mm).

Vertical distance between the top and bottom holes is: 6.70" (170.35
mm).

V1400 Cradle Base User Manual 8
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Pairing the Cradle

Pairing the Cradle

Scanner

The cradle base will receive data wirelessly from the paired scanner and send the data to the host
PLC/PC via the Ethernet interface. It will also send to the host PC via the RJ45 Ethernet cable.

It can receive commands, configurations, files, etc. from the host and send wirelessly to the paired
scanner.

Pair the scanner with the cradle base by scanning the QuickConnect Code located on the cradle base.
A successful pairing is indicated by two short beeps followed by one normal beep, one vibration and
the green LED on the scanner will flash. When the scanner and cradle base are paired, the Bluetooth
indicator will be a solid blue. When the cradle base and host are connected the LED indicators on the
cradle base will turn green.

Computer

Installing V1400 Discovery Tool

Minimum System Requirements: Windows® 10

IMPORTANT! The V1400 Discovery Tool must be installed on the same subnet as the
V1400 cradle base.

1. Go to https://www.bradyid.com/v1400support scroll to find V1400 Discovery Tool and
download it to the host computer.
2. Double-click on the installation file.

3. Atfter the install starts, agree to the terms and conditions, and click Install.

B ¥1400 Decovery Tool Setup = A
Wealraomea
vwelCome
Setuap woll imtall VEE00 Depcovery Tool on your computer. Clck Install be contnue, Optsong

to set installation cptions, or Candcel to exit

V400 Descorvery Tool g ene ten
Versscn 1.0

agree to the hoenie terms snd conditicns

Opticns Cancel

4. Once the installation completes, click Finish.
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Setup
Pairing the Cradle

Using V1400 Discovery Tool

Note: DHCP is enabled by default on the V1400 cradle base. If something prevents the V1400
cradle base from obtaining an IP address over DHCP, it will automatically assign an IP
address in the 169.254.x.y range.

1. Open V1400 Discovery Tool.
2. Open the Interface to Search pull-down menu.

All available interfaces for the PC will be displayed with an option for All.
|

Teraarh Agan

L W et o Wievandy

3. Click Search Again to find all available V1400s on the network.
4. Under Select a Unit, choose your desired V1400, if there are multiple listed.

Note: If you do not see the V1400 cradle base then your PC is most likely set up as a static IP
address. Change your PC's network settings to DHCP. If DHCP fails, then it will change to be
on the 169.254 .x.y network. Relaunch the Discovery Tool, repeat steps 1 and 2 and then
continue. Additionally Windows firewall could be blocking the Discovery Tool from accessing
the domain, check that the Discovery Tool is allowed through the firewall.

If the Home Page does not launch:
1. Check that the PC is set for a valid IP Address by opening a command prompt and typing in
ipconfig.
2. Press enter.
3. Note the PC’s IP Address, Subnet, and Default Gateway.
The V1400 cradle base must be on the same Network/Subnet as the PC whether it is setup for DHCP

or Static. Once you have both devices on the same network, you should be able to ping the V1400
cradle base using a command prompt.
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Setup
Pairing the Cradle

Windows Command Processo

C:\>ping 192.168.1.108

Pinging 192.168.1.100 with 32 bytes of data:
Reply from 192.168.1.100: byte ! time=1ms TTL=255

Reply from 192.168.1.100: bytes=32 time=1lms
Reply from 192.168.1.100: byt 2 time=1lms
Reply from 192.168.1.1008: bytes=32 time=lms TTL=255

Ping statistics for 192.168.1.100:

Packets: Sent = 4, Received = 4, Lest = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = 1lms, Average = 1lms

4. In the command prompt, type ping followed by the IP address of the V1400 cradle base.

The screen above shows a V1400 cradle base that is currently set to a static IP Address of
192.168.1.100.

5. After successfully pinging the V1400 cradle base, open a browser and enter the IP address of
the V1400 cradle base as the URL.
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Setting

Settings

To access the web-based configuration tool, open a browser and type in the IP address of the V1400
cradle base as the URL.

Home Page

The home page displays valuable information about the V1400 cradle base and its connections.

w0 e Eit i = = (a] £
L o & Mol peesw V0 TR PO0VE R - &
B2 BRADY v1400 industrial ethernet Bluetooth cradie Moot
Home
1 Etrernioue Adaper: Reacy
e mirk
u Data
B Protocst Configumation
Al T Ity FLE [ Coaviroer Mot Connected
¢ [
U r g BarCones o
WD Crmdiie
Last Scanned Barcode
Sy TRy
Bancode

DCienpalaryt Hewadecamal

Identity Cradie

START

Ciapyright € 2504 Brady Corporation A Bighis Famanrved Suppert + 1 00 GL3-E0E Version 890

Mode: Running

*  Protocol communications are running and exchanging data.

«  Configuration cannot be changed during Running. If changes are needed, click the Stop and
Configure button.

Mode: Configuring
*  Protocol communications are stopped and no data is exchanged.
*  The V1400 cradle base can be configured.

Navigation

+  Switch between modes and navigate between pages (Home, Network, Protocol, and the pages
in the Utilities menu).
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Communication Status

+ The selected protocol(s) display the status of the communications between the V1400 and the
end device.

Data

* Allow Scanning displays whether a scanner can successfully scan a barcode or the reason why
it cannot be scanned.

+ Unacknowledged Barcodes displays the current number of barcodes that have not yet been
acknowledged by the end device.

Last Scanned Barcode

+ Symbology displays the kind of barcode that was last scanned.

« Barcode displays the last barcode that was last scanned. The format of the barcode area is the
byte offset which displays 16 characters per line, the barcode in ASCII, and the barcode in
hexadecimal if Display Hexadecimal is enabled

Identify Cradle

+ Allows the web interface to identify which V1400 cradle is being configured. The status LEDs
will flash blue during the identify state.
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Settings

Network

The network configuration area is used to assign the IP address and other network parameters.
Changes can only be made when the V1400 cradle base is in Configuration Mode. Once you are done
configuring the Network Settings, click the Save button.

mmﬂmmtmmnm e

Dol i LR LA

Note: Itis recommended to leave the Primary DNS and Secondary DNS set to 0.0.0.0. If configuring
the V1400 cradle base to use MQTT, the Primary and Secondary DNS may be set.

Note: If using PROFINET, the IP address of the V1400 cradle base must be assigned from a
PROFINET configuration tool such as TIA Portal or PRONETA.
1. Open a browser and type in the IP address of the V1400 cradle base as the URL.
The web-based configuration tool will display.
2. Click the Stop and Configure button.
The button will change to Start.
3. Click on Network in the left column.
4. Make your desired changes.

If you are changing the IP address of the BV1400 cradle base, the change will not take effect
until the unit has been rebooted via the Start button. After reboot, you must enter the new IP
Address as the URL.

5. Press the Save button.
6. Press the Start button.
The button will change to Stop and Configure after the V1400 has rebooted and is running.
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Protocol Configuration

The protocol configuration area is used to select which OT and IT Protocol you want to run in the
V1400 cradle base. For more information, see Protocols on page 20.

Utilities - V1400 Cradle Base

Command Interface

* Issue V1400 cradle status and configuration commands to obtain information or change the
configuration of the cradle.

QuickConnect Code

* Scannable code to pair the scanner with the V1400 cradle
Update V1400 Cradle Firmware

* Ability to upgrade the V1400 cradle firmware.
Reset V1400 Cradle To Factory Defaults

* Resets all configuration of the V1400 cradle back to factory defaults but keeps the current
Network Settings configured

E m W0 rudun brisl [ Eharrart Blhntoeth { racflae [
V1400 Cradle

Command Interface

QuickConnect Code

BN WG CRADLE PO RACTCHCY ElaLe T
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Utilities - Scanner

Information

Setup
Setting

Connection Status displays whether a scanner is connected or not. If a scanner is not

connected, the information will be hidden from the page. If a scanner is connected, then the
information populates with scanner specific information.

Command Interface

configuration of the scanner.

Settings

Update Scanner Firmware

Reset Scanner To Factory Defaults

BRADY v indutriat risenet isstosts cruie

WM BANRE TO Rk PO DERARA T

Issue Brady scanner status and configuration commands to obtain information or change the

Beeper Volume sets the scanner volume level Off, Low, Medium, or High
Vibration sets the scanner vibration Off or On.

Ability to upgrade the V1400 cradle firmware.

Resets all configuration of the scanner back to factory defaults.

L
E
29
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...... -
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Utilities - Diagnostics

The diagnostics page provides variables and status strings that show communications per protocol.
When troubleshooting issues, this will be valuable information to have when communicating with Tech
Support.

See Protocols on page 20 for more details on the diagnostics for a specific protocol.

Utilities - Administration

Language

+ Select alanguage to change the web-based configuration tool. This change can be made while
the V1400 cradle base is running, and the selection will last through a reboot.

Import Config

*  When the V1400 cradle is stopped and put into configuration mode, you can import a previously
saved configuration file. Once the import has been completed, you must click on the Start button
to start the V1400 cradle base back up. The network settings are not imported.

Export Config

* Inany operation mode, the V1400 cradle allows the configuration file to be exported to your PC.
This is a backup of the configuration parameters that you have running in the V1400

sl Ethernet Bhestooth Cradle Moce

Administration

ol T Ooaniad
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Settings

Utilities - Revision Listing
V1400 Cradle

»  Firmware of the V1400 cradle. This is the firmware revision to use for support.
+ Hardware version of the V1400 cradle.

Communications Firmware
+ Communication Stack version that is running

»  Protocol Specific version that is running. This is dependent on which protocols are selected

v I VR e [t e X - o =

Revision Listing

R Home

V1400 Cradie
(n
Furraans 1]
‘ Protoanl Con fugpet . [rr—— "
At
¢ Communications Firmware
Capramis mhoe SEaci CLAET:]
ISt P Adapter 110
Copyright © F2F8 iy Corgponstion A ftights Eeunren Saupport » B (0] G4 3-ER Wersien B4
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Accessories

The following accessories for the V1400 Cradle Base can be purchased separately.

Power and Comms Connector Cable (.5m) (178326)
Power, M12 to Barrel Plug Cable (1m) (178327)
Power, M12 to Barrel Plug Cable (5m) (178328)
Power, M12 to Flying Leads Cable (1m) (178329)
Power, M12 to Flying Leads Cable (5m) (178330)
Comms, M12 Male to RJ45 Cable (5m) (178331)
Comms, M12 Male to RJ45 Cable (10m) (178332)
Comms, M12 Male to M12 Male Cable (5m) (178333)
Comms, M12 Male to M12 Male Cable (10m) (178334)
AC Adapter (177241)

North American Power Cord (177242)
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3 Protocols

Protocol Configuration

The protocol configuration area is used to select which OT and IT Protocol you want to run in the
V1400 cradle base. Only one OT Protocol and one IT Protocol can run.

Available OT Protocols:

EtherNet/IP Adapter on page 29

PROFINET on page 35

Modbus TCP Server on page 43

BACnet/IP Server on page 46

Allen-Bradley PLC (Logix) on page 49

Allen-Bradley PLC (MicroLogix, SLC, PLC5E) on page 55
Siemens S7 Client on page 60

The selected OT Protocol is responsible for informing the scanner on whether a scan is to be rejected
or not. The scan is rejected if there is no OT end device connected to the V1400 or the OT end device
tells the V1400 to reject it.

Available IT Protocols:

MQTT Client on page 64
OPC UA Server on page 67

The communications for the IT protocol are used to receive all the scanner information.

See the specific protocol section for more details on their configuration.

V1400 Cradle Base User Manual 20



&2 BRADY

Protocols
V1400 Cradle Data

V1400 Cradle Data

The V1400 Cradle has several pieces of data and information available for each protocol. Below are
the descriptions of the data and information which includes any logical implementations required.

Input Data (V1400 Cradle to Protocol)

*  Scanner Charging Status

* 0: No scanner connected to the cradle

* 1: Scanner connected to the cradle and not in the cradle

»  2: Scanner connected to the cradle, in the cradle, and charging

» 3: Scanner connected to the cradle, in the cradle, and fully charged
+  Connected Scanner Battery Level

* -1: Battery state is unavailable

* 0to 100: Percent battery level
*  Number of Unacknowledged Barcodes

*  Number of barcodes that have not been acknowledged and are waiting to be sent
*  Number of Discarded Barcodes

*  Number of unacknowledged barcodes that have been discarded because the queue
was full

* The cradle can queue up to 10 unacknowledged barcodes. Once the queue is full, new
barcodes are discarded

*  Queueis Full

*  0: Unacknowledged barcode queue is not full

* 1: Unacknowledged barcode queue is full
» Barcode Sequence Number

* The Barcode Sequence Number is incremented when there is a new barcode available
*  Number of Packets

*  Number of packets that are needed to transfer the entire barcode

*  Abarcode will be broken into multiple packets if the barcode data is too large for the
configured protocol

» Packet Sequence Number
* The Packet Sequence Number is incremented when the next packet is available
+ Packet Size
*  Number of characters contained in the current packet
* Barcode Symbology Type
* The symbology of the barcode that was scanned
» Reference the table in Symbology on page 76
+ Barcode Symbology Modifier
» Additional information on the symbology of the barcode that was scanned
» Reference the table in Symbology on page 76
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* Barcode Size

+ Total number of characters in the barcode that was scanned
» Barcode Data

*  Current barcode packet data
+ Command Handshake Number

*  The Command Handshake Number is set to equal the Command Sequence Number
to indicate that the command has been received

* Response Sequence Number

* The Response Sequence Number increments to indicate that a new response is
available

* Response from Cradle
* 0:Indicates the command’s response was transmitted by the scanner
* 1:Indicates the command’s response was transmitted by the cradle
+ Command Response Size
*  Number of characters that are in the command’s response
+ Command Response
* Response to the command that was last issued

Output Data (Protocol to V1400 Cradile)

¢ Barcode Handshake Number

» Set the Barcode Handshake Number equal to the Barcode Sequence Number to
acknowledge that the barcode has been received

« Packet Handshake Number

+ Set the Packet Handshake Number equal to the Packet Sequence Number to
acknowledge that the packet has been received

* Reject Barcode
* 0: Allow scanner to send a barcode
* 1: Do not allow scanner to send a barcode
+ Command Sequence Number
* Increment the Command Sequence Number to issue a command to the cradle/scanner

+ Command Request Size, Command For Cradle, and Command Request must be valid
before the Command Sequence Number is incremented

+ Command Request Size

*  Number of characters that are in the command request
+ Command For Cradle

* 0: Indicates the command is for the scanner

* 1 Indicates the command is for the cradle
*+ Command Request

+ Command to be issued
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V1400 Barcode Processing

The V1400 Cradle supports receiving up to a 4094 barcode, however, EtherNet/IP, PROFINET,
BACnet/IP, Modbus TCP, Allen-Bradley Logix, Allen-Bradley MicroLogix/SLC/PLC5E, and Siemens
S7 do not support receiving all 4094 at the same time.

If you are using OPC UA or MQTT without an OT protocol, the entire barcode will be transferred and
no handshaking required.

To support receiving a barcode either 82 or less (Allen-Bradley MicroLogix/SLC/PLC5E) or 100 or less
(EtherNet/IP, PROFINET, BACnet/IP, Modbus TCP, Allen-Bradley Logix, and Siemens S7), follow the
below instructions on what is required. If the Barcode Handshaking is not done properly, the Number
of Unacknowledged Barcode will increment until the Queue is Full.

1. Startup State

Input Data Output Data

Barcode Sequence Number: 0 Barcode Handshake Number: O
Barcode Size: 0

Barcode: Empty

Number of Unacknowledged Barcodes: 0

2. Receive Barcode #1 - Scanner scanned a barcode less than 82 or 100 characters

Input Data Output Data

Barcode Sequence Number: 1 Barcode Handshake Number: O
Barcode Size: scanned barcode #1 length

Barcode: scanned barcode #1

Number of Unacknowledged Barcodes: 1

3. Acknowledge Barcode #1 - Set Barcode Handshake Number equal to Barcode Sequence

Number
Input Data Output Data
Barcode Sequence Number: 1 Barcode Handshake Number: 1

Barcode Size: scanned barcode #1 length
Barcode: scanned barcode #1
Number of Unacknowledged Barcodes: 0
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Protocols
V1400 Barcode Processing

4. Receive Barcode #2 - Scanner scanned a barcode

Input Data Output Data

Barcode Sequence Number: 2 Barcode Handshake Number: 1
Barcode Size: scanned barcode #2 length

Barcode: scanned barcode #2

Number of Unacknowledged Barcodes: 1

5. Acknowledge Barcode #2 - Set Barcode Handshake Number equal to Barcode Sequence

Number
Input Data Output Data
Barcode Sequence Number: 2 Barcode Handshake Number: 2

Barcode Size: scanned barcode #2 length
Barcode: scanned barcode #2
Number of Unacknowledged Barcodes: 0

To support receiving a barcode either more than 82 (Allen-Bradley MicroLogix/SLC/PLC5E) or more
than 100 (EtherNet/IP, PROFINET, BACnet/IP, Modbus TCP, Allen-Bradley Logix, and Siemens S7),
follow the below instructions on what is required.

1. Startup State

Input Data Output Data

Barcode Sequence Number: 0 Barcode Handshake Number: 0
Number of Packets: 0

Packet Sequence Number: 0 Packet Handshake Number: 0

Packet Size: 0

Barcode Size: 0

Barcode: Empty

Number of Unacknowledged Barcodes: 0

2. Receive Barcode #1 - Scanner scanned a barcode more than 82 or 100 characters

Input Data Output Data

Barcode Sequence Number: 1 Barcode Handshake Number: O
Number of Packets: 2

Packet Sequence Number: 1 Packet Handshake Number: 0

Packet Size: 100
Barcode Size: 168

Barcode: scanned barcode #1 (characters
1 thru 100)

Number of Unacknowledged Barcodes: 1
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3. Process Barcode #1 and Packet #1 - Set Packet Handshake Number equal to Packet
Sequence Number

Input Data Output Data

Barcode Sequence Number: 1 Barcode Handshake Number: 0
Number of Packets: 2

Packet Sequence Number: 1 Packet Handshake Number: 1

Packet Size: 100
Barcode Size: 168

Barcode: scanned barcode #1 (characters
1 thru 100)

Number of Unacknowledged Barcodes: 1

4. Receive Barcode #1 and Packet #2 - 2nd Packet Received

Input Data Output Data

Barcode Sequence Number: 1 Barcode Handshake Number: 0
Number of Packets: 2

Packet Sequence Number: 2 Packet Handshake Number: 1

Packet Size: 68
Barcode Size: 168

Barcode: scanned barcode #1 (characters
101 thru 168)

Number of Unacknowledged Barcodes: 1

5. Process Barcode #1 and Packet #2 - Set Packet Handshake Number equal to Packet
Sequence Number

Input Data Output Data

Barcode Sequence Number: 1 Barcode Handshake Number: O
Number of Packets: 2

Packet Sequence Number: 2 Packet Handshake Number: 2

Packet Size: 68
Barcode Size: 168

Barcode: scanned barcode #1 (characters
101 thru 168)

Number of Unacknowledged Barcodes: 1

V1400 Cradle Base User Manual 25



Protocols
/1400 Barcode Processing

6. Acknowledge Barcode #1 - Set Barcode Handshake Number equal to Barcode Sequence
Number. Set the Packet Handshake Number equal to 0 which allows the next barcode to be

received
Input Data Output Data
Barcode Sequence Number: 1 Barcode Handshake Number: 1
Number of Packets: 2
Packet Sequence Number: 2 Packet Handshake Number: 0

Packet Size: 68
Barcode Size: 168

Barcode: scanned barcode #1 (characters
101 thru 168)

Number of Unacknowledged Barcodes: 0
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V1400 Command Processing

The V1400 Cradle supports sending commands to both the V1400 Cradle and to the Scanner, follow

the below instructions on what is required.

1. Startup State

Input Data

Command Handshake Number: 0
Response Sequence Number: 0
Response From Cradle: 0
Command Response Size: 0
Command Response: Empty

Output Data
Command Sequence Number: 0

Command For Cradle: 0
Command Size: 0
Command: Empty

2. Fill In Command #1 - Enter the Command, Command Size, and Command For Cradle

Input Data

Command Handshake Number: 0
Response Sequence Number: 0
Response From Cradle: 0
Command Response Size: 0
Command Response: Empty

Output Data
Command Sequence Number: 0

Command For Cradle: 1
Command Size: 7
Command: Command #1 of 7 characters

3. Send Command #1 - Increment the Command Sequence Number which sends the Command

Input Data

Command Handshake Number: 0
Response Sequence Number: 0
Response From Cradle: 0
Command Response Size: 0
Command Response: Empty

Output Data
Command Sequence Number: 1

Command For Cradle: 1
Command Size: 7
Command: Command #1 of 7 characters

4. Command #1 Sent to Cradle or Scanner - Command Handshake Number is set to the

Command Sequence Number

Input Data

Command Handshake Number: 1
Response Sequence Number: 0
Response From Cradle: 0
Command Response Size: 0
Command Response: Empty

Output Data
Command Sequence Number: 1

Command For Cradle: 1
Command Size: 7
Command: Command #1 of 7 characters

V1400 Cradle Base User Manual
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5. Response to Command #1 Received - Response Sequence Number is incremented with the
Response From Cradle, Command Response Size, and Command Response filled in

Input Data Output Data

Command Handshake Number: 1 Command Sequence Number: 1
Response Sequence Number: 1

Response From Cradle: 1 Command For Cradle: 1

Command Response Size: 25 Command Size: 7

Command Response: Response #1 of 25 Command: Command #1 of 7 characters
characters

V1400 Cradle Base User Manual
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EtherNet/IP Adapter

The V1400 Cradle acts as an EtherNet/IP Adapter device which allows for an EtherNet/IP Scanner or
an Allen-Bradley PLC to communicate with the device.

1. Open a browser and type in the IP address of the V1400 cradle as the URL.
The browser-based configuration tool will display.

2. Click on Protocol Configuration in the left column.

3. From the OT Protocol drop-down menu, select EtherNet/IP Adapter.
This allows an EtherNet/IP Scanner device to connect to the V1400.

Note: There are no user configurable parameters for EtherNet/IP as all the configuration is defined
within the EDS file.

4. Click Save.
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V1400 Data Location

The V1400’s EtherNet/IP Adapter automatically moves data to and from the following locations:

Exclusive Owner Connection 1

* Input Assembly 100 of 256 bytes (Max Packet Size is 100)
*  Output Assembly 112 of 88 bytes

The V1400’s Input Assembly has the following data locations:

* Byte 0: Scanner Charging Status

* Byte 1: Connected Scanner Battery Level

* Byte 2-15: Reserved

+ Byte 16-17: Number of Unacknowledged Barcodes
* Byte 18-19: Number of Discarded Barcodes
* Byte 20: Queue is Full

+ Byte 21: Reserved

* Byte 22-23: Barcode Sequence Number

+  Byte 24-25: Number of Packets

+ Byte 26-27: Packet Sequence Number

+ Byte 28-29: Packet Size

+ Byte 30-43: Reserved

* Byte 44: Symbology Type

+ Byte 45: Symbology Modifier

+ Byte 46-53: Reserved

+ Byte 54-55: Barcode Size

+ Byte 56-155: Barcode

+ Byte 156-157: Command Handshake Number
+ Byte 158-171: Reserved

* Byte 172-173: Response Sequence Number
+ Byte 174: Response from Cradle

* Byte 175: Command Response Size

+ Byte 176-239: Command Response

* Byte 240-255: Reserved
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The V1400’s Output Assembly has the following data locations:

+ Byte 0: Control Reject Barcode

* Byte 1-15: Reserved

* Byte 16-17: Barcode Handshake Number
* Byte 18-19: Packet Handshake Number

+ Byte 20-35: Reserved

+ Byte 36-37: Command Sequence Number
* Byte 38: Command for Cradle

+  Byte 39: Command Request Size

+ Byte 40-71: Command Request

+ Byte 72-87: Reserved
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Integration into Allen-Bradley PLCs

Follow these steps to integrate the V1400’s files into the PLC for seamless communication. The V1400
Barcode Processing on page 23 is done automatically with the use of the AOI. If you are using the
provided Add-On Profile (AOP), then you do not have to do any of the following integration steps as
the AOP covers it all.
1. Save these files to your PC

+ Brady V1400.eds

* Brady V1400 _Barcode.L5X

*  Brady_V1400_InOut_Barcode_AOI.L5X

viously stalod hadwaro deersipbion fies and
ponerts 1o pour conputet.

2. Open the EDS Hardware Installation Tool.

Click Add. Rockaol Autoreaton sEDS Wiard x
Select Register a single file. FDEIE:::;E?;:E;T“"“‘ OO, I o
Browse for the eds file saved in step 1. — ‘
Click Next.

Verify the EDS file has the green check mark.
Click Next.

Click Next.

Click Next. _yowti.. |
Click Finish.

SRUSE nstalation Test Resuts
|| cr'usem' anskewich'downioads brady_v1400.eds

Se "0 00T oD

3. Add a Device via RSLogix5000 or Studio with the installed EDS file.

a. Right click on the Ethernet interface

b. Select New Module... -

c. Search for and select V1400. o st 101105

d. Click Create. e

e. Right click on the device.

f. Select Properties. EEW S

g. Add a unique name for the V1400. R

h. Enter the IP address of the V1400. o

i. Clickok. . %) | e o

4. Import a User Defined Type (UDT).
a. Expand the Data Types folder.
Right Click on User-Defined.
Select Import Data Type...
Locate the Brady_V1400_Barcode.L5X file saved to your PC.
Click Import.

®ao00CT
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5. Import an Add-On Instruction (AOI).

Right click on Add-On Instructions.
Select Import Add-On Instruction...
Search for the file you saved in step 1.
Select Import...

Right click on Add-On Instructions.
Select Import Add-On Instruction...
Search for the file you saved in step 4.
Select Import...

Se@ -0 a0 oo

6. Setup Controller Scope Tags.

a. Expand the Controller <Program Name> folder.

b. Double-click on the Controller Tags item.

c. Go to Edit Tags > UDT Tag.
+ Create a Tag with a unique name.
» Data Type for that tag should be Brady V1400.
* See example in screen below.

d. AOI Tag.

* Create a Tag with a unique name and set the Data Type as
Brady_V1400_Information_InOut_Barcode_AOI.

+ See example in screen below

Srnpm | B B ool _Fros L Al Ty r

=zt [vme o | P gt [ g | pss Ty | Deripaian

o Lo
i [
=

I. .

-0
i3]
-4
i}

7. Call the AOI from the MainRoutine.
——Hrady_'/1400_inOut_Barcode_AQOI

Brady V1400 _InOut_Barceo... Brady V1400_AQOI

inputiOData BradyV/1400_Barcode:|.Data
outputiOData BradyV1400_Barcode:0.Data
Brady_V1400_Barcode_Udt Brady_W1400

a. Argument 1: Brady V1400 _InOut_Barcode AOI must have the ControllerScope Tag
defined which has a data type of the AOI to use.
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b. Argument 2: inputlOData must have the Name of the 1/0O Device that is configured with the
Ethernet Module.

0 Backplane, CompactLogm System
M 1753-L32E BradyCode_ProofCiConcept
A 1TE5-LIE Ethesret Port LocalEND
&z Ethernet
AP 1753-L3IE Ethemnet Port LocalEMNE
J V1400 Brachy\ 1400 _Barcode
8 CompactBus Local

o} _Argument 3: outputlOData must have the Name of the I/O Device that is configured with
the Ethernet Module. See Screen above.

d. Argument 4: Brady V1400 _Barcode Udt must have the ControllerScope Tag defined
which has a data type of the UDT Brady V1400 _Barcode.

V1400 Troubleshooting and Metrics

The V1400's EtherNet/IP Adapter metrics can be accessed by navigating to the Diagnostics page.
Below are the EtherNet/IP specific metrics and troubleshooting that are used to assist in
troubleshooting.

+ Connection Status can be one of the following:
+ Disabled: V1400 is currently not running or V1400 is in configuration mode
+  Timeout: V1400 is running but not connected to an EtherNet/IP Scanner
+ Connected: V1400 is running and connected to an EtherNet/IP Scanner
* Ready: V1400 is running but no communications attempted yet
* Open 10 Connection Count: Number of Class 1 Implicit Connections open

* Max Number of Connections Open: Most number of Class 1 Implicit Connections open
concurrently

+ TCP Packets Received: Number of TCP packets, specific to EtherNeV/IP, received

+ TCP Packets Transmitted: Number of TCP packets, specific to EtherNet/IP, transmitted
» UDP Packets Received: Number of UDP packets, specific to EtherNet/IP, received

* UDP Packets Transmitted: Number of UDP packets, specific to EtherNet/IP, transmitted
+ UDP IO Packets Received: Number of Output IO messages received

+ UDP IO Packets Transmitted: Number of Input IO messages transmitted
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PROFINET

The V1400 Cradle acts as a PROFINET IO device which allows for PROFINET 10 Controller or a
Siemens PLC to communicate with the device.

Note: If using PROFINET, the IP address of the V1400 Cradle must be assigned from a PROFINET
Configuration Tool such as TIA Portal or PRONETA.

1. Open a browser and type in the IP address of the V1400 cradle as the URL.
The web-based configuration tool will display.

2. Click on Protocol Configuration in the left column.

3. From the OT Protocol drop-down menu, select PROFINET.
This connects a PROFINET IO Controller to the V1400.

Note: There are no user configurable parameters for PROFINET as all the configuration is defined
within the GSDML file.

4. Click Save.
- B i e | ot | ] + — (=] x
‘ @ A Notsewn 1511681100/ protoc ax O
53 BRADY v1400 tndustrist tthernet Biustooth crasie freen

"} Protocol Configuration
[ o7 Probaced PRkLT y

Mty *
n i T Fatacal [TPE .

O v

SAVE DESLARD

Ty O XA Dy Sorpin it 0 gy Himsesront Sappeet o] B A5 ‘erwon 341
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The V1400's PROFINET IO Device automatically moves data to and from the following locations:

Slot Configurations

Input Slot 1: Barcode Information and Barcode Data
Output Slot 1: Barcode Acknowledgment

Input Slot 2: Command Response Processing
Output Slot 2: Command Request

The V1400's Input Slot 1 has the following data locations (156 bytes):

The V1400's Output Slot 1 has the following data locations (36 bytes):

Byte 0: Scanner Charging Status

Byte 1: Connected Scanner Battery Level

Byte 2-15: Reserved

Byte 16-17: Number of Unacknowledged Barcodes
Byte 18-19: Number of Discarded Barcodes

Byte 20: Queue is Full

Byte 21: Reserved

Byte 22-23: Barcode Sequence Number

Byte 24-25: Number of Packets

Byte 26-27: Packet Sequence Number

Byte 28-29: Packet Size (Max Packet Size is 100)
Byte 30-43: Reserved

Byte 44: Symbology Type

Byte 45: Symbology Modifier

Byte 46-53: Reserved

Byte 54-55: Barcode Size

Byte 56-155: Barcode

Byte 0: Control Reject Barcode

Byte 1: Reserved

Byte 2-15: Reserved

Byte 16-17: Barcode Handshake Number
Byte 18-19: Packet Handshake Number
Byte 20-35: Reserved
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The V1400's Input Slot 2 has the following data locations (100 bytes):

Byte 0-1: Command Handshake Number
Byte 2-15: Reserved

Byte 16-17: Response Sequence Number
Byte 18: Response from Cradle

Byte 19: Command Response Size

Byte 20-83: Command Response

Byte 84-99: Reserved

The V1400's Output Slot 2 has the following data locations (52 bytes):

Byte 0-1: Command Sequence Number
Byte 2: Command for Cradle

Byte 3: Command Request Size

Byte 4-35: Command Request

Byte 36-51: Reserved
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Setting up the PLC with TIA Portal

This is how you would set up the following example in your controller.

Follow the below steps to setup the V1400 Cradle into the Siemens PLC with TIA Portal. You will need
the GSDML file to proceed.

Input Slots (460PSMC to Profinet 10) Qutput Slots (Profinet 1O to 460PSMC)
Data Size | Data Size
siot | Oneg DataFormat | [ ]| ‘(Bytes) s P
| v| | [16 Bit Uint w 1 | [22 | |l 12 Bit Int v | |
2 128~ 32 Bit Vint v 12 || [Disabled ~| || 16 Bit Int v

1. In your project, click the Device View tab and select your PLC.

Ueer_Ceskde # PLLC_T [CPU 020200 ACTDH Ry

T3

LT =l & s

Fach O

2. IFYOU HAVE ALREADY INSTALLED THE GSD FILE, SKIP TO STEP 9, otherwise under Options,
select Manage general station description file (GSD).

Project Edit View Insert DOnline || Options |1’nals Window Help

{ Settings

Support packages

Manage general station description files (G

Start Automation License Manager
#| Show reference text

L] Global libraries ]

3. Download the V1400’s GSDML file to your PC.
4. Browse to the folder containing the GSD file.

V1400 Cradle Base User Manual 38



Protocols
PROFINET

5. Check the box to the left of the imported path and click Install.

Manage general station description files
Installed GS5Ds | GSDs in the project

source path: :C:'1LI: er:'.ai:li-aE'De:.kDﬂPInn'.' file . IZI
Content of imported path

[ ] File Version Language  Status Infa

[[] GsDMLV2.44sieme ns-profinetdri... V244 Englizh Already installed PROFIMET D...

6. Click Close after a successful installation.
7. Click the Network View tab in your project.

B Vegpiiagy wlem -_,..“ e ||| Cpiicms

£ | eteorkowenars | Torreete “[w
e L - B S | | Cataby
* LT v, 174,10 e b e
- P AL} P VTI3C ARy

4 L i ¥
[ ra CTTRREY 17—

-

parn=’

b = whase

=] nan STITRSE IT SR ]

8. Find the Hardware catalog on the right-hand side of the screen, choose Other field devices >
PROFINET IO > Ident Systems > Brady Worldwide, Inc> Base Station > PROFINET
Driver > V1400.
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9. Drag the V1400 next to the PLC, click on Not Assigned, and select the PLC to connect.

PLC_ 1 V1400 | .
Py 12126 V1400 m
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10. When the V1400 is in the network, click the Device view tab.

|E Topology view ||,:J-E-h Metwork view  |[IY Device view

11. From the drop-down menu, select the V1400, right click on it and select Properties.
12. In the General tab, find and select Ethernet addresses in the left column.

13. Confirm the option “IP address is set directly at the device” is selected.

14. Uncheck the option to “Generate PROFINET device name automatically.”

15. Confirm that the PROFINET device and the V1400 are on the same network.

16. Right click on the V1400 and select Assign device name.
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17. Select the V1400 device and click the Assign name button to give the V1400 a valid name on

the network.
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18. Expand the Module list, under the catalog on the right panel, to show the available modules

into which to insert the device overview slots.
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19. In the Network view tab, click the port of PLC, then click the Compile button and Download to
Device button (in red).

5 Yl seveproie 3 X 10 0 X 9 T TYG B R S Goonline ¥ coctiine

20. After everything is downloaded to the PLC and you see a green check box on both devices,
click Go Online.

PLC_1 V1400
CPU 1212C V1400
PcY

|PHAE 2 |
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V1400 Troubleshooting and Metrics

The V1400's PROFINET IO metrics can be accessed by navigating to the Diagnostics page. Below are
the PROFINET specific metrics and troubleshooting that are used to assist in troubleshooting.

Connection Status can be one of the following:

Disabled: V1400 is currently not running or V1400 is in configuration mode
Ready: V1400 is running but has never been connected to a PROFINET IO Controller

Timeout: V1400 is running, was connected to a PROFINET 10 Controller but is not currently
connected

Connected: V1400 is running and connected to a PROFINET 10 Controller

PLC Connection Status:

True: V1400 is connected to a PROFINET IO Controller
False: V1400 is not connect to a PROFINET IO Controller

Messages Sent: Number of layer 2 Ethernet messages sent from the V1400

Messages Received: Number of layer 2 Ethernet messages received by the V1400

Timeouts: Number of connection timeouts between the V1400 and the PROFINET 10
Controller

Speed Limit Increments: Number of times data packets have been discarded due to high
network traffic

Identify LED Status:

True: LED is On
False: LED is Off

Identify Blinking Status:

True: LED is Blinking
False: LED is not Blinking
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Modbus TCP Server

The V1400 Cradle acts as a Modbus TCP Server which allows for Modbus TCP Client to communicate
with the device.

1. Open a browser and type in the IP address of the V1400 cradle as the URL.
The web-based configuration tool will display.
2. Click on Protocol Configuration in the left column.
3. From the OT Protocol drop-down menu, select Modbus TCP Server.
This allows a Modbus TCP Client to connect to the V1400.
4. Type in the port number for the V1400 to listen in on.
The default port is 502.
5. For Inactivity Timeout (s) enter the amount of time, in seconds, for the V1400 to wait for a
read or write request before issuing a timeout.
If this expires, the TCP connection is closed to the Client.
6. Click Save.
[~Ta
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Protocol Configuration
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V1400 Data Location

The V1400’s Modbus TCP Server automatically moves data to and from the below locations:

Registers for Information (0-Based)

* Input Data - via Modbus Function Code 3 (Read Holding Register)

Register 0: Scanner Charging Status

Register 1: Connected Scanner Battery Level
Register 2-8: Reserved

Register 9: Number of Unacknowledged Barcodes
Register 10: Number of Discarded Barcodes
Register 11: Queue is Full

Register 12: Reserved

Register 13: Barcode Sequence Number

Register 14: Number of Packets

Register 15: Packet Sequence Number

Register 16: Packet Size (Max Packet Size is 100)
Register 17-23: Reserved

Register 24: Barcode Symbology Type

Register 25: Barcode Symbology Modifier
Register 26-29: Reserved

Register 30: Barcode Size

Register 31 to 80: Barcode Data

»  Two characters per register up to a maximum of 100 characters per Packet
Register 3000: Command Handshake Number
Register 3001-3007: Reserved

Register 3008: Response Sequence Number
Register 3009: Response From Cradle

Register 3010: Command Response Size
Register 3011 to 3042: Command Response

»  Two characters per register up to a maximum of 64 characters
Register 3043-3050: Reserved

*  Output Data — via Modbus Function Code 3 (Read Holding Register), Function 6 (Write Single
Register), and Function Code 16 (Write Multiple Register)

Register 5000: Reject Barcode

Register 5001-5008: Reserved

Register 5009: Barcode Handshake Number
Register 5010: Packet Handshake Number
Register 5011-5018: Reserved

Register 6000: Command Sequence Number
Register 6001: Command For Cradle
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* Register 6002: Command Request Size
* Register 6003 to 6018: Command Request

» Two characters per register up to a maximum of 32 characters
* Register 6019 to 6026: Reserved

V1400 Troubleshooting and Metrics

The V1400's Modbus TCP metrics can be accessed by navigating to the Diagnostics page. Below are
the Modbus specific metrics and troubleshooting that are used to assist in troubleshooting.

Connection Status can be one of the following:
+ Disabled: V1400 is currently not running or V1400 is in configuration mode
* Ready: V1400 is running but has never been connected to a Modbus TCP Client

*  Timeout: V1400 is running, was connected to a Modbus TCP Client, but not currently
connected

*  Connected: V1400 is running and connected to a Modbus TCP Client
Current Open Sockets: Number of currently open Modbus TCP Connections
Max Open Sockets: Most number of open Modbus TCP Connections seen concurrently

Inactivity Timeouts: Number of times that the Inactivity Timeout has expired which is due to
no Modbus TCP requests to the V1400

Read Requests: Number of Modbus TCP read requests seen
Read Responses: Number of Modbus TCP read responses sent
Read Errors: Number of Modbus TCP read errors sent

Write Requests: Number of Modbus TCP write requests seen
Write Responses: Number of Modbus TCP write responses sent
Write Errors: Number of Modbus TCP write errors sent
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BACnet/IP Server

The V1400 Cradle acts as a BACnet/IP Server which allows for BACnet/IP Controller to communicate
with the device.

1. Open a browser and type in the IP address of the V1400 cradle as the URL.
The web-based configuration tool will display.

2. Click on Protocol Configuration in the left column.

3. From the OT Protocol drop-down menu, select BACnet/IP Server.
This allows the BACnet IP controller to connect with the V1400.

4. Set any of the following applicable functions:

Device Name: a name for the V1400 to further help identify it on the BACnet network.
Device Instance: the unique identifier across all BACnet networks.

UDP Port: the decimal value that the V1400 will communicate on. Default value is 47808
(OxBACO).

Device Description: a description for the V1400 to further help identify it on the BACnet
network.

Device Location: a location for the V1400 to further help identify it on the BACnet network.

Inactivity Timeout (s): the amount of time, in seconds, for the V1400 to wait for a read or
write request before issuing a timeout.

5. Click Save.
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V1400 Data Location

The V1400’s BACnet IP/Server automatically moves data to and from the below locations:

Objects for Information

* Input Data

Analog Input (Al) 1: Scanner Charging Status

Analog Input (Al) 2: Connected Scanner Battery Level

)
)
Analog Input (Al)
Analog Input (Al)
Analog Input (Al)
Analog Input (Al)
Analog Input (Al)
Analog Input (Al)
Analog Input (Al)
Analog Input (Al)
Analog Input (Al)
Analog Input (Al)
Analog Input (Al)
Analog Input (Al)

10: Number of Unacknowledged Barcodes
11: Number of Discarded Barcodes

13: Barcode Sequence Number

14: Number of Packets

15: Packet Sequence Number

16: Packet Size (Max Packet Size is 100)

24:
25
30
31
39
40

Barcode Symbology Type

: Barcode Symbology Modifier

: Barcode Size

: Command Handshake Number
: Response Sequence Number

: Command Response Size

Binary Input (BI) 1: Queue is Full

Binary Input (BI) 2: Response from Cradle

Character String Value (CSV) 1: Barcode Data
Character String Value (CSV) 2: Command Response

e Output Data

Analog Output (AO) 9: Barcode Handshake Number
Analog Output (AO) 10: Packet Handshake Number
Analog Output (AO) 19: Command Sequence Number
Analog Output (AO) 20: Command Request Size
Binary Output (BO) 1: Reject Barcode

Binary Output (BO) 2: Command For Cradle
Character String Value (CSV) 3: Command Request
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V1400 Troubleshooting and Metrics

The V1400’s BACnet/IP metrics can be accessed by navigating to the Diagnostics page. Below are the
BACnet/IP specific metrics and troubleshooting that are used to assist in troubleshooting.

Connection Status can be one of the following:
+ Disabled: V1400 is currently not running or V1400 is in configuration mode
* Ready: V1400 is running but has never been communicated to from a BACnet/IP Controller

+ Timeout: V1400 is running, was communicating with a BACnet/IP Controller, but no
communications have occurred within the BACnet/IP Inactivity Timeout configured in the
V1400

*  Connected: V1400 is running and connected to a BACnet/IP Controller

Binary Reads: Number of Binary Input or Binary Output read requests received which are
successful

Binary Read Errors: Number of Binary Input or Binary Output read requests received which
are invalid causing

Binary Writes: Number of Binary Output write requests received which are successful

Binary Write Errors: Number of Binary Output write requests received which are invalid
causing

Analog Reads: Number of
Analog Input or Analog Output read requests received which are successful

Analog Read Errors: Number of Analog Input or Analog Output read requests received which
are invalid causing

Analog Writes: Number of Analog Output write requests received which are successful

Analog Write Errors: Number of Analog Output write requests received which are invalid
causing

CSV Reads: Number of Character String Value read requests received which are successful

CSV Read Errors: Number of Character String Value read requests received which are invalid
causing

CSV Writes: Number of Character String Value write requests received which are successful

CSV Write Errors: Number of Character String Value write requests received which are invalid
causing

Inactivity Timeouts: Number of times that the Inactivity Timeout has expired which is due to
no BACnet requests to or from the V1400

COV Subscriptions: Number of active Change of Value (COV) Subscriptions present

V1400 Cradle Base User Manual 48



&2 BRADY

Protocols
Allen-Bradley PLC (Logix)

Allen-Bradley PLC (Logix)

The V1400 Cradle communicates directly to Allen-Bradley CompactLogix, ControlLogix, and FlexLogix
PLCs. The V1400 Cradle is responsible for initiating the connection and issuing the read and write
requests to the PLC. No need to configure the V1400 Cradle in the I/O Tree of the PLC.

Note: The version of the PLC software must be Revision 21 or later.

1.
2.

10.

11.

12.

Click on Protocol Configuration in the left column.

From the OT Protocol drop-down menu, select Legacy CompactLogix, ControlLogix, and
FlexLogix.

Enter the IP address of the PLC.

Enter in the UDT Tag Name that is defined within the PLC that has the V1400 User Defined
Type (UDT).

» If using a Program Scope tag, reference the section Program Scope Tags on page 52.
Enter the Slot for which the Ethernet port is available.

For an integrated Ethernet port, use Slot 0.

Under the Connected Comms section, enable to use connected (class 3 explicit)messaging
and disable use of unconnected (UCMM) messaging.

» Connected (class 3 explicit): relies on reserved resources to transfer data to/from the PLC. It
is recommended, if you are reading and writing and always want to keep the connection
open to the PLC.

* Unconnected (UCMM): relies on shared resources to transfer data to the PLC. This could
result in message timeouts if there are a lot of devices fighting for these shared buffers.

Enter a Connection Attempt Timeout (ms) which is the amount of time, in milliseconds, to
wait for the PLC to accept a connection request.

Enter the Inter-Connection Attempt Delay (ms) which is the amount of time, in milliseconds,
to wait between a failed connection attempt and the next connection request.

Enter the Inter-Message Delay (ms) which is the amount of time, in milliseconds, to wait
between a read or write response and the next request to be issued.

Enter in a Response Timeout (ms) which is the amount of time, in milliseconds, to wait for a
reply to the read or write request.

Enter the Inter-Scan Loop Delay (ms) which is the amount of time, in milliseconds, to wait
between the last request and the first request.

Click Save.
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V1400 Data Location

The V1400’s Allen-Bradley PLC (Logix) automatically moves data to and from the below locations. The
User Defined Type (UDT) is provided with the V1400 Cradle to use for the PLCs configuration:

User Defined Type (UDT) — Brady_V1400_Logix_Barcode

* Input (V1400 Cradle to PLC) Data

* scannerStatus
» scannerChargingStatus: SINT
+ scannerBatteryLevel: SINT

*  barcodeProcessing
* numberOfUnacknowldegedBarcodes: INT
* numberOfDiscardedBarcode: INT
* queuelsFull: BOOL
* barcodeSequenceNumber: INT
* numberOfPackets: INT
» packetSequenceNumber: INT
* packetSize: INT

« currentBarcode
+ symbologyType: SINT
* symbologyModifier: SINT
o size: INT
* barcode: SINT[100]

+ command
+ commandHandshakeNumber: INT

* response
* responseSequenceNumber: INT
* responseFromCradle: BOOL
» commandResponseSize: SINT
+ commandResponse: SINT[64]

*  Output (PLC to V1400 Cradle) Data

+ control
* rejectBarcode: BOOL

* barcodeAcknowledgement
* barcodeHandshakeNumber: INT
+ packetHandshakeNumber: INT

+ command
+ commandSequenceNumber: INT
+ commandForCradle: BOOL
+ commandRequestSize: SINT
+ commandRequest: SINT[32]
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Program Scope Tags
There are two different types of tags in the PLC: Controller Scope tags and Program Scope tags.

Controller Scope tag names can be entered into the V1400 without any additional syntax. If you are
using a tag that is defined within Program Scope, then the tag name inside of the V1400 needs
additional syntax for it to successfully communicate.

Example: “AnotherTag” is created in the Program Scope called “AnotherProgram”.

a

Controller RTA_Testing
£ Contralles Tags
Controfler Fault Handler
Peorwer-Up Handler
Tasks
4 % MuinTask
4 5 MainProgram
& Paramueters and Local Tags
E Mainfoutine
4 5 AnotherProgram
&3 Parameters snd Locs] Tag:-
T
hotion Groups
Ungrouped Sxes

Mam e z2|+ Usage Value -

¥ AnotherTag Lacal

To access this Program Scope tag within the V1400, you must use the following syntax:

Tag Name = “PROGRAM:ProgramName.TagName” where Program Name = Scope name &
TagName = Actual Tag Name, Data type will vary.
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User Defined Type

For communications to seamlessly work with Allen-Bradley PLCs, follow these instructions to integrate

the V1400'’s files into the PLC.

1. Save the Brady_V1400_Logix_Barcode.L5X file to your PC.
2. Import a User Defined Type (UDT)
Expand the Data Types folder.
Right click on User-Defined.
Select Import Data Type...
Search for the file you saved in step 1.
. Click Import.
3. Setup Controller Scope Tags.
a. Expand the Controller <Program Name> folder.
Double-click on the Controller Tags item.
Go to Edit Tags.
UDT Tag
+ Create a Tag with a unique name.

® a0 oo

a o o

» Data Type for that tag should be Brady_V1400_4094_ Barocde.

”:], Biach V1400, Lo [ By V1400 Login Barcote
:

T,
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V1400 Troubleshooting and Metrics

The V1400'’s Allen-Bradley CompactLogix, ControlLogix, and FlexLogix metrics can be accessed by
navigating to the Diagnostics page. Below are the Allen-Bradley PLC specific metrics and
troubleshooting that are used to assist in troubleshooting.
» Connection Status can be one of the following:

+ Disabled: V1400 is currently not running or V1400 is in configuration mode

* Ready: V1400 is running, and attempting the first connection attempt

+ Timeout: V1400 is running but not connected to an Allen-Bradley PLC

»  Connected: V1400 is running and connected to an Allen-Bradley PLC

* Loop Time (ms): The amount of time it takes for all read and write requests to be issued. The
value reflects the inter-message delay, and the scan loop delay configured

*  Min Loop Time (ms): The fastest amount of time it has taken for all read and write requests to
be issued

* Max Loop Time (ms): The slowest amount of time it has taken for all read and write requests
to be issued

* Read Responses: Number of successful read responses received

+ Read Timeouts: Number of read requests that haven’t been received within the Response
Timeout configured

* Read Errors: Number of read requests that are responded to with an error
* Write Responses: Number of successful write responses received

*  Write Timeouts: Number of write requests that haven’t been received within the Response
Timeout configured

*  Write Errors: Number of write requests that are responded to with an error
+ Connection State can be one of the following:
» Config: The V1400 is in configuration mode and not connected to the Allen-Bradley PLC

+ Disconnected: The V1400 is not connected to the Allen-Bradley PLC and is not attempting
to make a connection to the PLC

+ Connecting: The V1400 is attempting to connect to the Allen-Bradley PLC but not yet
connected to the PLC

+ Connected: The V1400 is connected to the Allen-Bradley PLC
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Allen-Bradley PLC (MicroLogix, SLC, PLC5E)

The V1400 Cradle communicates directly to Allen-Bradley MicroLogix, SLC, and PLC5E PLCs. The
V1400 is responsible for initiating the connection and issuing the read and write requests to the PLC.

1.

10.

11.

12.

13.

Open a browser and type in the IP address of the V1400 cradle as the URL.
The web-based configuration tool will display.
Click on Protocol Configuration in the left column.

From the OT Protocol drop-down menu, select Allen-Bradley PLC (MicroLogix, SLC,
PLC5E).

This allows the V1400 to connect to a MicroLogix, SLC, or PLC5E Allen-Bradley PLC.
Type in the IP address of the PLC.
Define the Device Type as the specific Allen-Bradley PLC to which to connect.

Input the Connection Attempt Timeout (ms) which is the amount of time, in milliseconds, to
wait for the PLC to accept the connection request.

Type in the Inter-Connection Attempt Delay (ms) which is the amount of time, in
milliseconds, to wait between a failed connection attempt and the next connection request.

Add the Response Timeout (ms) which is the amount of time, in milliseconds, to wait for a
read or write request to be replied.

Five consecutive timeouts will force the connection to be closed.

Enter the Inter-Message Delay (ms) which is the amount of time, in milliseconds, to wait
between a read or write response and the next request to be issued.

Enter the Inter-Scan Loop Delay (ms) which is the amount of time, in milliseconds, from the
last read response to the first read request.

Enter the String File Number which is the starting ST File and Offset for the 3 strings that are
used for communications between the V1400 and the PLC.

Enter the Integer File Number which is the starting N File and offset for the 80 integers that
are used communications between the V1400 and the PLC.

Click Save.

The next several configuration parameters are used to configure the specific locations in the PLC to
which to move the data. These must be filled in for each data point defined and must be available in
the PLC.
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V1400 Data Location

The V1400’s Allen-Bradley PLC (MicroLogix, SLC, PLC5E) automatically moves data to and from the
below locations. The starting Integer offset, and String offset is configurable in the web interface with
the offsets into them listed below.

* Input (V1400 Cradle to PLC) Data

* scannerStatus
» scannerChargingStatus: Integer - Offset 0
+ scannerBatteryLevel: Integer - Offset 1
* Reserved: Integer — Offsets 2 - 8

*  barcodeProcessing
* numberOfUnacknowldegedBarcodes: Integer — Offset 9
* numberOfDiscardedBarcode: Integer — Offset 10
» queuelsFull: Integer — Offset 11
* Reserved: Integer — Offset 12
*  barcodeSequenceNumber: Integer — Offset 13
* numberOfPackets: Integer — Offset 14
» packetSequenceNumber: Integer — Offset 15
* packetSize: Integer — Offset 16
* Reserved: Integer — Offsets 17 - 23

» currentBarcode
+ symbologyType: Integer — Offset 24
+ symbologyModifier: Integer — Offset 25
* Reserved: Integer — Offsets 26 - 29
+ size: Integer — Offset 30
* barcode: String — Offset 0

+ command
+ commandHandshakeNumber: Integer — Offset 31
* Reserved: Integer — Offsets 32 — 38

* response
* responseSequenceNumber: Integer — Offset 39
» responseFromCradle: Integer — Offset 40
+ commandResponseSize: Integer — Offset 41
+ commandResponse: String — Offset 1
* Reserved: Integer — Offsets 42 - 49

*  Output (PLC to V1400 Cradle) Data

«  control
» rejectBarcode: Integer — Offset 50
* Reserved: Integer — Offsets 51 - 58
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* barcodeAcknowledgement

barcodeHandshakeNumber: Integer — Offset 59
packetHandshakeNumber: Integer — Offset 60
Reserved: Integer — Offset 61 - 68

¢ command

commandSequenceNumber: Integer — Offset 69
commandForCradle: Integer — Offset 70
commandRequestSize: Integer — Offset 71
commandRequest: String — Offset 3

Reserved: Integer — Offsets 72 - 79
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V1400 Troubleshooting and Metrics

The V1400’s Allen-Bradley MicrolLogix, SLC, and PLC5E metrics can be accessed by navigating to the
Diagnostics page. Below are the Allen-Bradley PLC specific metrics and troubleshooting that are used
to assist in troubleshooting.

Connection Status can be one of the following:

+ Disabled: V1400 is currently not running or V1400 is in configuration mode
* Ready: V1400 is running, and attempting the first connection attempt

+ Timeout: V1400 is running but not connected to an Allen-Bradley PLC

»  Connected: V1400 is running and connected to an Allen-Bradley PLC

Loop Time (ms): The amount of time it takes for all read and write requests to be issued. The
value reflects the inter-message delay, and the scan loop delay configured

Min Loop Time (ms): The fastest amount of time it has taken for all read and write requests to
be issued

Max Loop Time (ms): The slowest amount of time it has taken for all read and write requests
to be issued

Read Responses: Number of successful read responses received

Read Timeouts: Number of read requests that haven’t been received within the Response
Timeout configured

Read Errors: Number of read requests that are responded to with an error
Write Responses: Number of successful write responses received

Write Timeouts: Number of write requests that haven’t been received within the Response
Timeout configured

Write Errors: Number of write requests that are responded to with an error
Connection State can be one of the following:
» Config: The V1400 is in configuration mode and not connected to the Allen-Bradley PLC

+ Disconnected: The V1400 is not connected to the Allen-Bradley PLC and is not attempting
to make a connection to the PLC

+ Connecting: The V1400 is attempting to connect to the Allen-Bradley PLC but not yet
connected to the PLC

+ Connected: The V1400 is connected to the Allen-Bradley PLC
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Siemens S7 Client

The V1400 Cradle communicates directly to Siemens S7 PLCs. The V1400 is responsible for initiating
the connection and issuing the read and write requests to the PLC.

1.

7.

Open a browser and type in the IP address of the V1400 cradle as the URL.
The web-based configuration tool will display.

Click on Protocol Configuration in the left column.

From the OT Protocol drop-down menu, select Siemens S7 Client.

This allows the V1400 to connect to a Siemens S7 PLC.

Type in the IP address of the PLC.

Enter in the Write Offset for the V1400 to write data to the Siemens PLC. This is the starting
byte location. The consecutive number of bytes required is 256.

Enter in the Read Offset for the V1400 to read data from the Siemens PLC. This is the starting
byte location. The consecutive number of bytes required is 88.

Click Save.

The next several configuration parameters are used to configure the specific locations in the PLC to
which to move the data. These must be filled in for each data point defined and must be available in
the PLC.
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V1400 Data Location

The V1400's Siemens S7 Client automatically moves data to and from the below locations. The
starting Input (I) and Output (Q) offsets are configurable in the web interface with the offsets into them
listed below.

* Input (V1400 Cradle to PLC) Data

* scannerStatus
* scannerChargingStatus: | - Byte Offset 0
+ scannerBatteryLevel: | - Byte Offset 1
* Reserved: | - Byte Offsets 2 - 15

*  barcodeProcessing
* numberOfUnacknowldegedBarcodes: | - Byte Offset 16 - 17
* numberOfDiscardedBarcode: | - Byte Offset 18 - 19
+ queuelsFull: | - Byte Offset 20
* Reserved: | - Byte Offset 21
* barcodeSequenceNumber: | - Byte Offset 22 - 23
* numberOfPackets: | - Byte Offset 24 - 25
» packetSequenceNumber: | - Byte Offset 26 - 27
+ packetSize: | - Byte Offset 28 - 29
* Reserved: | - Byte Offsets 30 - 43

« currentBarcode
+ symbologyType: | - Byte Offset 44
+ symbologyModifier: | - Byte Offset 45
* Reserved: | - Byte Offset 46 - 53
» size: | - Byte Offset 54 - 55
* barcode: | - Byte Offset 56 - 155

+ command
+ commandHandshakeNumber: | - Byte Offset 156 - 157
* Reserved: | - Byte Offsets 158 - 171

*  response
* responseSequenceNumber: | - Byte Offset 172 - 173
* responseFromCradle: | - Byte Offset 174
+ commandResponseSize: | - Byte Offset 175
+ commandResponse: | - Byte Offset 176 - 239
* Reserved: | - Byte Offsets 240 - 255

*  Output (PLC to V1400 Cradle) Data

«  control
* rejectBarcode: Q - Byte Offset 0
* Reserved: Q - Byte Offsets 1-15

* barcodeAcknowledgement
+ barcodeHandshakeNumber: Q - Byte Offset 16 - 17

+ packetHandshakeNumber: Q - Byte Offset 18 - 19
* Reserved: Q - Byte Offset 20 - 35
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¢ command

« commandSequenceNumber: Q - Byte Offset 36 - 37
+ commandForCradle: Q - Byte Offset 38

+ commandRequestSize: Q - Byte Offset 39

+ commandRequest: Q - Byte Offset 40 - 71

* Reserved: Q - Offsets 72 - 87
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V1400 Troubleshooting and Metrics

The V1400’s Siemens S7 Client metrics can be accessed by navigating to the Diagnostics page.
Below are the Siemens S7 specific metrics and troubleshooting that are used to assist in
troubleshooting.

Connection Status can be one of the following:

+ Disabled: V1400 is currently not running or V1400 is in configuration mode
* Ready: V1400 is running, and attempting the first connection attempt

+ Timeout: V1400 is running but not connected to a Siemens S7 PLC

»  Connected: V1400 is running and connected to a Siemens S7 PLC

Loop Time (ms): The amount of time it takes for all read and write requests to be issued. The
value reflects the inter-message delay, and the scan loop delay configured

Min Loop Time (ms): The fastest amount of time it has taken for all read and write requests to
be issued

Max Loop Time (ms): The slowest amount of time it has taken for all read and write requests
to be issued

Read Responses: Number of successful read responses received

Read Timeouts: Number of read requests that haven’t been received within the Response
Timeout configured

Read Errors: Number of read requests that are responded to with an error
Write Responses: Number of successful write responses received

Write Timeouts: Number of write requests that haven’t been received within the Response
Timeout configured

Write Errors: Number of write requests that are responded to with an error
Connection State can be one of the following:
»  Config: The V1400 is in configuration mode and not connected to the Siemens S7 PLC

» Disconnected: The V1400 is not connected to the Siemens S7 PLC and is not attempting
to make a connection to the PLC

»  Connecting: The V1400 is attempting to connect to the Siemens S7 PLC but not yet
connected to the PLC

*  Connected: The V1400 is connected to the Siemens S7 PLC
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MQTT Client

MQTT Client

The V1400 Cradle communicates directly to a MQTT Broker. The V1400 Cradle is responsible for
publishing the data to the user-defined topic to receive data and information.

10.
1.

12.
13.

14.

Select MQTT Client from the IT Protocol drop-down menu. This allows the V1400 to connect
to a MQTT Broker.

Enter in the Broker URL which is the IP Address of the MQTT Broker. If a URL is used, then a
Primary or Secondary DNS must be used.

Enter a Username (Optional), if authentication is necessary.

Enter a Password (Optional), if authentication is necessary.

Provided Client ID which must be unique for all MQTT Clients. The Client ID is automatically
generated to be “V1400 _MAC _” followed by the last 3 octets of the MAC Address or
QuickConnect Code.

Enter in Network Timeout (ms), in milliseconds, for how long the V1400 will wait for the
MQTT Broker to acknowledge the Published Topic.

Enter in a Device Name which is used as top-level topic location. As an example, the Scanner
Status topic will be /V1400/ScannerStatus.

Select the Scanner Status QoS to be At Most Once, At Least Once, or Exactly Once.

Select the Scanner Status Retain should be enabled or disabled. Enabling Retain tells the
MQTT Broker to store the last published message. This allows an MQTT Client that
subscribes to the topic to receive the latest message. Disabling Retain tells the MQTT Broker
to not send out the published message on a new subscription to the topic.

Select the Barcode Processing QoS to be At Most Once, At Least Once, or Exactly Once.
Select the Barcode Processing Retain should be enabled or disabled. Enabling Retain tells
the MQTT Broker to store the last published message. This allows an MQTT Client that
subscribes to the topic to receive the latest message. Disabling Retain tells the MQTT Broker
to not send out the published message on a new subscription to the topic.

Select the Current Barcode QoS to be At Most Once, At Least Once, or Exactly Once.
Select the Current Barcode Retain should be enabled or disabled. Enabling Retain tells the
MQTT Broker to store the last published message. This allows an MQTT Client that
subscribes to the topic to receive the latest message. Disabling Retain tells the MQTT Broker
to not send out the published message on a new subscription to the topic.

Click Save.
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V1400 Data Location

The V1400’'s MQTT Client automatically moves data to and from the below locations:

»  Topic of /<Configured Device Name>/scannerStatus contains the following V1400 information
and data:

{
“scannerChargingStatus”: (integer),
“scannerBatteryLevel’: (integer)

}

» Topic of /<Configured Device Name>/barcodeProcessing contains the following V1400
information and data:

{

“numberOfUnacknowledgedBarcodes”: (integer),
“numberOfDiscardedBarcodes”: (integer),
“queuelsFull”; (integer)

}

»  Topic of /<Configured Device Name>/currentBarcode contains the following V1400 information
and data:

{

“barcodeSequenceNumber”: (integer),
“symbologyType”: (integer),
“symbologyModifier”: (integer),

“size”: (integer),

“barcode”: (string)

}

V1400 Troubleshooting and Metrics

The V1400’'s MQTT metrics can be accessed by navigating to the Diagnostics page. Below are the
MQTT specific metrics and troubleshooting that are used to assist in troubleshooting.
+ Connection Status can be one of the following:
+ Disabled: V1400 is currently not running or V1400 is in configuration mode
* Ready: V1400 is running, and attempting the first connection attempt
« Timeout: V1400 is running but not connected to an MQTT Broker
» Connected: V1400 is running and connected to an MQTT Broker
* Publish Attempts: Number of published messages that have been sent to the MQTT Broker

* Failed Publishes: Number of failed published messages that have been sent to the MQTT
Broker and were rejected by the MQTT Broker

* Last Publish Error: The reason why the MQTT Broker responded with an error to the
Published message
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OPC UA Server

The V1400 Cradle communicates directly to an OPC UA Client. The V1400 Cradle is responsible for
making the information and data available to the defined OPC UA Address Space.

1. Select OPC UA Server from the IT Protocol drop-down menu.
This allows the OPC UA Server to open a connection to the V1400.

2. Enter the TCP Port number to listen on or to which to connect.
3. Click Save.
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V1400 Data Location

The V1400’s OPC UA Server automatically moves data to and from the below address space:

»  “scannerStatus” folder which contains:
“scannerChargingStatus” (integer)
“scannerBatteryLevel” (integer)

* “barcodeProcessing” folder which contains:
“numberOfUnacknowledgedBarcodes” (integer)
“numberOfDiscardedBarcodes” (integer)
“queuelsFull” (integer)

+  “currentBarcode” folder which contains:
“symbologyType” (integer)
“symbologyModifier” (integer)
“barcodeSequenceNumber” (integer)

“size” (integer)
“barcode” (string)

V1400 Troubleshooting and Metrics

The V1400’s OPC UA Server metrics can be accessed by navigating to the Diagnostics page. Below
are the OPC UA Server specific metrics and troubleshooting that are used to assist in troubleshooting.
+ Connection Status can be one of the following:
» Disabled: V1400 is currently not running or V1400 is in configuration mode
* Ready: V1400 is running, and attempting the first connection attempt
*  Timeout: V1400 is running but not connected to an OPC UA Client
+  Connected: V1400 is running and connected to an OPC UA Client
* Read Errors: Number of read requests which are responded by the V1400 as an error
*  Write Errors: Number of write requests which are responded by the V1400 as an error
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4 General Operation

LED Indicators

Bluetooth LED (1)

Solid Blue Bluetooth connected
Flashing Blue No Bluetooth connected

Status LEDs (2)

Solid Green Fully charged

Flashing Green Charging barcode scanner
Flashing Red Charging fault

Flashing White Paging barcode scanner

Flashing Blue Identification triggered by the PLC

software for PROFINET or from the
browser-based configuration tool.
Additionally, CortexTools3 or the IP
Address Device Discovery tool can trigger
this as well.

Solid Scanning is not allowed because the host
is not connected, the barcode data queue
is full, or the host has disabled scanning.

Link LED (3)

No LED No Ethernet connected
Solid Green Ethernet connected
Flashing Green Ethernet activity occurring
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i

Module LED (4)

No LEDs Ethernet/IP not selected as OT protocol
Solid Green Normal operating mode
Flashing Green V1400 is not configured

Flash Green/Flash Red V1400 self-test in progress
(one time each)

Network LED (5)

No LEDs Ethernet/IP not selected as OT protocol or no IP address has been configured
Solid Green V1400 has an IP address and at least one established CIP connection
Flashing Green V1400 has an IP address configured but no established CIP connection
Flashing Red Connection was established but the V1400 has timed out.

Flash Green/Flash Red V1400 self-test in progress
(one time each)

App LED (6)

The behavior of the App LED depends on the selected IT and OT protocol. If Ethernet/IP is selected as
the OT protocol, the App LED will display the status of the selected IT protocol.

If Ethernet/IP is not the selected OT protocol, the App LED will display the status of the selected OT
protocol.

If no OT protocol is selected, the App LED will display the status of the selected IT protocol.

PROFINET

No LEDs No power

Solid Green Connected to host
Flashing Green No communications have been established

Flashing Red Recoverable fault

Modbus TCP Server

No LEDs No power
Solid Green Connected to host
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Flashing Green No TCP connection has ever been established

Flashing Red Recoverable fault*
*The TCP connection was established but no longer present because the inactivity timeout has
expired.
BACnet/IP Server

No LEDs No power

Solid Green Connected to host

Flashing Green V1400 has not received any UDP communications since startup

Flashing Red V1400 has not received a UDP request within the Inactivity Timeout

Allen-Bradley PLC (Logix)

No LEDs No power

Solid Green Connected to host

Flashing Green V1400 startup

Flashing Red V1400 had an established connection which is no longer present

Allen-Bradley PLC (MicroLogix, SLC, PLC5E)

No LEDs No power

Solid Green Connected to host

Flashing Green V1400 startup

Flashing Red V1400 had an established connection which is no longer present

Siemens S7 Client

No LEDs No power

Solid Green Connected to host

Flashing Green V1400 startup

Flashing Red V1400 had an established connection which is no longer present
MQTT Client

No LEDs No power

Solid Green Connected to host
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Flashing Green V1400 startup

Flashing Red V1400 had an established connection which is no longer present
OPC UA Server

No LEDs No power

Solid Green Connected to host

Flashing Green V1400 startup

Flashing Red V1400 had an established connection which is no longer present
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Paging Button

Locate Scanner

To locate a missing scanner, press the paging button on the cradle. The scanner will beep
continuously until the trigger is pulled on the scanner or paging times out after 30 seconds.

Note: This feature only works on a scanner that is paired and in range of the cradle. If the scanner
is not paired to the cradle, the light on the cradle will flash three times.

Reset IP Address

Follow these steps to reset the network settings on the V1400 to the factory default settings:

1. Remove power from the device.

2. Power up the device while holding down the paging button.

3. Continue to hold the button while the indicator is blue and not flashing.
4. Release the button when the indicator starts to flash blue.

5. Follow the instructions for Using V1400 Discovery Tool on page 10.

Reset to Factory Default
Follow these steps to reset all settings on the V1400 to the factory default settings:

1. Remove power from the device.

Power up the device while holding down the paging button.

Continue to hold the button while the indicator is blue and not flashing.
Continue to hold the button while the indicator flashes blue.

Continue to hold the button while the indicator is red and not flashing.
6. Release the button when the indicator starts to flash red.

ok wbn

The cradle base is now back to out-of-the-box settings. See Setup on page 2 to configure the device.

Power Modes

The cradle will show whether the battery is charging, charged, or if there is an error.
Errors are indicated by a one second on/off flashing of a red LED:

+ Battery is dead
« Battery is not seated properly. Remove battery and any obstruction and reinsert.

The battery in the scanner can be fully charged in four hours. Keeping the scanner in the cradle when
not in use is recommended.
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5 Maintenance

Firmware Updates

Upgrading the Cradle Base

Upgrading the cradle base will be done via the browser-based configuration tool. Follow the
instructions below to upgrade.

1. Go to https://www.bradyid.com/v1400support find and download the latest firmware (.ufw) file
to your computer.

2. Open the browser-based configuration tool and click on the Update V1400 Cradle Firmware
button.

GQuickConnect Code

UFPDATE V1400 CRADLE FIRMWARE

RESET V1400 CRADLE TO FACTORY DEFALLTS

3. Nauvigate to the.ufw file that was downloaded and click Open.

The download will start and provide a progress bar. Once complete, the cradle will
automatically go into run mode.

Fille: 474

*® Fls Name: RTCompactESPbin
Fmgrﬁi: %
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Cleaning the Cradle Base

Cleaning the cradle base will help maintain peak performance.

CAUTION! To prevent electric shock, always disconnect the cradle from its
A power source before cleaning.

1. Lightly moisten a soft (non-scratching) cloth with isopropyl alcohol, or use a pre-moistened
swab from the Brady Cleaning Kit PCK-6, to wipe down the outer case on the cradle.

2. Remove excess isopropyl alcohol with a dry, soft (non-scratching) cloth.
3. Allow 15 seconds for the components to dry before using.
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Symbology Type Modifier
Code 39 (checksum not checked) A (65) 0 (48)
Code 39 (checksum checked and sent) A (65) 1(49)
Code 39 (checksum checked and stripped) A (65) 3 (51)
Code 39 Full ASCII (checksum not checked) A (65) 4 (52)
Code 39 Full ASCII (checksum checked and sent) A (65) 5(53)
Code 39 Full ASCII (checksum checked and stripped) A (65) 7 (55)
Telepen B (66) 0 (48)
Code 128 (standard) C (67) 0(48)
Code 128 (FNC1 in first character position) C (67) 1(49)
Code 128 (FNC1 in second character position) C (67) 2 (50)
Data Matrix (ECC 200) d (100) | 1(49)
Data Matrix (ECC 200, FNC1 in 1st or 5th position) d (100) | 2(50)
Data Matrix (ECC 200, FNC1 in 2nd or 6th position) d (100) | 3(51)
Data Matrix (ECC 200, ECI protocol) d (100) | 4(52)
Data Matrix (ECC 200, FNC1 in 1st or 5th position, ECI protocol) d (100) | 5(53)
Data Matrix (ECC 200, FNC1 in 2nd or 6th position, ECI protocol) d (100) | 6(54)
GS1 DataBar e (101) | 0(48)
Standard UPC/EAN E (69) 0(48)
UPC/EAN with 2/5-digit supplemental appended E (69) 3 (51)
EAN-8 E (69) 4 (52)
Codabar (checksum not checked) F (70) 0 (48)
Codabar (checksum checked and sent) F (70) 2 (50)
Codabar (checksum checked and stripped) F (70) 6 (54)
Code93 G (71) 0(48)
Han Xin (standard) h (104) | 0(48)
Han Xin (ECI protocol) h (104) 1(49)
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Symbology Type Modifier
Code11 (1-digit or 2-digit check characters checked and sent) H (72) 0 (48)
Code11 (Check character(s) checked and stripped) H (72) 2 (50)
Interleaved 2 of 5 (checksum not checked) 1 (73) 0 (48)
Interleaved 2 of 5 (checksum checked and sent) 1 (73) 1(49)
Interleaved 2 of 5 (checksum checked and stripped) 1 (73) 3 (51)
Dot Code (generic data, neither Case A nor Case B below) J (74) 0 (48)
Dot Code (Case A — GS1-formatted data) J (74) 1(49)
Dot Code (Case B — application-specific data indicated by opening letter or digits) J (74) 2 (50)
Dot Code (Neither Case A nor Case B, ECI, “\’s doubled) J (74) 3 (51)
Dot Code (Case A, ECI, “\’s doubled) J (74) 4 (52)
Dot Code (Case B, ECI, “\’s doubled) J (74) 5(53)
PDF417 (Standard) L (76) 0 (48)
PDF417 (Support ECI, character 92 doubled) L (76) 1(49)
PDF417 (Basic Channel operation, character 92 not doubled) L (76) 2 (50)
MSI Plessey M (77) 0 (48)
Codablock F (FNC1 not used) O (79) 4 (52)
Codablock F (FNC1 in first character position) O (79) 5(53)
Plessey P (80) 0 (48)
QR (Model 1 symbol) Q (81) 0(48)
QR (ECI protocol not implemented) Q (81) 1(49)
QR (ECI protocol implemented) Q (81) 2 (50)
QR (ECI protocol not implemented, FNC1 implied in 1st position) Q (81) 3 (51)
QR (ECI protocol implemented, FNC1 implied in 1st position) Q (81) 4 (52)
QR (ECI protocol not implemented, FNC1 implied in 2nd position) Q (81) 5(53)
QR (ECI protocol implemented, FNC1 implied in 2nd position) Q (81) 6 (54)
IATA2 of 5 R (82) 0 (48)
Straight 2 of 5 S (83) 0 (48)
Code 49 (Standard) T (84) 0 (48)
Code 49 (FNC1 in 1st character position) T (84) 1(49)
Code 49 (FNC1 in 2nd character position) T (84) 2 (50)
Code 49 (FNC2 in 1st character position) T (84) 4 (52)
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Symbology Type Modifier
Maxicode U (85) 0 (48)
Australia Post X (88) a (97)
BC412 X (88) B (66)
Canada Post X (88) c (99)
Dutch Post X (88) d (100)
Planet X (88) e (101)
Grid Matrix X (88) g (103)
GoCode X (88) G (71)
HK 2 of 5 X (88) h (104)
Intelligent Mail X (88) i (105)
Code 32 X (88) 1 (73)
Japan Post X (88) j (106)
Korea Post X (88) k (107)
Matrix 2 of 5 (checksum not checked) X (88) M (77)
Matrix 2 of 5 (checksum checked and sent) X (88) 0 (48)
Matrix 2 of 5 (checksum checked and stripped) X (88) 1(49)
NEC 2 of 5 (checksum not checked) X (88) N (78)
NEC 2 of 5 (checksum checked and sent) X (88) 2 (50)
NEC 2 of 5 (checksum checked and stripped) X (88) 3 (51)
Pharmacode X (88) P (80)
Royal Mail X (88) r(114)
Postnet X (88) t(116)
Trioptic X (88) T (84)
UPU ID Tag X (88) u (117)
Aztec z(122) | 0(48)
Aztec (FNC1 in first position) z (122) 1(49)
Aztec (FNC1 after initial letter or pair of digits) z(122) | 2(50)
Aztec (ECI protocol implemented) z(122) | 3(51)
Aztec (ECI protocol implemented, FNC1 in first position) z(122) |4 (52)
Aztec (ECI protocol implemented, FNC1 after initial letter or pair of digits) z(122) | 5(53)
Aztec (Structured Append header included) z(122) | 6(54)
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Symbology Type Modifier
Aztec (Structured Append, FNC1 in first position) z(122) | 7(55)
Aztec (Structured Append, FNC1 after initial letter or pair of digits) z(122) | 8(56)
Aztec (Structured Append, ECI protocol implemented) z(122) | 9(57)
Aztec (Structured Append, FNC1 in first position, ECI protocol implemented z(122) | A(65)
Aztec (Structured Append, FNC1 after initial letter or pair of digits, ECI protocol z (122) B (66)
implemented)
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B Regulatory Compliance

Agency Compliance and Approvals

United States

FCC Notice

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.

+  Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

»  Consult the dealer or an experienced radio/TV technician for help.

Industry Canada (IC)

This device complies with Industry Canada license-exempt RSS standard(s). Operation is subject to
the following two conditions: (1) this device may not cause interference, and (2) this device must
accept any interference, including interference that may cause undesired operation of the device.

Industrie Canada (IC)

Le présent appareil est conforme aux CNR d’Industrie Canada applicables aux appareils radio
exempts de licence. L’exploitation est autorisée aux deux conditions suivantes : (1) I'appareil ne doit
pas produire de brouillage, et (2) I'utilisateur de I'appareil doit accepter tout brouillage radioélectrique
subi, méme si le brouillage est susceptible d’en compromettre le fonctionnement.

Mexico

IFT notice: La operacién de este equipo esta sujeta a las siguientes dos condiciones: (1) es posible
que este equipo o dispositivo no cause interferencia perjudicial y (2) este equipo o dispositivo debe
aceptar cualquier interferencia, incluyendo la que pueda causar su operacién no deseada.
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may cause radio interference in which case the user may be

WARNING! This is a Class B product. In a domestic environment, this product
A required to take adequate measures.

Waste Electrical and Electronic Equipment Directive

In accordance with the European WEEE Directive, this device needs to be
recycled in accordance with local regulations.

I

RoHS Directive 2011/65/EU, 2015/863/EU

This product is CE marked and complies with the European Union's Directive 2011/65/EU OF THE
EUROPEAN PARLIAMENT AND OF THE COUNCIL of 8 June 2011 on the restriction of the use of
certain hazardous substances in electrical and electronic equipment.

EU Directive 2015/863 of 31 March 2015 (RoHS 3) amends Annex Il to Directive 2011/65/EU of the
European Parliament and of the Council as regards the list of restricted substances.

Turkey

Turkish Ministry of Environment and Forestry

(Directive on the Restriction of the use of certain hazardous substances in electrical and electronic
equipment).

Turkiye Cumhuriyeti: EEE Yonetmeligine Uygundur

China FH

China RoHS Hazardous Substance Table related to this product is available at
https://www.bradyid.com/forms/customer-service/certificate-request.
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Regulatory Compliance
Wireless Regulatory Information

Wireless Regulatory Information

Regulatory markings, subject to country certification, are applied to the cradle and scanner signifying
Bluetooth (radio) approval has been obtained.

f WARNING! Operation of the device without regulatory approval is illegal.

Radio protocol Bluetooth Classic
RF Operating Frequency 2.402 —2.480 GHz
RF Output Power < +20dBm EIRP (100mW)

Antenna Type\ Antenna Gain |PCB antenna\ 2.2 dBi

Environmental Operation -40t0 85° C (-40° to 185° F)

Note: Be mindful of the maximum operating temperatures for the
equipment.

Environmental Storage -5510 125° C (-67° to 257° F)

Note: Be mindful of the maximum storage temperatures for the
equipment.

United States

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a commercial environment. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instruction manual, may cause harmful interference to radio communications.

Operation of this equipment in a residential area is likely to cause harmful interference in which case
the user will be required to correct the interference at their own expense.

Changes or modifications not expressly approved by the party responsible for compliance could void
the user's authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference and, (2) this device must accept any
interference received, including interference that may cause undesired operation.

RF exposure guidelines / Important note: This equipment complies with FCC SAR exemption limits
set forth for an uncontrolled environment and properly used as instructed.
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Canada

Innovation, Science and Economic Development (ISED)
CAN ICES-3 (A)/NMB-3(A)

This device complies with Industry Canada's license-exempt RSSs. Operation is subject to the
following two conditions:

1. This device may not cause interference; and

2. This device must accept any interference, including interference that may cause undesired
operation of the device.

RF exposure guidelines / Important note: This equipment complies with IC radiation exposure
exemption limits set forth for an uncontrolled environment and properly used as instructed.

European Union

This is a Class B product. In a domestic environment, this product may cause radio interference in
which case the user may be required to take adequate measures.

Radio Equipment Directive (RED) 2014/53/EC

a. Frequency band(s) in which the radio equipment operates; 2.401GHz to 2.483GHz
b. Maximum radio-frequency power transmitted in the frequency band(s) in which the radio

equipment operates; < +20dBm EIRP (100mW)
Mexico

IFT notice:

"La operacién de este equipo esta sujeta a las siguientes dos condiciones: (1) es posible que este
equipo o dispositivo no cause interferencia perjudicial y (2) este equipo o dispositivo debe aceptar
cualquier interferencia, incluyendo la que pueda causar su operacion no deseada."

International

The BLE radio module used in Brady barcode scanners comply with internationally recognized
standards covering human exposure to electromagnetic fields, i.e. EN 62311 "Assessment of
electronic and electrical equipment related to human exposure restrictions for electromagnetic fields
(0 Hz - 300 GHz)".

Brazil

ANATEL notice: @ ANATEL

Este equipamento ndo tem direito a protecao contra interferéncia prejudicial e ndo pode causar
interferéncia em sistemas devidamente autorizados..
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Japan H4&

MIC \ TELEC: 201-200840
HEMBRCETBRAICE DS, INMEAEEGHMAFERT-HERRRBEESEL TL 5,

Indonesia
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THIRD-PARTY LICENSE DECLARATIONS

This chapter contains license declarations for third-party software components used in this product.
These declarations are provided in accordance with the terms and conditions of the respective third-
party licensors, ensuring compliance with their licensing requirements. The rights, permissions, and
licenses detailed herein are applicable exclusively to the specified third-party components. They do
not apply to any software or firmware components developed by Brady Corporation or any of its

affiliates.

This product uses the following third-party components licensed under The 2-Clause BSD License:

Component

Copyright Notice

micro-ecc

Copyright (c) 2014, Kenneth MacKay

This product uses the following third-party components licensed under The 3-Clause BSD License:

Component

Copyright Notice

Two Level Segregated Fit
memory allocator

Copyright (c) 2006-2016, Matthew Conte

Stricat

Copyright (c) 1998 Todd C. Miller <Todd.Miller@courtesan.com>

OpenThread

Copyright (c) 2020, The OpenThread Authors

Copyright The Mbed TLS Contributors

Copyright (c) 2012 Zack Weinberg <zackw@panix.com>
Copyright (c) 2015 Moritz Klammler <moritz@klammler.eu>
Copyright (c) 2008 Don Anderson <dda@sleepycat.com>
Copyright (c) 1994 X Consortium

Copyright (c) 1992, 1993, 1994, 1995, 1996, 1997, 1998, 1999, 2000,
2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008, 2009, 2010, 2011, 2012
Free Software Foundation, Inc.

Copyright (c) 2011-2015 Free Software Foundation, Inc.
Copyright 2016 The OpenThread Authors

Copyright 2015-2016 Nest Labs Inc.

Copyright 2011-2016 Nest Labs Inc.

Copyright (c) 2018 Google LLC.

Copyright (c) 2009 Oren Ben-Kiki <oren@ben-kiki.org>
Copyright (c) 2016-2018 Nest Labs Inc.
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Component

Copyright Notice

OpenThread - cont'd

Copyright 2016-2018 Nest Labs Inc.

(c) 2014 - 2016 SEGGER Microcontroller GmbH

Copyright (c) 2017 The OpenThread Authors

Copyright 2014 The Chromium Authors

(c) 1995 - 2018 SEGGER Microcontroller GmbH

Copyright (c) 1989, 1991 Free Software Foundation, Inc.
Copyright (c) 2016-21, The OpenThread Authors

Copyright 2016 Nest Labs Inc.

Copyright (c) 2016-2021, The OpenThread Authors

copyright by Tensilica Inc.

Copyright (c) 2017-2019, The OpenThread Authors

Copyright (c) 2000-2013 Free Software Foundation, Inc.
Copyright (c) 2004, 2006 The Linux Foundation and its contributors
Copyright (c) 2019 Google LLC.

Copyright 2016-2018 INRIA and Microsoft Corporation
Copyright (c) 2016-2017, The OpenThread Authors

Copyright 2014-2017 Nest Labs Inc.

Copyright (c) 2008 Steven G. Johnson <stevenj@alum.mit.edu>
Copyright (c) 2008 Benjamin Kosnik <bkoz@redhat.com>
Copyright 2010-2016 Nest Labs Inc.

Copyright (c) 2017, The OpenThread Authors

Copyright (c) 2018 Nest Labs Inc.

Copyright (c) 2014, 2015 Google Inc.

Copyright 2018 Nest Labs Inc.

Copyright (c) 2015 Paul Norman <penorman@mac.com>
Copyright (c) 2018, The OpenThread Authors

Copyright (c) 2011-2013 Free Software Foundation, Inc.
Copyright 2014-2018 Nest Labs Inc.

(c) Interface Identifier

Copyright (c) INRIA and Microsoft Corporation

Copyright (c) 2016-2018, The OpenThread Authors

Copyright (c) 2017-2018, The OpenThread Authors

Copyright 2019 Google LLC.

Copyright 2015-2018 Nest Labs Inc.

Copyright (c) 2011 Daniel Richard G. <skunk@iSKUNK.ORG>
Copyright (c) 2010-2013 Free Software Foundation, Inc.
Copyright (c) 2013 Roy Stogner <roystgnr@ices.utexas.edu>
Copyright (c) 2016, The OpenThread Authors

Copyright (c) 2018, Sam Kumar <samkumar@cs.berkeley.edu>
Copyright (c) 2018, University of California, Berkeley
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Component

Copyright Notice

OpenThread - cont'd

Copyright 2017-2018 Nest Labs Inc.

Copyright (c) 2016-2019, The OpenThread Authors
Copyright 2014-2016 Nest Labs Inc.

Copyright (c) 2004 Scott James Remnant <scott@netsplit.com>
Copyright 2017 Nest Labs Inc.

Copyright (c) 2020, The OpenThread Authors
Copyright (c) 2016-2020, The OpenThread Authors
Copyright (c) 2021, The OpenThread Authors
copyrighted by the Free Software Foundation
Copyright (c) 2008 Tim Toolan <toolan@ele.uri.edu>
Copyright (c) 2017-2021, The OpenThread Authors
Copyright 2018 Google LLC.

Copyright (c) 2019, The OpenThread Authors
copyright 2019, OpenThread

Copyright (c) 2017-2018 Nest Labs Inc.

Ping

Copyright (c) 2001-2004 Swedish Institute of Computer ScienceCopyright
(c) 2018 Simon Goldschmidt <goldsimon@gmx.de>

Copyright (c) 2015 Inico Technologies Ltd.
portions Copyright (c) 1997 Global Election Systems Inc.
Copyright (c) 2008 Paul Mackerras

Copyright (c) 2017 Joel Cunningham, Garmin International, Inc.
<joel.cunningham@garmin.com>

portions Copyright (c) 1998 Global Election Systems Inc.

Copyright (c) 1995 Eric Rosenquist

Copyright (c) 2003-2004 Leon Woestenberg <leon.woestenberg@axon.tv>
Copyright (c) 1998, 1999 Francis.Dupont@inria.fr

Copyright (c) 2001, 2002 Axon Digital Design B.V., The Netherlands
Copyright (c) 2006-2008 Christophe Devine

Copyright (c) 2001-2004 Swedish Institute of Computer Science

Copyright (c) 2001-2004 Leon Woestenberg
<leon.woestenberg@gmx.net>

Copyright (c) 1995, 1996, 1997 Francis.Dupont@inria.fr, INRIA
Copyright (c) 1989 Regents of the University of California
portions Copyright (c) 2001 by Cognizant Pty Ltd.

Copyright (c) 2002 Google, Inc.

Copyright 2020 Francesco Giancane
<francesco.giancane@accenture.com>
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Component Copyright Notice
Ping - Cont'd Copyright (c) 2006 Axon Digital Design B.V., The Netherlands

Copyright (c) 1984-2000 Carnegie Mellon University
Copyright (c) 2017 The MINIX 3 Project

Copyright (c) 1994-2002 Paul Mackerras

Copyright (c) 2002 CITEL Technologies Ltd.
Copyright (c) 2003 Paul Mackerras

Copyright (c) 2001, 2002 Leon Woestenberg
<leon.woestenberg@axon.tv>

Copyright (c) 1999 Tommi Komulainen

Copyright (c) 2017 Benjamin Aigner

Copyright (c) 2007 Dominik Spies <kontakt@dspies.de>
Copyright (c) 2017 Dirk Ziegelmeier

Copyright (c) 2010 Inico Technologies Ltd.

Copyright (c) 2018 Simon Goldschmidt

Copyright (c) 2001-2004 Axon Digital Design B.V., The Netherlands
Copyright (c) 2009 Paul Bakker

Copyright (c) 2001 by Sun Microsystems, Inc.

Copyright (c) 2018 Swedish Institute of Computer Science
Copyright 2001-2003 Swedish Institute of Computer Science

Copyright (c) 2016 Erik Andersson

Copyright (c) 2016 Elias Oenal

Copyright (c) 2006 by Marc Boucher, Services Informatiques (MBSI) inc.
Copyright (c) 2002 The NetBSD Foundation, Inc.

Copyright (c) 2017 Simon Goldschmidt

Copyright (c) 2003 by Marc Boucher, Services Informatiques (MBSI) inc.
Copyright (c) Deltatee Enterprises Ltd. 2013

Copyright (c) 2017 Simon Goldschmidt <goldsimon@gmx.de>
Copyright (c) 2003-2004 Axon Digital Design B.V., The Netherlands
Copyright (c) 2015 Verisure Innovation AB

Copyright (c) 2014 Simon Goldschmidt

Copyright (c) 2001-2003 Swedish Institute of Computer Science
Copyright (c) 2015 Dirk Ziegelmeier

Copyright (c) 2002-2003, Adam Dunkels

Copyright (c) 2007-2009 Frederic Bernon, Simon Goldschmidt
Copyright (c) 2001, Swedish Institute of Computer Science

Copyright (c) 1998 Global Election Systems Inc.
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This product uses the following third-party components licensed under The MIT License:

Component Copyright Notice
Anchor Copyright (c) 2019-Present Skip Transport, Inc.
ESP Eth Copyright (c) 2021 Vladimir Chistyakov

Free RTOS C Runtime

Copyright (c) 2020 Amazon.com, Inc. or its affiliates
Copyright (c) 2017, Intel Corporation

Copyright (c) 2015-2019 Cadence Design Systems, Inc.
Copyright (c) 2017 Amazon.com, Inc. or its affiliates
Copyright (c) 2006-2015 Cadence Design Systems Inc.
Copyright (c) 2003-2015 Cadence Design Systems, Inc.
Copyright 2020 Amazon.com, Inc.

Copyright (c) 2019 Amazon.com, Inc. or its affiliates
Copyright (c) 2015-2015 Cadence Design Systems Inc.
Copyright 2015-2019 Cadence Design Systems, Inc.
Copyright 2017 Amazon.com, Inc.

JSMN

Copyright (c) 2010 Serge A. Zaitsev

This product uses the following third-party components licensed under the Apache License, version 2.0:

Component

Copyright Notice

esp_rom_tjpgd.h

(c) ChaN, 2012Copyright (c) 2001-2006 by Tensilica Inc.
Copyright (c) 2016 Intel Corporation

(c) ChaN, 2012

Copyright (c) 2015,2016 Intel Corporation

Copyright (c) 2017 PHYTEC Messtechnik GmbH
Copyright (c) 2003-2005, Jouni Malinen <j@w1.fi>
Copyright (c) 2006 Bertrik Sikken (bertrik@sikken.nl)
Copyright (c) 2012, ChaN

ESP MQTT Copyright 2016 Tuan
Copyright (c) 2014, Stephen Robinson
Copyright (c) 2019 Amazon.com, Inc. or its affiliates
Copyright (c) 2015 Real Time Engineers Ltd.

mbed TLS
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This product uses the following third-party components licensed under the zlib license:

Component Copyright Notice
TinyExpr Copyright (c) 2015-2020 Lewis Van Winkle

This product uses a third-party component named SDMMC, which is licensed under the ISC license.
The following copyright notice applies to the SDMMC component:

Copyright (c) 2006 Uwe Stuehler <uwe@openbsd.org>

This product uses a third-party component named nrf_cc310. The following statements are provided in
accordance with this component's license terms:

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS."
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS
OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

This product uses the following third-party components licensed under the GNU General Public
License (GPL). In compliance with the GPL, we hereby inform users that the source code of these
components is available for access and use under the terms of the GPL.

Component GPL Copyright Notice
Version
BACnet open source | version 3.0 Copyright (¢) 2001-2004 David A. Wheeler
protocol stack Copyright (c) 2020 Steve Karg
Copyright (c) 2005 Steve Karg Corrections
Copyright (c) 2015 bowe

Copyright (¢) 2004-2008 Steve Karg

Copyright (c) 2022 Steve Karg <skarg@users.sourceforge.net>
Copyright (¢) 2004 Steve Karg <skarg@users.sourceforge.net>
Copyright (¢) 2014 Nikola Jelic <nikola.jelic@euroicc.com>
Copyright (c) 2009 John Minack
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Component GPL Copyright Notice
Version
BACnet open source | version 3.0 Copyright (c) 2007-2008 Steve Karg <skarg@users.sourceforge.net>

protocol stack -
Cont'd

Copyright (c) 2020 Steve Karg <skarg@users.sourceforge.net>
Copyright (¢) 2001-2004 David A. Wheeler

copyrighted by ASHRAE

Copyright (c) 1989, 1991 Free Software Foundation, Inc.

Copyright (¢) 2005 Steve Karg <skarg@users.sourceforge.net>
Copyright (c) 2016 Steve Karg

Copyright (c) 2005,2010 Steve Karg <skarg@users.sourceforge.net>
Copyright (¢) 2010 Steve Karg <skarg@users.sourceforge.net>
Copyright (¢) 2013 Daniel Blazevic <daniel.blazevic@gmail.com>
Copyright (c) 2007 Steve Karg

Copyright (¢) 2005,2006,2009 Steve Karg
<skarg@users.sourceforge.net>

Copyright (c) 2006 Steve Karg

Copyright (c) 2006 John Minack

Copyright (¢) 2005 John Goulah

Copyright (¢) 2015 Steve Karg

Copyright (c) 2004 Steve Karg

Copyright (¢) 2015 Nikola Jelic

Copyright (¢) 2003-2007 Steve Karg

Copyright (c) 2006 Steve Karg <skarg@users.sourceforge.net>
Copyright (¢) 2009 Steve Karg

Copyright (c) 2012 Steve Karg

Copyright (c) 2009 Steve Karg <skarg@users.sourceforge.net>
Copyright (¢) 2008 Steve Karg

Copyright (¢) 2018 Ed Hague <edward@bac-test.com>
Copyright (c) 2011 Steve Karg <skarg@users.sourceforge.net>
Copyright (c) 2014 Kerry Lynn <kerlyn@ieee.org>

Copyright (c) 2005-2006 Steve Karg

Copyright (c) 2008 Steve Karg <skarg@users.sourceforge.net>
Copyright (¢) 2005 Steve Karg

Copyright (¢) 2008 John Minack

Copyright (c) 2016 Steve Karg <skarg@users.sourceforge.net>
Copyright (¢) 2009 John Minack <minack@users.sourceforge.net>
Copyright (c) 2007 Steve Karg <skarg@users.sourceforge.net>
Copyright (c) 2008 John Crispin <blogic@openwrt.org>
Copyright (¢) 2009 Peter Mc Shane

copyrighted by the Free Software Foundation

Copyright (c) 2005-2006 Steve Karg <skarg@users.sourceforge.net>
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Component GPL Copyright Notice
Version
BACnet open source | version 3.0 Copyright (¢) 2015 Nikola Jelic <nikola.jelic@euroicc.com>
protocol stack - Copyright (c) 2011 Krzysztof Malorny <malornykrzysztof@gmail.com>
Contd Copyright (c) 2003 Steve Karg

Copyright (c) 2017 Steve Karg <skarg@users.sourceforge.net>
Copyright (c) 2014 Daniel Blazevic <daniel.blazevic@gmail.com>
Copyright (¢) 2005 by Steve Karg

Copyright (c) 2012 Steve Karg <skarg@users.sourceforge.net>

Snap7 - Node version 3.0 Copyright (c) 2013, 2015 Davide Nardella
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Component GPL Copyright Notice
Version
Arduino Core version 2.1 Copyright (¢) 2005-2013 Arduino Team

Copyright (c) 2015 Markus Sattler

Copyright (¢) 2006 David A. Mellis

Copyright (c) 2014 Ivan Grokhotkov

Copyright (c) 2011 Adrian McEwen

Copyright (¢) 2015 Ivan Grokhotkov

Copyright (¢) 2005-2013 Arduino Team

Copyright (c) 2006 Nicholas Zambetti

Copyright (¢) 2011 Adrian McEwen

Copyright (¢) 2015 Hristo Gochkov

Copyright (c) 2008 David A. Mellis

Copyright (¢) 2011 Adrian McEwen

Copyright (¢) 2011 Adrian McEwen

Copyright (c) 2015 Markus Sattler

Copyright (¢) 2008 Bjoern Hartmann

Copyright (c) 2015 Markus Sattler

Copyright (c) 2010 Hernando Barragan

Copyright (¢) 2015 Hristo Gochkov

Copyright (c) 2003-2019 Christopher M. Kohlhoff (chris at kohlhoff dot com)
Copyright (c) 2011 Boris Schaeling (boris@highscore.de)

Copyright (c) 2003-2019 Christopher M. Kohlhoff (chris at kohlhoff dot com)
Copyright (¢) 2014 Oliver Kowalke

Copyright (c) 2005-2019 Christopher M. Kohlhoff (chris at kohlhoff dot com)
Copyright (c) 2003-2011 Christopher M. Kohlhoff (chris at kohlhoff dot com)
Copyright (c) 2008 Roelof Naude (roelof.naude at gmail dot com)
Copyright (c) 2008 Rep Invariant Systems, Inc. (info@repinvariant.com)
Copyright (c) 2005 Voipster

Copyright (¢) 2005 Stefan Arentz (stefan at soze dot com)

Copyright (c) 2003-2019 Christopher M. Kohlhoff (chris at kohlhoff dot
com) Oliver Kowalke

Copyright 1998-2001,2003-2011,2013 Stewart HeitmannCopyright (c)
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Component GPL
Version

Copyright Notice

Arduino Core - Cont'd | version 2.1

2013-2019 Tom G. Huang <tomghuang@gmail.com>
Copyright (¢) 2017 PHYTEC Messtechnik GmbH
Copyright (¢) 2016 Intel Corporation

(c) ChaN, 2012

Copyright (c) 1998-2001,2003-2011,2013 Stewart Heitmann
<sheitmann@users.sourceforge.net>

Copyright 2013-2019 Tom G. Huang
Copyright (c) 2010-2014, Salvatore Sanfilippo

Copyright (c) 2013/2014 Ibrahim Abdelkader
<i.abdalkader@gmail.com>

Copyright 1998-2001,2003-2011,2013 Stewart Heitmann

Copyright (c) 2010-2013, Pieter Noordhuis

Copyright (c) 2015,2016 Intel Corporation

Copyright (¢) 2006 Uwe Stuehler <uwe@openbsd.org>

Copyright (¢) 2003-2005, Jouni Malinen <j@w1.fi>

Copyright (c) 2006 Bertrik Sikken (bertrik@sikken.nl)

Copyright 2006 Uwe Stuehler <uwe@openbsd.org>

Copyright (c) 2012, ChaN

Copyright (c) 2018, ChaNCopyright (c) 2009-2017 Dave Gamble and
cJSON contributors

Copyright (¢) 2020 Amazon.com, Inc. or its affiliates
Copyright (¢) 2010 Serge A. Zaitsev

Copyright (c) 2003-2015 Cadence Design Systems, Inc.
Copyright (¢) 2019 Amazon.com, Inc. or its affiliates

This product uses a third-party component named Newlib. This component contains multiple third-
party subcomponents licensed under permissive licenses in the style of MIT, BSD, X11, and/or

Apache.
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The following copyright notices apply to the Newlib component and/or the third-party subcomponents
contained therein:

Copyright (c) 1994-2009 Red Hat, Inc.

Copyright (c) 2001 Daniel Eischen <deischen@FreeBSD.org>
Copyright (c) 2004, 2009 Xilinx, Inc.

Copyright (c) 2004 National Semiconductor Corporation

Copyright 2002 Thomas Moestl <tmm@FreeBSD.org>

Copyright (c) 1999 Citrus Project

Copyright (c) 2000, 2001 Alexey Zelkin <phantom@FreeBSD.org>
Copyright (c) 1999, 2000 Konstantin Chuguev

Copyright 2020 Francesco Giancane <francesco.giancane@accenture.com>
Copyright (c) 1997 The Open Group

Copyright 1989, 1990 Advanced Micro Devices, Inc.

Copyright (c) 1993 Intel Corporation

Copyright (c) 2001 Mike Barcroft <mike@FreeBSD.org>

Copyright (c) 2009 ARM Ltd

Copyright (c) 1995 Alex Tatmanjants <alex@elvisti.kiev.ua> at Electronni Visti IA, Kiev, Ukraine
Copyright (c) 1990-1999, 2000, 2001 Free Software Foundation, Inc.

Copyright (c) 1991 by AT&T.

Copyright (c) 2001 Hans-Peter Nilsson

Copyright (c) 2002 Thomas Moestl <tmm@FreeBSD.org>

Copyright (c) 1981-2000 The Regents of the University of California

Copyright (c) 1998 Todd C. Miller <Todd.Miller@courtesan.com>

Copyright (c) 2008 Ed Schouten <ed@FreeBSD.org>

Copyright 1992, 1993, 1994 Henry Spencer

Copyright (c) 1991 DJ Delorie

Copyright (c) 2001 Christopher G. Demetriou

Copyright 2002 SuperH, Inc.

Copyright (c) 1984,2000 S.L. Moshier

Copyright (c) 1996 by Andrey A. Chernov, Moscow, Russia

Copyright (c) 1996-2010,2014 Texas Instruments Incorporated

Copyright (c) 1999, 2000, 2001, 2002 Stephane Carrez (stcarrez@nerim.fr)
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Copyright (c) 2011, Adapteva, Inc.

Copyright (c) 1996 Xavier Leroy (Xavier.Leroy@inria.fr)
Copyright (c) 1994-2009 Red Hat, Inc.

Copyright (c) 1993 by Sun Microsystems, Inc.

(c) Copyright 1986 HEWLETT-PACKARD COMPANY
Copyright (c) 1997-2002 FreeBSD Project

Copyright (c) 1998, M. Warner Losh <imp@freebsd.org>
Copyright (c) 1998-2001 by Lucent Technologies
Copyright (c) 1997 by Andrey A. Chernov, Moscow, Russia

(c) Copyright 2001,2006, International Business Machines Corporation, Sony Computer
Entertainment, Incorporated

Copyright (c) 2003, Artem B. Bityuckiy, SoftMine Corporation
Copyright (c) 1999 Kungliga Tekniska Hogskolan (Royal Institute of Technology, Stockholm, Sweden)
Copyright (c) 2003 Altera Corporation
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